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Introduction

hen local area networks (LANs) first appeared in the business world, their

primary functions were to share files and printers. These are still critical ap-
plications for most business networks, but networks are able to provide many other
functions as well. Virtually all business owners want to provide their users with access
to the Internet and email, but they must be able to do so securely. Many businesses
also want to host their own websites and run specialized applications. Windows
Server 2008 R2 provides many of these functions, and other Microsoft products pro-
vide those that it does not provide. For example, Microsoft Exchange Server 2010 SP1
provides comprehensive email services and Microsoft SQL Server 2008 R2 provides a
robust database management environment.

Installing and configuring these Microsoft products usually requires a certain
amount of experience and expertise. Companies with the appropriate resources
purchase the products they need and hire IT personnel to install and maintain their
networks. However, there are a great many small businesses that cannot afford to
keep full-time IT people on staff, or even purchase some of the more expensive net-
working software products. It is for this reason that Microsoft developed the Small
Business Server 2011 product.

Microsoft Small Business Server (SBS) 2011 is a combination product that in-
cludes Windows Server 2008 R2, Exchange Server 2010, several other components,
and (optionally) SQL Server 2008 R2, all for an attractive price. Even more attractive
to the small business owner, however, is the fact that the product includes a setup
program that installs and configures all the software components at once, using a
standardized configuration that requires almost no user interaction.

In addition to the setup program, Windows SBS 2011 includes Windows SBS Con-
sole, a management program that provides simplified access to the most commonly
used administrative controls. The end result is a sophisticated network environment
that can support up to 75 users, and that many small businesses can afford to pur-
chase, deploy, and maintain without full-time professional IT talent.

Who This Book Is For

Windows Small Business Server 2011 Administrator’s Pocket Consultant is designed
to help new and relatively inexperienced network administrators deploy and main-
tain a Windows SBS 2011 network. However, experienced administrators who are
new to Windows SBS 2011 can also benefit.

Xv
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How This Book Is Organized

The book first takes you through the process of planning a small business
network, evaluating and purchasing the required hardware, installing Windows SBS
2011, and performing the required post-installation tasks. For first-time network
administrators, there is a chapter called “A Networking Primer” and a section called
“An Active Directory Primer,” which provide background information on basic net-
working and directory service concepts. More experienced administrators can skip
these sections or refer to them as needed.

Once you have planned, assembled, installed, and configured your network,
Windows Small Business Server 2011 Administrator’s Pocket Consultant takes you
through the process of administering the various network applications using the
tools provided with Windows SBS 2011. Windows Server 2008 R2, Exchange Server
2010, and SQL Server 2008 R2 are all large and complex products, each of which can
support a book of its own. In fact, there are separate Administrator’s Pocket Consul-
tants for all of these products available from Microsoft Press.

Because it would not be possible to provide comprehensive coverage of all the
Windows SBS 2011 components in one book of this size, Windows Small Business
Server 2011 Administrator’s Pocket Consultant concentrates primarily on the basic
administrative tasks you are likely to perform frequently, using the Windows SBS
Console and other tools that are exclusive to Windows SBS 2011. For example, the
book only covers the process of creating user and computer objects in Active Direc-
tory Domain Services (AD DS) using the Windows SBS Console, but you can also
create them using the Active Directory Users and Computers console.

Conventions Used in This Book

A variety of elements are used in this book to help you understand what you
need to know and to keep it easy to read.

= Note To provide additional details on a particular point that needs emphasis.
s Tip To offer helpful hints or additional information.

= Caution To warn you about potential problems you should look out for.

= More Info To point to more information on the subject.

= Real World To provide real-world advice when discussing advanced topics.

= Best Practice To examine the best technique to use when working with
advanced configuration and administration concepts.

XVi Introduction
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Support and Feedback

This section provides useful information about accessing any errata for this title,
reporting errors and finding support, as well as providing feedback and contacting
Microsoft Press.

Errata

We've made every effort to ensure the accuracy of this book and its companion
content. Any errors that have been reported since this book was published are listed
on our Microsoft Press site at oreilly.com:

http://go.microsoft.com/FWLink/?Linkid=224059

If you find an error that is not already listed, you can report it to us through the
same page.

If you need additional support, email Microsoft Press Book Support at
mspinput@microsoft.com.

Please note that product support for Microsoft software is not offered through
the addresses above.

We Want to Hear from You

At Microsoft Press, your satisfaction is our top priority, and your feedback our
most valuable asset. Please tell us what you think of this book at:

http://www.microsoft.com/learning/booksurvey

The survey is short, and we read every one of your comments and ideas. Thanks
in advance for your input!

Stay in Touch

Let us keep the conversation going! We are on Twitter:
http://twitter.com/MicrosoftPress

Introduction xvii
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Introducing Windows Small
Business Server 2011

= What's Included with Windows SBS 2011? 2
= Standard or Premium? 8

= Why Use Windows SBS 2011? 8

= What Can't Windows SBS 2011 Do? 11

®  What's New in Windows SBS 2011? 12

S imply put, a server is a software application that provides services or furnishes
resources to other computers. Although many organizations have computers
that are dedicated to server tasks, virtually any computer can function as a server.
If you use your Windows workstation to share files or a printer with other users,
your computer is acting as a server. Medium-size and large businesses typically
have multiple computers running various server applications. Separate computers
might function as file servers, mail servers, database servers, and so on. In addition
to its Windows Server products, Microsoft has a full line of server applications that
can provide virtually any service a business might need.

Purchasing these servers and licensing these server applications can be an
expensive proposition, as can learning to install and maintain them. For small
businesses, it is often not economically feasible to purchase the hardware, the
software, and the expertise needed to implement a full set of business server ap-
plications. This is where Windows Small Business Server (SBS) 2011 enters the pic-
ture. Windows SBS is a single product that bundles a comprehensive set of server
applications with the Windows Server 2008 R2 operating system and also provides
a simplified administration interface that enables a reasonably proficient Windows
user to manage all the server functions.
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What's Included with Windows SBS 2011?

Windows SBS includes a number of Microsoft server applications; some are retail
products, and others are available as free downloads. Even in the case of a free
product, however, you benefit by obtaining it with Windows SBS in several ways,
including ease of installation and automated configuration.

Windows SBS 2011, as shown in Figure 1-1, is designed for use on a network that
consists of 1 server and up to 75 workstations. One primary server performs all the
infrastructure services required for the operation of the network. The Premium Add-On
(available as a separate product) provides the ability to install a second server and
run line-of-business (LOB) applications.

Windows SBS 2011 Windows SBS 2011
with Premium Add-On

Windows Server Windows Server Windows Server

2008 R2 Standard 2008 R2 Standard 2008 R2 Standard

Exchange Server Exchange Server SQL Server 2008

2010 Standard 2010 Standard R2 Standard for
Small Business

SharePoint SharePoint

Foundation 2010 Foundation 2010

Windows Server Update Windows Server Update

Services 3.0 Services 3.0

FIGURE 1-1 Windows SBS 2011 server configurations.

The following sections examine each of the components included in the Windows
SBS product.

2 Introducing Windows Small Business Server 2011
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Windows Server 2008 R2

The Windows Server 2008 R2 operating system is a fundamental component of the
Windows SBS package; it provides the environment in which all the other compo-
nents run. Windows SBS 2011 includes Windows Server 2008 R2 Standard, with all
the components found in the retail and original equipment manufacturer (OEM)
operating system products.

Windows Server 2008 R2 includes a large collection of applications and services,
packaged as roles, many of which Windows SBS relies on to provide the infrastruc-
ture that your network needs to run. The biggest difference between Windows SBS
2011 and a standalone version of the operating system is that SBS automatically in-
stalls and configures many of these roles for you, while with a standalone Windows
Server 2008 R2 product you must add the roles that define the functions you want
the server to perform.

For example, to configure the server to function as a domain controller, you must
install the Active Directory Domain Services (AD DS) role and then run a wizard to
promote the server. When you install Windows SBS, the setup program adds the
AD DS role for you, along with many of the other available roles, and configures
them as needed. In a large business environment, this automatic configuration
would not be practical because there are likely to be multiple servers on the net-
work, with each one dedicated to a few specific roles. On a small business network
with only one infrastructure server, however, SBS installs all the roles, services, and
applications required for a typical network. You can, of course, disable elements
that you do not need after the installation, or install additional roles as needed (with
some limitations).

MORE INFO For more information on exactly what components Windows SBS
installs and configures during the setup process, see Chapter 3, “Installing Windows
Small Business Server (SBS) 2011.”

Another big difference between the Windows SBS version of Windows Server
2008 R2 and the standalone versions is the inclusion of the Windows SBS Console
tool, shown in Figure 1-2. This console, not included in the standalone versions of
Windows Server 2008 R2, provides a central administration tool for all the applications
and services installed with Windows SBS. This console also insulates the relatively in-
experienced administrator from many of the more advanced, yet infrequently used
configuration settings provided by the standard Windows Server tools. As you gain
experience with Windows SBS, or if you are already an experienced Windows admin-
istrator, you still have access to all the familiar tools included with Windows Server
2008 R2.

The version of Windows Server 2008 R2 in Windows SBS 2011 includes a five-
pack of the SBS 2011 Client Access License (CAL) Suite. This enables up to five users
or devices to connect to the server and access its services. To support more than five
users, you must purchase additional CALs. Unlike the CALs supplied with and sold
for Windows Server 2008 R2, which provide clients with access only to the server,

Introducing Windows Small Business Server 2011 3
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the Windows SBS CALs provide clients with access to all the applications included
with the product. With Windows SBS, you do not need to purchase separate licenses
for Microsoft Exchange Server clients; the SBS 2011 CAL Suite provides client access
to Exchange Server 2010 as well as Windows Server 2008 R2.

Eg windows small Business Server 2011 Standard Consale

== o

| Business Server
Users and Shared Felders  Backup and R 5 5 i
Groups and Web Sites  Server Storage pan ity /
0 Hep -
Netwark Exsentials Summary
)
g Startecd Tasks 3 To assess the status of your network, review the fallowing
ﬂ Gew d i Metwork Essentials Summary.
Task | Completed = Refresh now
Finish installatian 4
@ Using the Windows Small Business Server 2011 Standard... [~ @ Security KO =
=
Connect to the Intemet o 1 Updates CK @ (=
i Connect to the Intemet D —
R Customer feedback options o 3 Bai (YT —
=, cku arning & (x
& Setup your Intemet address O 2 i g .
= Configure a Senart Host for Intemet e-mail (]
& Add 3 trusted certhicate ' ! Other 2lerts Ok 8 (=
Protect yous data
We Configure server backup r
Add users, computers, and devices
requent Tasks and Commu

Wind Business Server 2011 Standard

FIGURE 1-2 Windows SBS Console.

Exchange Server 2010 Standard SP1

Email has become a staple of business communications, and Exchange Server 2010
is Microsoft's flagship email messaging product. Exchange Server provides an
organization with internal email messaging, plus incoming and outgoing Internet
email access. The mail is stored on the server so that users can access their messages
from different computers and with a variety of client interfaces, including Microsoft
Office Outlook on the desktop; Outlook Web Access (OWA), a web-based interface
that provides access from any computer, inside or outside the enterprise; and even
mobile devices, such as smart phones. In addition to email, Exchange Server also
provides storage for calendar data, contacts, journals, and to-do lists, all of which
users can share over the network, creating a variety of collaborative business solutions.

Exchange Server is a complex product, with many features and settings. However,
in Windows SBS 2011, the main product installation process includes Exchange 2010
along with the Service Pack 1 (SP1) release. In addition, the critical configuration
settings for the Exchange Server application and access to parameters for individual
users are integrated into the Windows SBS Console, simplifying the administration

4 CHAPTER1 Introducing Windows Small Business Server 2011
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process considerably. As with Windows Server 2008 R2, though, more experienced
administrators can use the standard tools supplied with Exchange Server, such as the
Exchange Management Console.

MORE INFO For more information on Exchange Server 2010, see Chapter 15, “Admin-
istering Email.”

SharePoint Foundation 2010

As part of its default setup procedure, Windows SBS 2011 installs Internet Informa-
tion Services (I1S), the web server application included with Windows Server 2008
R2, on the primary server. Windows SBS uses IIS to host a number of websites for
various administration purposes, such as client deployment and update distribution.
Windows SBS also creates a default company website, as shown in Figure 1-3, using
Microsoft SharePoint Foundation 2010 and the Windows Internal Database feature
of Windows Server 2008 R2. SharePoint Foundation is a free, web-based collabora-
tion environment that enables users to create, share, and edit files; schedule calen-
dar appointments; create task lists; and participate in forum-style group discussions.

/~ Lompanyweb - Home - Windows Intemet Explorer | =10f x|
—

avl i ccmpanywnh) P agesl e, a5 =42l x| [E e Pl

i Favortes [ Comparmyweb « Homme far - E) - ) @ - Page - Safety - Tooks - i+

Brawse

Companyweb » Home

L
internal Web site

Hume Search this sl P - B 7 |

Libraries
Announcerments - |
Site Pages e e
Welcome o your Internal Web site ©nev 6/1/2011 11:08 PM gired
Shared Documents by Ader

Fax Center

Lists

Calendar Install the server's securily certificale on  6/1/2011 11,08 PH
yOuE P computer oW i add new link
by Ade

asks

Discussions

Team Discussion

x
Dane [T T T [V /S Localintranst | Protected Mode: on = [Ries = 2

FIGURE 1-3 A default company website created using SharePoint Foundation 2010.

SharePoint Foundation 2010 requires a SQL Server database to store user files,
messages, and other information. Windows Server 2008 R2 includes a feature called
Windows Internal Database, essentially a special-purpose implementation of SQL
Server, which SharePoint Foundation uses by default. Do not confuse the SQL Server
implementation in the Windows Internal Database with the full-featured one sup-
plied with Windows SBS Premium Add-On. Windows SBS 2011 includes SharePoint
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Foundation 2010 and installs it on the primary server using Windows Internal Data-
base. However, if you are running the Premium Add-On, it is possible to configure
SharePoint Foundation to use the full SQL Server 2008 R2 Standard product on your
secondary server to host the database.

Windows Server Update Services 3.0

Regular operating system updates are a fact of life for all Windows users and admin-
istrators. Microsoft releases security updates, bug fixes, and feature enhancements
on a regular basis, and Windows SBS uses Windows Server Update Services (WSUS) 3.0
to automate the process of downloading new updates and distributing them to the
computers on the network.

By using a central distribution point, you can conserve bandwidth on your
Internet connection by downloading updates once instead of letting each computer
download its own copy. WSUS also enables administrators to evaluate and test the
updates and then decide whether to deploy them to the rest of the network.

MORE INFO For more information on WSUS 3.0, see Chapter 11, “Deploying Updates.”

SQL Server 2008 R2 Standard for Small Business

SQL Server 2008 R2 is a relational database manager application that you can use
to deploy LOB applications designed to run within the environment that it provides.
SQL Server 2008 R2 Standard for Small Business is included only with the Windows
SBS 2011 Premium Add-On product, along with a second copy of Windows Server
2008 R2 to install on a second server.

NOTE Unlike Windows SBS 2008 Premium, the Windows SBS 2011 Premium Add-On
includes only 64-bit versions of Windows Server 2008 R2 and SQL Server 2008 R2
Standard because Windows Server 2008 R2 is available only for the 64-bit platform.
Therefore, the secondary server on a Windows SBS 2011 network must be 64-bit.

The primary server in a Windows SBS 2011 deployment performs a large number
of functions, including domain controller, Exchange Server, and web server. Adding
SQL Server to the mix would likely overtax the server’s resources, so the Windows
SBS Premium Add-On provides the software for a second computer running
Windows Server 2008 R2, which runs SQL Server 2008 R2 and any applications that
require its database services.

SQL Server is a database manager, which means it provides the services that appli-
cations need to store data and supply it to clients. Structured Query Language (SQL)
is a language that applications use to send instructions to the database manager.
The instructions enable the database manager to add information to a database
stored on the server or retrieve specific information and supply it to another
application.
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www.it-ebooks.info


http://www.it-ebooks.info

A typical SQL Server implementation in a Windows SBS environment might
consist of a web application running on the primary server along with a website that
is accessible from the Internet. Users accessing the website supply information via
a form, and the web server stores the information in a SQL Server database on the
secondary server. Later, internal users access the information in the database using
an intranet web interface or a dedicated client, as shown in Figure 1-4.

SQL Server Web Server

Data Store
Data Out Data In
Internal Database Internet Web
Client Client

FIGURE 1-4 A typical Windows SBS SQL Server deployment.

For clients on the Windows SBS network to access the SQL Server applications,
they must have a special license called the CAL Suite for Premium Users/Devices.
This license is more expensive than the standard CAL Suite, but only the clients that
access the database require it. If, for example, some users need access to the SQL
Server databases and some do not, you can purchase CAL Suite Premium only for
those who need it and then use the less expensive, standard CAL Suite for those
who do not.

MORE INFO For more information on SQL Server 2008 R2 Standard, see Chapter 18,
“Adding a Second Server.”
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Standard or Premium?

The question of whether to purchase the Premium Add-On for Windows SBS 2011
should be based solely on your need for a second server to run LOB applications.
The functionality of the primary server remains identical, so if you do not have
any applications that require SQL Server, you are better off with just the standard
Windows SBS 2011 product.

The price of the Premium Add-On package is less than if you purchased its
two products and the appropriate licenses separately. However, it is possible to
install additional servers on a Windows SBS 2011 network that you have licensed
separately.

Whichever route you choose, it is important to know that purchasing Windows
SBS 2011 does not lock you into a single-server network configuration for the rest of
the product’s lifetime.

Why Use Windows SBS 2011?

When it comes to networking their computers, small businesses can suffer from a
variety of shortcomings. The chief problem, not surprisingly, is a limited budget.
Business owners accustomed to purchasing workstation software products for a few
hundred dollars might be shocked at the four-figure prices of server software plus
the additional cost of licensing the client users.

Another big problem for the small business owner is information technology (IT)
staffing. Many small businesses cannot justify the expense of full-time IT employees,
which leaves them two alternatives: train someone in the organization to manage
the network part-time or hire a freelance consultant as needed.

Windows SBS 2011 addresses both of these problems in various ways, as explained
in the following sections.

Pricing

One of the biggest benefits of Windows SBS 2011, as compared with the Microsoft
standalone server products that it replaces, is its cost. Purchasing server operating
systems and server applications can be a complicated business. You must consider
the hardware requirements, operating system requirements, software interoperabil-
ity, and other factors for each component. Without careful evaluation, you can end
up purchasing products that do not work together or paying too much for more
software than you need.

Windows SBS 2011 eliminates many of these worries by bundling together most,
if not all, of the server products that a small business needs into a single package,
with one set of hardware requirements and one price. Table 1-1 lists the suggested
retail prices for Windows SBS 2011 and its CAL packs, as of May 2011.
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TABLE 1-1 Windows Small Business Server 2011 Retail Pricing
PRODUCT RETAIL PRICE

Windows SBS 2011 (including a 5-pack of SBS 2011 CAL suite) UsS $1,096

Windows SBS 2011 Premium Add-On (including a 5-pack of SBS UsS $1,604
2011 CAL suite for Premium Users/Devices)

Windows SBS 2011 CAL Suite 5-pack Us $361
Windows SBS 2011 CAL Suite 20-pack UsS $1,447
Windows SBS 2011 CAL Suite for Premium Users/Devices 5-pack us $457
Windows SBS 2011 CAL Suite for Premium Users/Devices 20-pack  US $1,831

Using these prices, the total product cost for a sample network consisting of one
Windows SBS 2011 server and 25 client workstations would be US $2,543 (that is, US
$1,096 for the Windows SBS 2011 product plus US $1,447 for 20 additional CALs). If
you were to purchase the server software products separately, the total cost, based
on the current retail prices, would add up as shown in Table 1-2.

TABLE 1-2 Cost of Products Equivalent to Windows SBS Purchased Separately

PRODUCT RETAIL PRICE

Windows Server 2008 R2 Standard with 5 CALs US $1029

Windows Server 2008 CAL 20-pack Us $799

Exchange Server 2010 Standard US $699

(25) Exchange Server 2010 CALs US $67 x 25 = US $1,675
Total US $4,202

NOTE SharePoint Foundation 2010 and Windows Server Update Services 3.0 are free
products, and therefore add no cost to the equation. Because this is an example of a
one-server network using Windows SBS 2011, SQL Server 2008 R2 is also not part of
the calculations.

Of course, there are additional costs involved in setting up a small-business net-
work, including the client operating systems, the hardware, and various networking
expenses. However, a savings of US $1,659 on the server software and client licenses
is remarkable, especially when you consider that you are receiving the benefits of
the unified installation and administration tools as a bonus.

Introducing Windows Small Business Server 2011 9

www.it-ebooks.info


http://www.it-ebooks.info

System Requirements

The literature for every software product on the market includes a list of the sys-
tem hardware that you need to run the software. Before you purchase a software
product, you must make sure that your computer has a processor of the appropriate
type and speed; sufficient memory and hard disk space; and the proper peripherals,
as specified by the software manufacturer. However, for a single server running a
variety of applications and services, determining exactly what hardware you need
can be a problem.

In its system requirements for Windows Server 2008 R2, Microsoft specifies
minimum and recommended processor speeds, amounts of memory, and hard disk
sizes. However, the actual requirements of a server can vary greatly. For example,

a computer running Windows Server 2008 R2 that functions only as a file server
requires far less memory and disk space than one that is configured to be a domain
controller. And when you install additional roles on the server, even more memory is
required. Without actual testing, it would be difficult for a small-business purchaser
to estimate exactly what hardware is required for a complex Windows Server 2008
R2 configuration such as the one created by Windows SBS 2011.

Complicating the matter even further are the hardware requirements for all the
additional applications that you might want to install on a server. Products such as
SharePoint Foundation 2010 and Windows Server Update Services 3.0 have their
own requirements, which you must consider cumulatively, along with the hardware
needed for the operating system. Exchange Server 2010 is even more of a problem
because the hardware resources that it requires depend on the role that the indi-
vidual server plays in an enterprise Exchange Server deployment.

With Windows SBS 2011, the system requirements for the product account for all
the components, including Exchange Server 2010, as installed in the default configu-
ration. You don’t have to consider the roles that will be installed on the server or the
additional components included with the product.

MORE INFO The system requirements for Windows SBS 2011 are discussed in detail
in Chapter 3.

Installation

The actual process of installing the software for a server is where the question of
who will administer the small-business network becomes significant. The process
of installing the Microsoft server components individually can be puzzling to an
inexperienced administrator.

The Windows Server 2008 R2 setup itself is relatively straightforward. Microsoft
has streamlined the operating system installation process so that virtually any user
familiar with the Windows interface can do it. However, once the operating system
installation is completed, the administrator must add more than a dozen roles and

10 Introducing Windows Small Business Server 2011

www.it-ebooks.info


http://www.it-ebooks.info

features and, in some cases, configure them as well. Following that is the installa-
tion of Exchange Server and the other server components, some of which you must
download from Microsoft's website and some of which have software prerequisites
that you must install first. Overall, the server installation process is quite compli-
cated when you use the individual software components; it requires a good working
knowledge of the Windows Server 2008 R2 tools and components and some back-
ground in networking.

With Windows SBS 2011, the installation process for all the server components
is performed by a single setup program. The beginning of the process is no differ-
ent from a standard Windows Server 2008 R2 installation, but once the operating
system is installed, the setup program prompts the user for some basic business
information and then proceeds to install and configure all the necessary roles and
features, as well as the additional server applications included with the product. This
integrated setup routine makes it possible for virtually anyone to install Windows
SBS 2011.

NOTE The comprehensive, integrated setup routine in Windows SBS 2011 is possible
only because the designers of the product have made a great many installation and
configuration decisions for the administrator to create a well-integrated, multifunction
server platform. One of the big advantages of Windows Server 2008 R2 is the flexibility
provided by the roles and features that administrators can install as needed. On a
medium-size or large enterprise network, administrators typically use multiple serv-
ers to perform different roles. It is therefore not possible to anticipate the roles and
features each server needs. Having Windows SBS 2011 is like having a knowledgeable,
trustworthy administrator by your side to answer the hard questions for you.

Administration

Once the installation of Windows SBS 2011 is complete, the server restarts and

the user (after logging on) sees the Windows SBS Console. The Home page of this
console contains a list of tasks the administrator should perform to get started, and
the various other pages contain the most frequently used controls for the product'’s
various components.

By integrating the most important controls into a single interface and eliminating
the more advanced, less frequently used ones, Windows SBS 2011 makes it far easier
for the beginning administrator to manage a small-business network.

What Can’t Windows SBS 2011 Do?

There are limitations to what Windows SBS 2011 can do compared with the stand-
alone products that comprise it. As mentioned previously, one of the main advan-
tages of Windows SBS is its integrated installation and administration tools, and
these tools exist only because the product’s developers have made many important
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installation and configuration decisions for you. The Windows SBS server environ-
ment is carefully designed to provide most, if not all, of the services that a small
business needs.

Because this configuration is so carefully wrought, Windows SBS 2011 has some
limitations that Windows Server 2008 R2 does not, such as the following:

= Only 75 users Windows SBS 2008 is limited to a maximum of 75 client us-
ers, while there is no limit to the number of clients that a computer running
Windows Server 2008 R2 can support.

= Only 64-bit processors The Windows SBS 2011 primary server can run
only on a computer with a 64-bit processor.

= Only one network interface A Windows SBS primary server can have only
one network interface, which means that you cannot configure the computer
to function as a router, as you can with Windows Server 2008 R2, or use
other technologies requiring two network adapters, such as DirectAccess.

= No Remote Desktop Services The primary server in a Windows SBS 2011
installation cannot function as a Remote Desktop server for any purpose
other than administration. Although you can install the Remote Desktop Services
role on the computer, attempts to activate the Remote Desktop Licensing
server results in errors. You can, however, configure the secondary server in
a Windows SBS 2011 Premium Add-On installation to function as a Remote
Desktop server.

= No upgrade from earlier versions If you are running an earlier version of
Windows SBS, you can migrate your data to a new Windows SBS 2011 server,
but you cannot perform an in-place upgrade.

What’'s New in Windows SBS 2011?

The most obvious differences between Windows SBS 2011 and the previous version,
Windows SBS 2008, are the latest versions of the software components. Table 1-3
lists the versions of the software components included in the two products.

TABLE 1-3 Software Components Upgraded in Windows SBS 2011

WINDOWS SBS 2008 WINDOWS SBS 2011

Windows Server 2008 Standard Windows Server 2008 R2 Standard

Exchange Server 2007 Standard Exchange Server 2010 Standard with
SP1

SQL Server 2008 Standard (Premium SQL Server 2008 R2 Standard (Premium

Add-On only) Add-On only)

Windows SharePoint Services 3.0 SharePoint Foundation 2010

Windows Server Update Services 3 Windows Server Update Services 3.0
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New System Requirements

As emphasized in this chapter, Windows SBS 2011 requires a computer with a 64-

bit, quad-core processor, running at 2 gigahertz (GHz) or faster. Microsoft has also
increased the physical memory requirement to 8 gigabytes (GB), up from 4 GB for
Windows SBS 2008. Windows SBS 2011 runs reasonably well with 4 GB of memory,
but it runs much better with the minimum recommended 8 GB of memory (although,
as always, more is better).

Microsoft has also increased the disk space requirement. Windows SBS 2011 does
not install on a disk with less than 80 GB of free space, up from 40 GB in Windows
SBS 2008.

Introducing Windows Small Business Server 2011 13
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B efore you begin installing Windows Small Business Server (SBS) 2011 or even
purchasing the hardware you need, you should spend time planning your
network and, if necessary, learning more about how a network functions. In the
planning phase, you think about what you expect to accomplish with your network
and take the time to determine what you must do to achieve those goals.

For Windows SBS 2011 purchasers and administrators who have little or no
computer networking experience, this section provides a basic outline of the net-
working concepts that apply most often when managing a Windows environment.
Windows Server 2008 R2 is quite effective at keeping its networking complexities
hidden, but understanding what goes on under the surface can often be a good
thing.

Keep in mind that computer networking is an extraordinarily complex subject.
Many engineers spend their entire careers working with one small aspect of the
networking process in great detail. A brief overview such as this cannot begin to
provide a comprehensive study, nor do you need one to manage a Windows SBS
2011 network. If you already have network training or experience, you might want
to skip this section now and refer to it as needed.
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What Is a Computer Network?

Simply stated, a network is a group of computers that are connected so that any
one computer can communicate with any other computer. To build a Windows SBS
2011 network, you must purchase computers and connect them using some type
of network medium. The network medium—typically composed of cables or radio
frequencies—is what carries signals from one computer to another. When you send
an email message to a friend, you know that the message somehow leaves your
computer and travels to the recipient’s computer, as identified by the destination
address you used. However, the process by which the message gets from your com-
puter to your friend’s computer is far more complicated than you might think.

Clients and Servers

A client is a computer that requests access to a service or resource provided by an-

other computer on the network, which is called a server. Although many people use
the terms client and server to refer to entire computers, both of these elements are

actually software components running on a computer.

All Windows computers can function as both clients and servers. When connect-
ing to websites using a browser, retrieving email, or accessing a shared folder on
another system, a computer is functioning as a client. By sharing its own printers or
folders, or hosting a website using Internet Information Services (lIS), a computer
is functioning as a server. If you have a few computers in your home or office, you
might connect them to a switch or hub to create a network, so that they can share
each other’s files and printers. This is called a peer-to-peer network because all the
computers are performing roughly the same client and server roles.

When you install a Windows SBS 2011 network, you are creating a client/server
network because you are installing a computer that is dedicated to server functions.
All the other computers, the clients, rely on the server for its resources and services.
This does not mean that the clients are incapable of performing server functions,
however. The clients can still share their files or attached printers, and they perform
server roles by doing so. But your primary Windows SBS 2011 server provides many
more server functions and does not have a user sitting at it running productivity
applications, such as word processors and spreadsheets.

Protocols and the OSI Model

For teaching purposes, the networking process is often broken down into seven lay-
ers, as depicted in the Open Systems Interconnection (OSI) reference model, shown
in Figure 2-1. At the bottom of the model is the physical layer, which includes the
cables and other components that physically connect the computers. At the top is
the application layer, which is represented by the programs that you use to initiate
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network communications, such as the application in which you compose and send
your email. In between are various layers containing protocols that move the data
from one location to another.

A protocol is a language that computers use to communicate with one another.
When you write a postal code on an envelope and drop it in a mailbox, you know
that postal workers all over the country know what area that code represents.
Computers prepare data for transmission over a network in the same way, using
protocols that they know other computers understand. Collectively, the functions
at the layers of the OSI model form what is known as a protocol stack. As long as
two computers are running the same protocols at each layer of the stack, they can
communicate.

Application

Presentation

Session

Transport

Network

Data-link

Physical

FIGURE 2-1 The OSI reference model.

Every networked computer has a combination of hardware and software com-
ponents that form a protocol stack, based roughly on the OSI model. When you
send an email to your friend, the message originates in the application layer in your
computer and travels down through the stack to the physical layer, which transmits
it over the network. When the message reaches the destination computer, it arrives
at the physical layer and works its way up through the protocol stack to a program
at the application layer, which your friend uses to read the message. The process is
illustrated in Figure 2-2.
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FIGURE 2-2 The network communications process.

What goes on in the various layers of the OSI model is covered in the following
sections.

Networking Hardware

The physical layer of the OSI model defines the hardware that connects the comput-
ers on the network. Traditionally, the physical layer refers to network cables that
carry signals using copper conductors or fiber optic threads, but today, wireless
networking is an equally viable medium for the small-business network. The follow-
ing sections examine the various physical components that you must consider when
planning your Windows SBS 2011 deployment.

Network Interface Adapters

Every computer that connects to the network must have a network interface adapt-
er, which is the component that transmits and receives signals, using either a cable
or radio frequencies. Virtually all the personal computers sold today have at least
one network interface adapter built into them. Desktop computers typically have an
|IEEE 802.3ab adapter incorporated into the motherboard. IEEE 802.3ab, also known
as 1000Base-T or Gigabit Ethernet, is the current industry standard for cabled local
area networking.
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NOTE The Institute of Electrical and Electronics Engineers (IEEE) is an international
body responsible for the development, publication, and maintenance of industry
standards for the electronics field. Industry standards are an essential element of com-
puter networking because they define the protocols that products made by various
manufacturers use to communicate with each other.

Laptop computers usually have the same type of adapter and often include an
IEEE 802.11 (or Wi-Fi) wireless network interface as well. If you want to connect
computers without network interface adapters (or with the wrong type of adapters)
to the network, you must purchase adapters for them, either in the form of network
interface cards (NICs), as shown in Figure 2-3, or universal serial bus (USB) devices.

FIGURE 2-3 A network interface card (NIC).

NOTE Most network interface adapters are compatible with previous standards,
which run at slower speeds. For example, IEEE 802.3ab adapters nearly always support
IEEE 802.3u (100Base-TX or Fast Ethernet) and IEEE 802.3i (10BaseT or standard Ether-
net). In the same way, IEEE 802.11n wireless adapters usually support IEEE 802.1g, IEEE
802.11b, and IEEE 802.11a.

When you are evaluating the network interface adapters built into computers
or purchasing adapters to install into your computers, your primary concern should
be that all the adapters on your network support the same standards and the same
type of cable. In most cases, this is not a big problem. The majority of the network
interface adapters for cabled networks that are manufactured today support IEEE
802.3ab, using copper cable. The exceptions are those that use fiber optic cable, which
have different connectors that are easily recognized and are far more expensive.

Network interface adapters can be quite inexpensive. Low-end products are
available for less than $10, although as with most things, spending a little more buys
better quality. Higher-end adapters typically include support for more advanced
features such as network management, which are unsupported and unnecessary on
a Windows SBS 2011 network.
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Network Cables

Most of the cabled networks used today use a type of cable called unshielded
twisted pair (UTP). A UTP cable consists of four pairs of wires, with each pair twisted
separately, inside a plastic or Teflon sheath, as shown in Figure 2-4.

FIGURE 2-4 A UTP cable.

At each end of the cable is a male connector called an 8P8C (often referred to,
incorrectly, as an RJ-45). It uses the same modular design as a telephone connector,
as shown in Figure 2-5, but it has eight copper connectors instead of four. A network
interface adapter has a female 8P8C connector to receive the cable, as do other
networking components such as switches and routers.

FIGURE 2-5 A UTP cable with an 8P8C connector.

When building a UTP network from scratch, you have two choices: use pre-
fabricated cables or perform a bulk cable installation. Prefabricated cables have
the connectors already attached and are available in varying lengths and colors.
For a network with computers all in the same general area, prefabricated cables
are relatively inexpensive and easy to install yourself. You can also roll them up
and take them with you if you move. Depending on how concerned you are with
appearance, you can run the cables loose along the floor or secure them to walls
or baseboards with staples, as shown in Figure 2-6. If you match the color of the

20 A Networking Primer
www.it-ebooks.info


http://www.it-ebooks.info

cables to your decor, you can achieve a reasonably professional-looking installation.
Your main concern must be that the cables are protected from damage; do not run
them under rugs or carpets, and make sure to protect them from foot or wheeled
traffic.

. (@,

=

FIGURE 2-6 A UTP cable stapled in place.

A bulk cable installation usually requires a professional contractor because
specialized tools and skills are involved. The installers arrive with a large spool of
bulk cabling that they pull through hollow walls and ceilings, cut to fit, and attach to
connectors mounted in wall plates (like those shown in Figure 2-7) or Patch panels.
You then connect the computers to the wall plates using short, prefabricated patch
cables. This is the most professional-looking type of installation because most of
the cable is hidden inside the walls and ceilings, but it can also be substantially more
expensive. If you are having telephone cables installed in a new office, however, the
process for installing network cables is essentially the same, and you might be able
to save money by having both installed at the same time.
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FIGURE 2-7 Wall plates used in a bulk cable installation.

The current industry standard for the installation of a data network using UTP
cable is TIA/EIA-568-C, published by the Telecommunications Industry Association
(TIA) and the Electronic Industries Alliance (EIA). Among other things, this standard
defines several levels of performance characteristics for the UTP cabling, referred
to as categories. IEEE 802.3ab networks require at least Category 5 UTP cabling,
although there is also an enhanced version called Category 5e, which can provide
greater reliability in certain circumstances. When you purchase prefabricated cables
or contract for a cable installation, make sure that the cabling is Category 5 or 5e.
You should also make sure that your installation complies with the maximum cable
length specifications for your network (which is 100 meters for IEEE 802.3ab) and
with all building codes in your area.
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CAUTION Installations that run cable through building air shafts, called plenums,
are sometimes required to use a special type of cable that does not emit toxic gases
when it burns. Whether you are installing cables yourself or contracting the job out,
you alone are responsible for the network’s compliance with safety codes, and you
alone suffer the consequences if you use the wrong type of cable.

Hubs and Switches

One end of a network cable connects to a computer. The other end connects to a
device that joins all the separate cables into a single network. This device, called an
Ethernet hub or switch, enables any computer on the network to communicate with
any other computer. The hubs and switches for small-business networks are typically
stand-alone boxes with a series of female 8P8C ports, as shown in Figure 2-8, and
one or more light emitting diodes (LEDs) for each port.

FIGURE 2-8 An Ethernet switch.

Once you connect all your computers to the hub or switch, as shown in Figure 2-9,
the effect is the same as if you connected them all with a single cable. The hub or
switch can forward signals arriving through any one of its ports out through one or
all of the other ports, so that a signal transmitted by one computer can reach any of
the other computers on the network.
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Workstation 1

Workstation 2

Workstation 3

FIGURE 2-9 A network installation using prefabricated cables and a hub.

The difference between a hub and a switch is one of intelligence. A hub is a rela-
tively simple electrical device. When a signal arrives through any one of its ports, the
hub forwards that signal out through all its other ports. The hub has no intelligence,
in other words. A switch is different in that when a signal arrives through one of
its ports, the switch interprets the signal to ascertain its intended destination and
forwards it via the port connected to the destination computer only. Because it can
read the signals that it receives, a switch is said to be intelligent.

The advantage of using a switch over a hub is that it reduces the amount of traf-
fic passing over the network. When you connect your computers to a hub, the hub
always forwards transmissions destined for a single computer to all the computers
on the network. This means that all the computers, except one, end up processing
the incoming transmissions and discarding them. With a switch, transmissions des-
tined for a single computer go only to that computer, as shown in Figure 2-10.
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FIGURE 2-10 Network communications using Ethernet hubs and switches.

Because they are more complicated devices, switches were at one time sub-
stantially more expensive than hubs, but switches have now all but replaced hubs,
particularly in the small-business—networking market. As with cables and network
interface adapters, you must make sure that the hubs or switches that you purchase
support the same networking standards. IEEE 802.3ab network interface adapters
can run at full speed only if they are connected to a hub or switch that also supports
IEEE 802.3ab.

If you are building a network using prefabricated cables, you must purchase
cables that are long enough to run all the way from each computer to the hub or
switch. For a bulk cable installation, the installer typically cables the wall plates at
the computer locations to a Patch panel in a central location. A Patch panel is simply
a cabling terminus; that is, a box or wall-mounted framework containing a sufficient
number of female connectors for all the cable runs, like the panel in Figure 2-11.

o o i o

FIGURE 2-11 A Patch panel used in bulk cable installations.
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Just as you connect each computer to a wall plate with a patch cord, you use
another patch cord to connect each corresponding port in the Patch panel to the
hub or switch.

Routers

An internetwork is a network of networks; that is, a number of connected networks.
The Internet (note the capital I) is the ultimate example of an internetwork, consist-

ing of thousands of networks all over the globe. When you connect your computers
to a hub or switch, you are creating a network. When you connect your network to

the Internet, you are adding it to the global internetwork.

The devices that connect networks to form internetworks are called routers. A
router is a device with two network interfaces that relays traffic from one network to
the other. Large enterprise installations often have multiple internal networks con-
nected by routers. However, for the purposes of your Windows SBS 2011 installation,
the only router you need is a small device that enables you to connect your network
to the Internet. An Internet access router is a small box with one network interface
that connects to your internal network and a second interface that connects to the
network of your Internet service provider (ISP).

If you plan to use a dial-up Internet connection, you need a router containing a
modem, which connects directly to a telephone line. Most small-business networks
use a broadband connection, however, in which case the router has a second Ether-
net adapter that you connect to the modem-like device supplied by your ISP.

Many of the routers intended for the home and small-business markets actually
combine several different devices into one unit. Internet access routers often have
multiple switched ports, enabling you to plug all your computers directly into the
router, and might also include a wireless access point, providing connectivity for
Wi-Fi devices as well.

Wireless Networking

For many small-business owners, wireless networking is an attractive alternative to
cables, which can be unsightly and expensive to install. The IEEE 802.11 standards
enable wireless computers to communicate with each other from any location in a
typical office.
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When deciding whether to build a cabled or a wireless network, you should
consider the following factors:

m Cost Wireless network interface adapters are more expensive than copper
cable adapters, and desktop computers do not have them as standard equip-
ment (although most laptops do). Wireless networking can sometimes be
cheaper in the long run, however, because there is no need to purchase and
install cables.

= Security Wireless networks are inherently less secure than cabled networks
because anyone with a wireless-equipped computer can conceivably connect
to them, even from outside the premises. Therefore, you must use one of the
available security protocols to encrypt your wireless network traffic, such as
Wi-Fi Protected Access (WPA). Make sure that all the wireless network inter-
face adapters you use on your network support the security protocol you
plan to use.

= Speed |[EEE 802.11n, a relatively new wireless networking standard, uses
multiple antennas to run at a maximum speed of 600 Mb/sec (megabits per
second). The previous standard, IEEE 802.11g, runs at a maximum speed of
54 Mb/sec, which is still sufficient for Internet access and general network
use, and can usually support high-bandwidth applications such as streaming
audio and video. This speed is relatively slow compared with the 1,000 Mb/sec
speed of a cabled IEEE 802.3ab network, however.

= Interference Wireless network connections are susceptible to interference
from a variety of sources, including machinery, electronics, architectural ob-
structions, and environmental conditions. It is a good idea to perform some
tests at your network site with two or three wireless computers, under work-
ing conditions, before you make a large investment in wireless technology.

= Peripherals To connect printers or other devices to a wireless network,
these devices must have wireless network adapters as well. There are wireless
printers on the market, as well as network interface adapters made specifi-
cally for printers, but the more common solution is to create a hybrid wired/
wireless network and connect standard peripheral devices using cables. In
the simplest type of wireless network, you install a wireless network adapter
into each of your computers, and the systems communicate directly with
each other. This is called an ad hoc network, as shown in Figure 2-12.
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FIGURE 2-12 An |EEE 802.11g wireless network using the ad hoc topology.

The more common arrangement for wireless networks in a business environment
is called an infrastructure network, in which all the wireless-equipped computers
communicate with a central transceiver unit called a wireless access point (WAP), as
shown in Figure 2-13. The access point functions as a hub that enables each computer
to communicate with any other computer.
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FIGURE 2-13 An |EEE 802.11g wireless network using the infrastructure topology.

The advantage of the infrastructure topology is that the access point provides
wireless users with access to cabled network resources such as printers and Internet
connections. In its simplest form, an access point is a small box with one or more
antennas for its transceivers and a female 8P8C port for a cabled network connec-
tion. You connect the access point to a hub or switch, to which you can also connect
computers or other devices. This enables any device on the network, wired or wire-
less, to communicate with any other device.

A Networking Primer CHAPTER 2 29
www.it-ebooks.info


http://www.it-ebooks.info

This type of simple access point is actually relatively rare in today’s home and
small office market. Most of the wireless access points available today are integrated
into combination units that include routing and switching, among other capabilities.
These units, which manufacturers typically market as wireless broadband routers,
typically contain any of or all of the following:

= Broadband router Connects to the modem-like device supplied by your
broadband ISP and routes traffic between your internal network and your
ISP’s network

= Wireless access point Enables wireless devices on your network to com-
municate with each other, with the Internet, and with cabled devices

= Ethernet switch Enables cabled devices on your network to communicate
with each other, with the Internet, and with wireless devices

= Web server Hosts a self-contained web-based interface that you use to
configure and manage the device

= Dynamic Host Configuration Protocol (DHCP) server Provides comput-
ers and other devices on your network with Internet Protocol (IP) address
and other configuration settings

= Firewall Protects computers on the internal network from potential intruders
on the Internet

This sort of device is often ideal for the typical small-business network because it
enables you to create a hybrid network that uses both wired and wireless technolo-
gies, as shown in Figure 2-14. For example, you might consider installing a wireless
broadband router in a closet or other central location where you plan to locate your
Windows SBS 2011 server. You can connect the server, and perhaps a printer, to the
switched ports using cables; use wireless connections for your clients; and provide
Internet access to all by using the broadband connection.

30 A Networking Primer
www.it-ebooks.info


http://www.it-ebooks.info

FIGURE 2-14 A hybrid network with a wireless access point cabled to a switch.

Diagramming the Network

As part of the network planning process, you should take special care when docu-
menting everything you plan to do, especially if you will be using contractors for
some or all of the installation. Create or obtain a floor plan of your site and use it to
diagram the locations of all your equipment and the cable runs that connect them.
This is particularly important if you are installing cables or other equipment in rela-
tively inaccessible places, such as closets, walls, and ceilings.
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Keep a record of every hardware device on your network, including the manu-
facturers’ names, model numbers, serial numbers, and firmware revisions. This way,
if you have to call for support later, you will not need to crawl through closets and
under desks to find this information.

If you use contractors for cable installation or network support, make sure that
you get detailed documentation of everything they do. Don't count on the contrac-
tor to maintain this documentation. The firm might go out of business, or you might
decide to use someone else later.

Ethernet/IEEE 802.3

The second layer of the OSI reference model, the data-link layer, is represented by
the IEEE 802.3 protocol, commonly known as Ethernet. The Ethernet protocol is
responsible for the basic communication between computers on the same network.
In a typical local area network (LAN), the Ethernet implementation takes the form of
the network interface adapters in the computers and the device drivers that enable
the computers to use the adapters.

Ethernet is a packet-switching network, meaning that the computers divide the
data they want to transmit into small pieces, called packets, and transmit them
individually over the network. When the packets reach their destination, the receiv-
ing computer reassembles them back into their original form. The packet-switching
concept makes it possible for a computer to run multiple network applications
simultaneously and for multiple computers to share a single network cable.

NOTE The alternative to a packet-switching network is a circuit-switching network,
in which one device establishes a physical connection through the network to another
device. The connection, or circuit, remains open all the time that the two devices are
communicating until one or the other device terminates it. The public telephone net-
work is an example of a circuit-switching network.

The Ethernet protocol prepares packets for transmission by encapsulating them
within a frame, which consists of a header and footer, as shown in Figure 2-15. The
function of the frame to an Ethernet network is equivalent to that of an envelope
in a postal system. The frame contains the address of the computer sending the
packet, as well as the address of the destination computer.

Header Message Footer

FIGURE 2-15 An Ethernet frame.
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The addresses that Ethernet networks use to identify computers and other devices
are called Media Access Control (MAC) addresses, or hardware addresses. A MAC
address is a 6-byte hexadecimal address that network interface adapter manufactur-
ers code into their hardware devices. The first three bytes identify the manufacturer
of the adapter, and the last three bytes are a unique identifier for the individual
unit. You can display the MAC address of any Windows computer using the System
Information utility, as shown in Figure 2-16.

Eg System Information !EI
File Edit “iew Help
System summary 21| tem | Value |
Hardware Resources Mame [00000006] Intel(R) PROFLO0D MT Metwork Connection
(1 Compaonents Adapter Type Ethernet 202.2
B Multimedia Product Type Intel(R) PRO/1000 MT Network Connection
-~ CD-ROM Installed Yes
5‘_’“”"’ Device PMP Device ID PCIWEM_S086&DEY_100F&SUBSYS_075015AD&REY_ 0142
~ Display Last Reset 10/15/2008 8:55 PM
Infrared
Inclex [
-1 t
Py Service Name E1G&0
Modem
1P Address 192.168.2.2, fed0:f579:e593:affc4cls, fe0:40d3e71e:90
= Metwork
1P Subnet 255.255.255.0, 64, 64
Adapter
Default IP Gateway 192.168.2.99
- Protocol
Winsock DHCP Enabled Mo
- Parts DHCP Server Mot Availahle
B Storage DHCP Lease Expires Mot Available
- Printing DHCP Lease Obtained Mot Available
Problem Devices MAC Address 00 6
- USB Memory Address OxDES20000-0xDB83FFFF _ILI
- Software Frivirnnment LI < | D
Find what: | Firicl Close Find |
™ Search selected category only [~ Search category names anly

FIGURE 2-16 A MAC address displayed in the System Information application.

Ethernet is a complicated protocol that merits further study, but the only other
issue pertinent to a Windows SBS 2011 administrator is likely to be the complicated
terminology used to refer to Ethernet technologies. DIX Ethernet is the name for
a particular type of packet-switching LAN technology, standardized in the 1970s
by Digital Equipment Corporation, Intel, and Xerox. To create a nonproprietary
standard, the IEEE published its first 802.3 document in 1983. The technology used
today is based on the IEEE 802.3 standards, but the term Ethernet, along with vari-
ants such as Fast Ethernet and Gigabit Ethernet, are still in common use.

Both the DIX Ethernet and the IEEE 802.3 standards have been modified over the
years to support different network media and ever-increasing transmission speeds.
Another common shorthand identifier for Ethernet/IEEE 802.3 networks uses the
network speed, BASE, to indicate that the network uses baseband transmissions, and
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a third term that indicates something about the type of network medium. The first
of these identifiers was 10BASES5, referring to a 10 Mb/sec baseband network with a
maximum segment length of 500 meters.

Table 2-1 lists the designations for the most common types of UTP Ethernet
networks in use today.

TABLE 2-1 Ethernet UTP Designations

IEEE STANDARD COMMON NAME SHORTHAND IDENTIFIER TRANSMISSION SPEED

802.3i Ethernet 10BASE-T 10 Mb/sec
802.3u Fast Ethernet 100BASE-TX 100 Mb/sec
802.3ab Gigabit Ethernet  1000BASE-T 1,000 Mb/sec

NOTE Table 2-1 does not include the many types of Ethernet/IEEE 802.3 technolo-
gies designed to run on coaxial, fiber optic, and other cable types, nor does it include
standards for networking technologies that have never been successfully introduced
to market.

TCP/IP Basics

The third layer of the OSI reference model, the network layer, is where you first
encounter the most commonly known networking protocols: Transmission Control
Protocol/Internet Protocol (TCP/IP). Sometimes known as the Internet protocol suite,
TCP/IP is a collection of protocols that encompass six of the seven layers of the OSI
model. The protocol that runs at the network layer, Internet Protocol (IP), is the most
important one in the suite because it carries the messages generated by most of the
other protocols.

Ethernet is a LAN protocol, meaning that it is concerned only with transmitting
data to other computers on the local network segment. In terms of a Windows SBS
2011 network, the computers connected to your switch, or to your wireless access
point, form your LAN. IP, by contrast, is an end-to-end protocol, meaning that it is
concerned with the ultimate destination of the message, not just the trip through
the first (local) network.

In the same way that Ethernet uses MAC addresses to identify the recipients
of its packets, IP uses its own type of address, called an IP address. And in the
same way that Ethernet encapsulates information using a frame, IP performs its
own encapsulation, creating what is called a datagram. An IP datagram is another
envelope, with its own source and destination addresses, that will end up inside the
frame envelope created by the Ethernet implementation, as shown in Figure 2-17.
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Although the destination address of an Ethernet frame is always the MAC address of
another device on the LAN, however, the destination IP address on the datagram in
that same packet always identifies the final recipient of the message, whether it is a
computer on the LAN or an Internet server thousands of miles away.

Message
_ J
¥
L Message Network
Header
\ ~ -
Ethernet IP Datagram Ethernet | 1. ta-link

Header Footer

FIGURE 2-17 A message encapsulated in an IP datagram, which is in turn encapsulated in an
Ethernet frame.

For example, when one of your clients attempts to access a file on your Windows
SBS server, the Ethernet frame specifies the server's MAC address and the IP header
contains the server's IP address. In other words, the two are different addresses re-
ferring to the same computer. On the other hand, when the client uses a browser to
connect to a server on the Internet, the datagram contains the IP address of the In-
ternet server, which is the packet’s final destination, but the Ethernet frame contains
the MAC address of the router that provides the LAN with access to the Internet.
The two addresses point to different devices.

Because it is an end-to-end protocol, the IP address can refer to any computer,
on any network, anywhere. The MAC address, however, must point to a device on
the local network. Therefore, when the computer recognizes that the destination
IP address refers to a computer on another network, it sends the packet to a router
that provides access to other networks. The packet is then passed along, from
router to router, until it reaches the network hosting the destination computer. Each
journey from one router to another is called a hop, and administrators frequently
measure the length of a route by the number of hops it contains.

IPv4 Addresses

As currently standardized in Internet Protocol version 4 (IPv4), IP addresses are
32 bits long and are notated as four 8-bit decimal numbers, separated by periods.
This is sometimes called dotted decimal notation. Because each of the 4 decimal
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numbers (sometimes referred to as an octet or a quad) is 8 bits long, it can have
256 (that is 28) possible values, ranging from 0 to 255.

A TCP/IP network consists of devices, called hosts, each of which must have a
unique IP address. In a personal computer, the network interface adapter is the
host, so a computer can conceivably have two hosts, and therefore two different
IP addresses.

An IP address consists of two parts: a network identifier and a host identifier.
When IP routers forward datagrams to distant locations, they use the network
identifier to locate the correct network and then use the host identifier to locate the
correct computer. Unlike MAC addresses, however, IP addresses are not split neatly
down the middle. The size of the network and host identifiers can vary. For example,
the IP standard originally used a system called classful addressing, which specifies
three address classes with different size identifiers, as shown in Table 2-2.

TABLE 2-2 |P Address Classes

CLASS CLASS A CLASS B CLASS C
Subnet mask 255.0.0.0 255.255.0.0 255.255.255.0
Number of network identifier bits 8 16 24

Number of possible networks 256 65,536 16,777,216
Number of host identifier bits 24 16 8

Number of possible hosts per 16,777,214 65,534 254

network

NOTE Classes D and E exist, but are reserved only for multicast and experimental use.

To determine where the split between the network identifier and the host identi-
fier is located, the classful addressing system uses a value called a subnet mask. The
subnet mask is another 32-bit number that in its binary form uses 1s to represent
network bits and Os to represent host bits. For example, the subnet mask for a Class A IP
address is 255.0.0.0, which in binary form is 11111111.00000000.00000000.00000000. The
eight 1s indicate that the first 8 bits of the accompanying IP address are the network
identifier bits, and the 24 zeroes indicate that the last 24 bits of the address are the
host identifier bits.

NOTE An IP network address (that is, an address that includes zeroes for all its host
bits) identifies the network itself instead of a specific host on that network.

Unfortunately, the IP addressing system is further complicated by the fact that
the split between the network and host identifier bits need not fall on one of the
8-bit boundaries. To provide greater flexibility in IP address assignments, a system
called Classless InterDomain Routing (CIDR) uses a process called variable-length
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subnet masking (VLSM), which enables an administrator to subdivide an IP network
into smaller units, thus allocating additional bytes to the network identifier. For ex-
ample, an IP network can have 12 network identifier bits, resulting in a subnet mask
value of 255.240.0.0 (or 11111111.11110000.00000000.00000000 in binary form).

Fortunately, you don’t have to be concerned with these complexities for the
purposes of administering a small Windows SBS 2011 network. The only element
of CIDR that you might encounter is its alternative form of notation, which consists of a
network address, followed by a slash and the length of the network identifier. For
example, CIDR notation would use an address such as 10.0.0.0/12 to refer to an address
using the same 12 network identifier bits.

Using Private IP Addresses

To be accessible from the Internet, a computer must have a registered IP address:

an address that some authority has assigned to that computer. This is necessary
because every computer on the Internet must have an IP address that is unique.

The ultimate authority for IP address assignments is the Internet Assigned Numbers
Authority (IANA), managed by the Internet Corporation for Assigned Names and
Numbers (ICANN). However, users do not deal with IANA or ICANN directly; instead,
they obtain addresses from their ISPs or web hosting services.

The assignment of registered IP addresses occurs on two levels, which is the
primary reason why IP addresses have a network identifier and a host identifier.
ICANN, or one of its proxies, assigns a network address to a particular registrant,
and then the administrator of the network address assigns the host addresses to the
individual computers on the network.

Remember that this discussion of registered addresses refers only to computers
that must be accessible to clients on the Internet, such as public web servers. You
do not need registered addresses for clients that access servers on the Internet. For
most, if not all, of the computers on your Windows SBS 2011 network, you will use
private IP addresses, which are addresses reserved for use on unregistered networks.
Table 2-3 lists the ranges of IP addresses that are free for use on private networks.

TABLE 2-3 Private IP Addresses

CLASS CLASS A CLASS B CLASS C

IP address range 10.0.0.0 to 172.16.0.0 to 192.168.0.0 to
10.255.255.255 172.31.255.255 192.168.255.255

Subnet mask 255.0.0.0 255.255.0.0 255.255.255.0

Number of addresses 16,777,216 1,048,576 65,536

The primary reason for using private IP addresses is to prevent the depletion
of the IPv4 address space. If every client computer accessing the Internet had a
registered IP address, the supply of addresses might run out. To enable computers
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with private IP addresses to access Internet services, routers that connect private
networks to the Internet typically use a technique called Network Address Translation
(NAT). The NAT router processes all the packets sent to the Internet by computers
on the private network and replaces their private IP addresses with a single regis-
tered address. For packets arriving from the Internet, the NAT router performs the
same process in reverse. As a result, all the computers on the private network can
share a single registered address, with the NAT router taking the responsibility for
sending the packets to the correct destinations.

NOTE The use of private IP addresses also enhances the security of a network.
Computers on the Internet cannot address traffic to private networks directly; they
must go through a NAT router. Therefore, the only way for an attacker on the Internet
to access a computer on a private network is if the private network computer initiates
the communication. Unfortunately, these attackers have developed clever schemes
that dupe unsuspecting users into running programs that initiate contact with attack
servers on the Internet.

IPv6

Although IPv4 is still predominant on most private networks and on the Internet, a
relatively new version of the protocol, Internet Protocol version 6 (IPv6), is gradually
being introduced. The tremendous growth of the Internet during the past decade
and the increasing use of TCP/IP for devices other than desktop computers, such

as smart phones and handheld computers, have caused experts to fear a depletion
of the existing 32-bit IP address space. IPv6 expands the address space to 128 bits,
which is more than sufficiently large to provide every device on the planet with a
registered address. This eliminates the need for private IP addresses or technologies
designed to preserve the current address space, such as NAT.

NOTE To calculate the number of possible addresses provided by a given address
space, one raises 2 to the power of n (that is, 2"), where n equals the number of bits in
the address space. Thus, the IPv4 address space consists of 232, or 4,294,967,296, pos-
sible addresses. By contrast, the IPv6 address space consists of 2%, or 340,282,366,92
0,938,463,463,374,607,431,770,000,000 possible addresses. This number is sufficiently
large to allocate 52,351,133,372,452,071,302,057,631,913 addresses to each of the ap-
proximately 6.5 billion people living today.

Unlike IPv4 addresses, which use decimal notation, IPv6 addresses use hexadeci-
mals. An IPv6 address consists of eight 16-bit (that is, 2-byte) values, separated by
colons, as in the following arrangement:
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XX XX XX XX 1 XX e XX 1 XX 2 XX

In this arrangement, each X is an 8-bit (or 1-byte) hexadecimal value, for a total
of 128 bits, or 16 bytes. An example of an IPv6 address would appear as follows:

FDC0:0:0:02BD: FF:BECB:FEF4:961D

NOTE In hexadecimal notation, also known as Base 16, each digit can have 16 possible
values. The traditional means of representing this mathematically is to use the numerals
0 to 9 and the letters A to F to represent those 16 values. Remember, an 8-bit (1-byte)
binary number can have 28, or 256, possible values. If each hexadecimal digit can have
16 values, 2 characters are needed to express the 256 possible values for each byte of
the address (162 = 256). This is why some of the 2-byte XX values in the sample IPv6
address require 4 digits in hexadecimal notation.

To simplify an IPv6 address, you can omit the zero blocks and replace them with
a double colon, as in the following example:

FDCO: :02BD: FF:BECB:FEF4:961D

IPv6 addresses include network and host identifiers like IPv4, but they do not use
subnet masks; instead, they use the same slash notation as CIDR, as in the following
example of a network address:

21CD:53::/64

Because the full network identifier is 64 bits, the expanded version of this net-
work address is as follows:

21CD:0053:0000:0000/64

At this time, Windows Server 2008 R2, Windows Server 2008, Windows 7, and
Windows Vista all fully support IPv6, and automatically install both the IPv4 and IPv6
clients by default. This is called a dual IP stack. When you open a Command Prompt
window and execute the ipconfig /all command, you see both the IPv4 and IPv6
addresses assigned to the computer, as shown in Figure 2-18.
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mmand Prompt

Windows IP Configuration

Host HName

Primary Dns Suffix
Node Tupe

IP Routing Enabled
WINS Proxy Enabled.
DNE Suffix Search Li

Ethernet adapter Local Area Connection:

Connection—specific DHS Suffix H

Description Intel<{R> PRO-1888 MT Network Connection
Physical Add B8-8C-29-7A-BB-23

DHCP Enabled. HNo

Autoconf iguration Enabled Yes

Link-local IPv6 Address fe8B::4598:d6d4:cdBa:693exl1l(Preferred>
IPv4 Address. . . . . . . . . . . 10.8.8.182(Preferredd

Subnet Mask 255.255.255.8

Default Gateway iA.8.8.1

DHCPw6 IAID 234884137

DHCPv6 Client DUID B8-81-88-01-14-2B-B2-9C-B8-BC-29-7A-BB-23

DNS Servers

i
127.8.68.1
HetBIOS owver Tcpip = Enabled

FIGURE 2-18 Ipconfig.exe output displaying IPv4 and IPv6 addresses.

NOTE Windows Server 2003 and Windows XP include support for IPv6, but they do
not install it by default. To configure these operating systems to use IPv6, you must
manually install the Microsoft TCP/IP version 6 protocol driver in the Local Area Con-
nection Properties sheet.

However, Internet communications are still based on IPv4, as are Microsoft
Exchange Server email communications and those of most private networks. To
accommodate both addressing systems, Windows includes a number of transition
mechanisms that enable computers to transmit IPv6 data across IPv4 networks, in-
cluding 6to4, Intra-Site Automatic Tunnel Addressing Protocol (ISATAP), and Teredo.
These mechanisms function automatically, enabling any IPv6 applications you might
install to function properly until the transition from IPv4to IPv6 is complete.

TCP/IP Configuration Settings

Windows computers obtain their IP addresses in one of three ways: a network
administrator can assign them manually; an automated service, such as DHCP, can
assign them; or the computers can self-assign them. Generally speaking, manual
address assignment is difficult on a network scale. You must keep track of the ad-
dresses you have assigned to ensure that there are no duplicates on the network.
Sometimes you might have to configure a Windows computer manually, however,
and even if you never do, it is worthwhile knowing the functions of the various con-
figuration parameters for the Windows TCP/IP client.

When you open the Internet Protocol Version 4 (TCP/IPv4) Properties sheet on
a Windows Server 2008 computer, as shown in Figure 2-19, you see the following
parameters:
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= [P Address Uniquely identifies the computer on the network

= Subnet Mask Specifies which bits of the IP address form the network iden-
tifier and which bits form the host identifier

= Default Gateway Specifies the IP address of a router that the computer
can use to access other networks

m  Preferred DNS Server Specifies the IP address of a Domain Name System
(DNS) server that the computer can use to resolve host and domain names
into IP addresses

= Alternate DNS Server Specifies the IP address of a second DNS server that
the computer can use if the preferred DNS server is unavailable

Internet Protocol Yersion 4 (TCP/IP¥4) Properki 21x|

General |

‘fou can get IP settings assigned automatically if your network supports
this capability, Otherwise, you need to ask your network administrator
for the appropriate IP settings.

" obtain an IP address automatically

IP address: m. o0 .0 .2
Subnet mask; I 255,255,255, 0
Defaulk gateway: mw. 0.0 .1

€ Obtain DRS server address autamatizally:

—{* Use the following DNS server addresses:
Preferred DNS server: 127.0 .0 .1

Alternate DMS server: I . . .

[~ Walidate settings upon exit Advanced, .. |
[8]4 I Cancel |

FIGURE 2-19 The Internet Protocol Version 4 (TCP/IPv4) Properties sheet.

The Internet Protocol Version 6 (TCP/IPv6) Properties sheet contains the same
parameters, but with larger fields to accept the longer IPv6 addresses. As with IPv4,
Windows computers can obtain IPv6 addresses from a DHCP server or through
manual configuration. IPv6 also supports stateless address autoconfiguration, in
which the computer uses router discovery messages to obtain network configura-
tion information from routers on the network.

All Windows computers that load the IPv6 client by default start out by perform-
ing the stateless address autoconfiguration process, even if they are to receive a
different address from router instructions or a DHCPv6 server later.
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Static vs. Dynamic Address Configuration

When you manually configure the IP address and other TCP/IP configuration param-
eters on a Windows computer, the values you assign are permanent; they remain in
place until someone manually changes them. This is called a static IP address. When
a computer obtains an IP address from a DHCP server, it is possible for the address
to change at some future time. This is called a dynamic IP address.

NOTE A DHCP server has a pool of IP addresses, called a scope, which it leases to
clients on the network for a specific length of time, usually a matter of days. Each
client must renew its lease periodically to continue using that address. If a client’s
lease expires because the system has been turned off for an extended period of time,
the computer must obtain a new address the next time it starts. If the old address is no
longer available, the DHCP server assigns the computer a different one.

Client computers are better off with dynamic addresses, for several reasons.
DHCP eliminates the possibility of address duplication and enables you to add,
move, and remove computers without having to configure their TCP/IP parameters
manually. However, servers should have static IP addresses in most cases, so that
clients can always locate them.

By default, your primary Windows SBS 2011 server configures itself with a static
IPv4 address on the same network as your router if it detects a router during instal-
lation. The server also configures itself as a DHCP server to provide IPv4 addresses
from the same network to your client computers. However, for IPv6, all of the com-
puters—servers and clients—assign themselves link-local unicast addresses using
stateless address autoconfiguration.

Transport Layer Protocols

TCP, the other half of TCP/IP, is a protocol that runs at the fourth (transport) layer of
the OSI reference model. Two primary protocols actually operate at the transport
layer: TCP and User Datagram Protocol (UDP).

TCP is a connection-oriented protocol designed for the transmission of relatively
large amounts of data. A connection-oriented protocol is one in which the two
computers involved in a transaction exchange messages that establish a connection
before they transmit any application data. TCP also provides guaranteed delivery,
meaning that the receiving computer sends acknowledgments for all the data pack-
ets it receives. The result is a highly reliable transport service, at the cost of some
additional network overhead.
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When you use a web browser such as Internet Explorer to connect to a web
server, the two computers establish a TCP connection before the browser sends its
Hypertext Transfer Protocol (HTTP) request, and the server responds with a reply.
The connection establishment process confirms that the two computers are ready
to send and receive data and also enables them to perform other tasks, such as flow
control, which regulates transmission speed. Once they have finished sending their
data, the computers exchange messages that terminate the TCP connection.

By contrast, UDP is a connectionless protocol, which means that the computers
do not exchange connection establishment messages. UDP is intended primarily for
brief transactions that consist of a single request message and a single reply, such as
DHCP and DNS transactions. When a computer sends a message to its DNS server
to resolve a server name into an IP address, for example, the computer transmits a
single packet containing that message by using UDP and then waits for a reply. The
sending computer receives no acknowledgment; if a reply is not forthcoming, the
computer simply resends the message. From a network traffic standpoint, this is far
more efficient than transmitting connection establishment and packet acknowledg-
ment messages that add up to more data than the original message.

NOTE Network applications also use UDP for the transmission of large data files that
are not bit-sensitive, such as streaming audio and video. A video stream can survive
the loss of a few packets; there might be a brief interruption in the video display, but
the loss is tolerable. For this reason, a nonguaranteed service is acceptable. When a
computer is transmitting an application or a document file, however, the loss of a sin-
gle bit can render the file unusable, so a guaranteed service such as TCP is preferable.

Both TCP and UDP perform their own data encapsulations, just as IP and Ethernet
do at the lower layers of the OSI model. When an application generates a message
to be transmitted over the network, it passes it down to the appropriate transport
layer protocol, which adds its own header. A message with a TCP header is called a
segment, and as in IP, a message with a UDP header is called a datagram. Figure 2-20
illustrates the entire encapsulation process a packet undergoes before transmission.
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FIGURE 2-20 Transport layer encapsulation.

The transport layer protocol is not involved in getting the message to the correct
destination computer; that is the job of IP and Ethernet. Instead, the transport layer
protocol header contains values called port numbers, which identify the application
that generated the message and the application that will receive it. Therefore, while
IP is responsible for getting data packets to the correct destination computers, TCP
and UDP are responsible for getting the messages in those packets to the correct
applications running on those destination computers.

NOTE Two additional OSI model layers are located between the transport and the
application layers: the session and presentation layers. No dedicated protocols operate
at these layers; the transport and application layer protocols include the session and
presentation layer functions.

Application Layer Protocols

At the top layer of the OSI model, the application layer, are the protocols that pro-
vide network communication services to applications running on a computer. For
example, a web browser uses HTTP to generate messages containing requests for a
specific document on a web server. The messages travel down through the layers of
the protocol stack, out across the network, and into the web server, in which they
travel up the server's stack to the HTTP implementation there.
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Among the protocols operating at the application layer are the following:

= Hypertext Transfer Protocol (HTTP) A protocol that web browsers and
web servers use to exchange request and reply messages

= Dynamic Host Configuration Protocol (DHCP) A protocol and service
that automatically assigns IP addresses and other configuration settings to
network clients

= Domain Name System (DNS) A protocol and service that computers use
to resolve domain and host names into IP addresses

= Simple Mail Transfer Protocol (SMTP) A protocol that email clients and
servers use to transmit messages

= Post Office Protocol (POP) A protocol and service that maintains mail-
boxes for email clients and enables them to download their messages

= Internet Message Access Protocol (IMAP) A protocol and service that
maintains mailboxes for email clients and enables them to store their mes-
sages on a server

= File Transfer Protocol (FTP) A protocol that enables clients to transfer
files to and from servers, and to perform basic file management tasks

= Telnet A protocol that enables clients to log on to a server and execute
programs from the command prompt

Understanding Domains

As noted earlier in this chapter, TCP/IP communication is based on IP addressing.
Every packet transmitted over the network must have IP addresses identifying its
source and its intended destination. Using numerical addresses, as TCP/IP does, is
great for computers, but not as good for humans. How would you like it if when-
ever you wanted to access your favorite website, you had to remember a Uniform
Resource Locator (URL) such as http://192.168.43.181?

To make these addresses easier for people to remember, TCP/IP networks use
friendly names to refer to specific computers. Therefore, when you type a URL such
as http.//www.adatum.com into your web browser, the computer first converts the
name to its equivalent IP address and then sends an HTTP request to the web server
using that address.

The names for specific computers on a TCP/IP network, like their equivalent
addresses, must be unique, so this presents a problem. How do you assign unique
names to the millions of computers on the Internet without having to use long,
complex strings that are just as hard to remember as IP addresses? The answer is the
same as that for IP addresses: You divide the name into administrative units and let
individual network administrators assign names to computers within each unit.
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NOTE The distribution of administrative tasks is one of the key architectural prin-
ciples of TCP/IP and the Internet that you see again and again. Instead of creating a
centralized point of administration that is responsible for all IP addresses or all domain
names, the system is designed to distribute the administrative tasks among networks
all over the Internet.

On the Internet, the administrative unit is called a domain. An organization regis-
ters a domain name with ICANN or one of its many registrars, and then has the right
to create host names within that domain. For example, in the www.adatum.com name
mentioned earlier, adatum.com is the name of the domain, and www is the name
that the domain administrator assigned to a host in that domain, in this case a web
server. Together, the host name and the domain name are called a fully qualified
domain name (FQDN).

Domain Namespace

Domain names are hierarchical constructions consisting of two or more words,
separated by periods, reading from the bottom to the top of the hierarchy as you
go from left to right. The rightmost word, com in this example, is a top-level domain
name. The com domain is one of three generic top-level domains created early in
the history of the domain namespace. The others are net and org. In addition to
these names, there are two-letter, country-code top-level domain names that repre-
sent most of the countries in the world, such as fr for France and jp for Japan. Some
additional generic top-level domains, such as biz and info, were created later.

NOTE In addition to the generic top-level domains mentioned, there are a number
of sponsored top-level domains, such as edu, gov, mil, and int, for which potential
registrants must prove eligibility before they can register a name.

The generic top-level domain names are administered by ICANN, which is
also responsible for designating an appropriate trustee for each of the country-
code top-level domains. Network administrators can obtain a name in any of the
generic top-level domains and many of the country-code top-level domains by
contacting an appropriate registrar and paying a fee. The registrant then receives
all rights to a second-level domain beneath that top-level domain, including the
right to create hosts and subdomains within that second-level domain.

For example, the organization that owns adatum.com registered that name and
owns the rights to the name as long as it continues to pay its fees. It can, therefore,
assign the host name www to its web server, creating the FQDN www.adatum.com. If
the organization wants to, it can also create additional hosts and additional domain
name levels, such as sales.adatum.com.
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Domain Name System

In the early days of the Internet, when it was an experimental network consisting

of only a few dozen computers, every system had a hosts file, which contained a
simple list of all the computers on the Internet, with their host names and equivalent
IP addresses. Eventually, the hosts list became too large and changed too often to
be manageable, so a new solution of equating host names and IP addresses was
needed.

The main reason for the hierarchical design of the domain namespace is to
facilitate the creation of that new solution, which is called the Domain Name System
(DNS). The fundamental design principle of the DNS is that instead of storing and
managing information about the entire domain namespace in one location, the
administrators of each domain are responsible for maintaining information about
their own computers.

A DNS server is a specialized type of database application, designed to store
name and address information about computers in a domain. When you register a
second-level domain name for your organization, you must specify the addresses of
two DNS servers that will become the authoritative servers for your domain. Then,
for each computer on your network, you must create a resource record on your DNS
server, which specifies the computer’s host name and its equivalent IP address.

NOTE Administrators can create DNS resource records manually, but computers also
can create them automatically. For example, if you use the DHCP Server role on your
Windows SBS 2011 server to assign IP addresses to your clients, the system automati-
cally creates a DNS resource record for each DHCP client.

DNS Name Resolution

DNS servers are also responsible for converting host names into IP addresses at the
request of clients on the network. This process is known as name resolution. In the
name resolution process, DNS servers all over the Internet communicate with each
other to locate the authoritative information for specific computers. This process
occurs as follows:

1. When you type the URL http.//www.adatum.com into your web browser,
the first thing your browser does is use your computer’s DNS client, called
a resolver, to send a name resolution request to your DNS server. The name
of the DNS server is specified in the computer's TCP/IP configuration. This
request contains the www.adatum.com FQDN, and is asking for its equivalent
IP address in return. Unless your computer’s DNS server happens to be the
authoritative source for the adatum.com domain, it must pass the request on
to other servers to get the information it needs.
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The DNS server starts at the top of the domain hierarchy and forwards your
request to an authoritative server for the com domain. The com domain is
hosted by one of the root name servers whose addresses are coded into
every DNS server. Because the root name server is the authoritative source
for the com domain, it contains resource records for all the second-level
domains beneath com, including adatum.com. Registrars create these
resource records using the information supplied by people registering
second-level domains. The com server responds to the request by sending
the resource record for the adatum.com domain back to your DNS server.

Root name server

Request

-
Your computer Your DNS server

Your DNS server now knows where to go to get information about the
adatum.com domain, so it forwards the original name resolution request to
the adatum.com server it learned about from the com server. The adatum.
com server replies by sending the resource record for the www host back

to your DNS server. This resource record, which the administrator of the
adatum.com domain created, contains the IP address of the www host in that
domain.
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4. Your DNS server now knows the IP address of the www.adatum.com com-
puter, so it replies to your resolver's original request by forwarding the
www.adatum.com resource record to your computer.
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adatum.com server

5. Your computer now has the IP address for www.adatum.com, so the com-
puter can send its original web page access request, using that address, to
the web server on the Internet.
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Despite its complexity, the DNS name resolution process occurs very quickly, and
it may be more or less complicated, depending on the name being resolved and
current conditions on the network. For example, resolving a name beneath one of
the country-code top-level domains requires an additional step because the root
domain servers do not host these domains. On the other hand, the name resolution
process might be abbreviated due to the caching capabilities of DNS servers.

DNS servers are designed to cache the resource records they receive from other
DNS servers for a specified length of time. For example, if you use your browser to
access the www.adatum.com web server, and someone else on your network tries
to connect to the same website a few minutes later, your DNS server still has the
www.adatum.com resource record in its cache, so it does not have to perform the
entire name resolution process again.

NOTE The DNS resource records that specify IP address equivalents for host names
are called Host (A) records. However, by supporting other types of resource records,
DNS servers can perform other functions in addition to name resolution. For example,
Mail Exchanger (MX) records enable computers to locate the address of the mail
server for a specific domain.

Active Directory Domains

When you install Windows SBS 2011 on your server, the setup program asks you
to supply a name for your domain. It is not an Internet domain name the program
is referring to, howevers; it is an Active Directory Domain Services (AD DS) domain
name. As part of the installation process, the setup program installs the AD DS role
and creates a domain using the name you specify, plus the top-level domain name
local.

AD DS also uses domains to create administrative divisions within a Windows
network. In the case of a Windows SBS 2011 installation, you need only one domain,
but large enterprise networks can have many domains, grouped into larger divisions
called trees and forests. AD DS also uses DNS for name resolution as well as for
other internal functions, but the AD DS domain on your server is not accessible from
the Internet because local is not an official top-level domain. This protects your
internal domain from Internet intrusion.

NOTE Itis theoretically possible to use the same domain name for your organization’s
Internet presence and for its internal AD DS domain, but this can put your AD DS do-
main at risk. It is also possible to use a second-level domain name, such as adatum.com,
on the Internet; and create a third-level domain, such as int.adatum.com, for internal
use. Using a local domain name internally and a completely separate second-level
domain name on the Internet is the most secure arrangement, however, which is why
Windows SBS 2011 uses this method.
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Installing Windows Small
Business Server (SBS) 2011

= Planning a Windows SBS 2011 Deployment 51
= Selecting Network Components 57
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[though the Windows Small Business Server (SBS) 2011 setup program makes

many installation and configuration decisions for you, there is still a good
deal of work to do before you actually start the installation process. This chapter
discusses the tasks you should perform before you begin installing your server, as
well as covering the various types of installations supported by Windows SBS 2011.

Planning a Windows SBS 2011 Deployment

Planning is a crucial part of any network deployment process. The following sec-
tions guide you through the predeployment decisions you should make, including
what hardware to purchase and what information you must have ready when you
begin the installation.

Selecting Server Hardware

Obviously, you must have at least one server before you can install Windows SBS
2011. Table 3-1 lists the official system requirements for a server running Windows
SBS 2011.
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TABLE 3-1 System Requirements for a Windows SBS 2011 Server

PRIMARY SERVER

Processor Quad core x64 processor, 2 gigahertz (GHz) or faster

1 socket (4 sockets maximum)

Memory 8 Gigabytes (GB) minimum,

10 GB recommended,
32 GB maximum

Available disk space 120 GB minimum

Optical drive DVD-ROM drive
Network interface One 10/100 Ethernet adapter
Graphic display Super VGA (1024 x 768) or higher resolution

The main requirement to consider is that the server running Windows SBS 2011
must have a 64-bit processor. In its default configuration, Windows SBS 2011 can
run reasonably well on a computer with the minimum recommended hardware.

The actual hardware resources that a server running Windows SBS 2011 needs
are based on a multiplicity of factors, including the following:

52

Number of users The more users who access the server, the more likely it
is that you need additional hardware resources to support them.

Pattern of use Resource utilization increases when multiple users are
working simultaneously. Therefore, an organization running a single shift of
30 clients will require more server resources than an organization running
three shifts of 10 users each. Resource utilization also spikes if many users
perform the same task at the same time, such as if 30 users log on to the
domain at the same time each morning.

Request types Different types of client requests can require different
server resources. For example, file services can benefit from increased stor-
age subsystem performance, while Microsoft Exchange Server can benefit
from both storage performance and memory upgrades.

Storage requirements The amount of storage that your applications and
users require depends on their number and their activities. Users who work
with video files require more storage than users working with still images,
and both require much more storage than users who work primarily with text
documents.

Additional applications If you plan to install additional applications on
your server running Windows SBS, you must account for their hardware
requirements in addition to those for the default server functions.
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Processors

When selecting a processor for a server running Windows SBS 2011, you certainly
do not want to skimp, but you should also be aware that the performance boost you
realize from a faster processor might not be worth the expense. This is particularly
true at the high end of the market; the latest and fastest processors are often a
great deal more expensive than those a few steps down from the top of the line.

Memory

In a server configuration, it is more important to consider the amount of memory in
the computer and the maximum amount it can hold instead of comparing memory
types or speeds. Memory is usually the most inexpensive way to increase the per-
formance of a server, or indeed any computer. For a server running Windows SBS
2011, 8 GB of memory is adequate, but 10 or 12 GB would be better. You should
also make sure that your server supports at least twice as much memory as you have
installed initially.

TIP When evaluating servers, you should consider the configuration of the memory
modules as well. If the computer has 8 memory slots and you plan to install 8 GB initially,
do not purchase a model that comes with eight 1 GB modules, as you will have to
replace some of them when you upgrade.

Storage

Hard disk storage, like memory, is relatively inexpensive, and it is always a good

idea to have more disk space than you think you need. However, for a server, you
must consider not only the amount of storage space but also the configuration of the
storage subsystem. Once you have decided how much storage space you need in your
server, you must consider the nature of the data and its value to your organization.

Depending on the sensitivity of the data you plan to store on your server, and
how critical the continued availability of that data is to your business, you might
want to invest in a disk array that uses redundant array of independent disks (RAID)
or some other high-availability technology. RAID is a system that uses two or more
hard disk drives to store your data, along with duplicate or parity information that
enables the server to survive a drive failure without data loss. Many servers are avail-
able with drive arrays that include RAID controllers, as well as other fault-tolerance
features, such as hot-pluggable drives (drives that you can remove from the server
and replace without having to shut the server down).

There are many different types of RAID, which are defined in numbered levels.
Table 3-2 lists the RAID levels most commonly found in today’s servers and storage
products. There are many other RAID implementations, some of which have rarely,
if ever, appeared in the market, and others that are proprietary technologies of a
specific manufacturer.
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TABLE 3-2 RAID Levels Commonly Found in Server and Storage Products

RAID
LEVEL

RAID O

RAID 1

RAID 5

RAID 6
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RAID MINIMUM NUMBER  FAULT-
FUNCTIONALITY OF DISKS REQUIRED  TOLERANT?

Stripe set 2 No
without parity

Mirror set 2 Yes
without parity

Stripe set with 3 Yes
distributed

parity

Stripe set with 4 Yes
dual distrib-
uted parity
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DESCRIPTION

The system writes
data one stripe at a
time to each succes-
sive disk. No fault tol-
erance, but enhances
performance.

Also called disk mir-
roring, the system
writes the same data
to identical volumes
on two different disks.
Provides increased
read performance, as
well as fault tolerance.

The system stripes
data and parity blocks
across all the disks,
without ever storing

a block and its parity
information on the
same disk. Parity
calculations add to
system overhead, but
provide more usable
storage space than a
mirror set.

Same as RAID 5,
except that the system
stripes two copies of
the parity information,
along with the data,
enabling the array to
survive the failure of
two drives.
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RAID RAID MINIMUM NUMBER  FAULT-
LEVEL FUNCTIONALITY  OF DISKS REQUIRED  TOLERANT?
RAID Mirrored stripe 4 Yes

0+1 sets

RAID 10 Striped mirror 4 Yes

(or 1+0) sets

RAID 50 Striped RAID 6 Yes

(or 5+0) 5sets

DESCRIPTION

The system creates

a stripe set and then
mirrors it. Provides
fault tolerance and
improved perfor-
mance. If a drive fails,
its entire mirror set
goes offline.

The system stripes
data across two or
more mirror sets. Pro-
vides fault tolerance
and improved per-
formance. If a drive
fails, all the remaining
drives continue to
function.

The system stripes
data across two or
more identical RAID
5 sets.

As long as you have the appropriate number of disk drives in the computer,
Windows Server 2008 R2 can create volumes using RAID levels 0, 1, and 5. This is

an inexpensive solution, but software-based RAID implementations can impose a
penalty in system overhead. When you create a RAID 5 volume, for example, the
same processor that performs all the other roles on your server must also calculate
parity information for each block the system writes to the RAID array.

NOTE

In Windows Server 2008 R2, RAID level 0 is referred to as a striped volume and

RAID level 1 as a mirrored volume. Only RAID level-5 volumes use the RAID designation

in Windows.

Hardware-based RAID takes the form of a dedicated host adapter, either inte-
grated into the computer’s motherboard or implemented as an expansion card. The
host adapter performs all the necessary functions, including parity calculations, so
there is no additional burden on the system processor.
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High-availability hardware products, such as RAID arrays, can add significantly to
the cost of a server, and it is important to understand that this technology does not
eliminate the need for regular system backups. Manufacturers design high-availability
products for organizations that cannot tolerate server downtime. For example, if
you run an order-entry application on your server, a hard disk failure can mean
lost business and lost income, so the additional expense of a RAID array might be
worthwhile. However, if a server outage due to a disk failure would be no more than
a minor inconvenience to your organization, then standard hard disk drives might
be a more reasonable and economical solution.

Other Server Components

In their basic components, servers are different from workstations only in matters of
degree; they tend to have faster processors, more memory, and larger amounts of
storage space, for example. They also have no more than rudimentary graphics and
sound systems, as servers have no need for high performance in these areas.

However, as you can see in the case of the RAID storage solutions, server tech-
nologies are available that greatly enhance the performance and fault-tolerance
capabilities of the computer. You can also purchase servers with redundant power
supplies and fans, multiple processors, and many other elaborate and expensive
components. In the case of a small-business server, however, most of these compo-
nents are usually not necessary, and avoiding them can save you some money.

OEM or DVD?

You have two ways to purchase Windows SBS 2011: as a retail product, in which case
you receive the product on DVDs, or as part of an original equipment manufacturer
(OEM) package, in which case the product comes preinstalled on a computer. The
OEM option is one solution to the problem of purchasing a suitable server to run
Windows SBS 2011, but it does not save you a great deal of work. The Windows

SBS installation process is quite simple, so if you can conceivably save money by
purchasing the computer hardware and the Windows SBS 2011 product separately,
you should do so.

Selecting Clients
The clients on a Windows SBS 2011 network must be running one of the following
operating systems:

= Windows 7 Professional

= Windows 7 Enterprise

= Windows 7 Ultimate

= Windows Vista Business

= Windows Vista Enterprise
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= Windows Vista Ultimate
= Windows XP Professional with SP2 or later
= Windows Mobile 5.0 or later

Table 3-3 lists the published system requirements for the Windows 7, Windows
Vista, and Windows XP operating systems.

TABLE 3-3 System Requirements for Windows SBS 2011 Clients

WINDOWS 7

PROFESSIONAL, WINDOWS VISTA

ENTERPRISE, AND BUSINESS, ENTERPRISE, WINDOWS XP
ULTIMATE AND ULTIMATE PROFESSIONAL SP2

Processor x86 or x64 processor, x86 or x64 processor, x86 processor,

1 GHz or faster 1 GHz or faster 300 megahertz (MHz)
or faster
Memory 1 GB minimum 1 GB minimum 128 megabytes (MB)
(32-bit) or recommended
2 GB (64-bit)
Hard disk 40 GB, with 40 GB, with 15 GB 1.5 GB available
space 15 GB available available
Optical drive DVD-ROM drive DVD-ROM drive CD-ROM or DVD-
ROM drive
Network Ethernet or IEEE Ethernet or IEEE Ethernet or IEEE
interface 802.11a/b/g/n 802.11a/b/g/n 802.11a/b/g/n wireless
wireless wireless

Selecting Network Components

The first decision to make before purchasing the networking hardware needed for
your Windows SBS 2011 installation is whether you intend to build a cabled network,
a wireless network, or a hybrid network that supports both. For a cabled network, you
need Ethernet network interface adapters for all your computers, the cables, and an
Ethernet switch to connect the computers together. For a wireless network, you
need wireless network interface adapters for your computers and a wireless access
point. Finally, if you plan to connect your network to the Internet, you need a router.

MORE INFO For the purposes of this chapter, and throughout the rest of this book,
network discussions will mainly use the term Ethernet to refer to the packet-switch-
ing network defined in the 802.3 standards published by the Institute of Electrical
and Electronics Engineers (IEEE). For a discussion of Ethernet terminology, see the
section “Ethernet/IEEE 802.3" in Chapter 2, “A Networking Primer.”
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Selecting an Internet Service Provider

Virtually all businesses want to connect their networks to the Internet, even if it is
only for email access. Your network planning process should include a consideration
of how much bandwidth your network needs and what Internet service provider
(ISP) you will use to supply it. The ISP is the only networking component you need
that takes the form of a service rather than a hardware product. The service pro-
vided by the ISP is also one of the regular network expenses that you must add to
your budget.

The Internet bandwidth you need for your network is primarily for client connec-
tions. The server running Windows SBS 2011 is not designed to function as an Internet
router or Internet web server, although the underlying Windows Server 2008 R2
operating system is capable of doing so. This is because the server is performing
critical functions for your internal network, such as being an Active Directory Domain
Services (AD DS) domain controller, and making it accessible from the Internet is a
serious breach of accepted security practices.

NOTE To protect their internal networks from intrusion, small businesses that want
to run websites on the Internet typically use commercial web hosting services instead
of running the site from one of their internal servers.

The typical uses for the Internet connection on a small-business network are email
transfers and web browsing, neither of which requires massive amounts of bandwidth.
Therefore, you can roughly calculate the bandwidth you need by allocating 50 Kbps
(kilobits per second) of downstream bandwidth for each simultaneous web/email user.
If you plan to support remote network access using virtual private network (VPN) con-
nections, you should allocate another 50 Kbps of upstream bandwidth per user.

BEST PRACTICES Many types of Internet connections are asymmetrical, meaning
that they have different upload and download speeds. Most broadband connec-
tions, for example, provide much more downstream bandwidth than upstream. When
evaluating Internet connection services, be sure to consider your upstream as well as
downstream bandwidth needs.

Using these calculations, you can assume that a Windows SBS 2011 network
with 25 internal users needs approximately 1,250 Kbps (1.25 megabits per second,
or Mbps). A standard broadband connection from a cable or digital subscriber
line (DSL) provider can usually meet these needs. Networks with more users might
require a higher-speed connection.

TIP Do not confuse network bandwidth speeds, which are measured in kilobits (Kb),
megabits (Mb), or gigabits (Gb) per second, with the download speeds displayed by
your computers, which are measured in kilobytes (KB) or megabytes (MB) per second.
One byte equals 8 bits, so one kilobyte equals 8 kilobits.
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While calculations such as these can give you a rough idea of how much band-
width your network needs, the most practical method of approaching the problem
is to begin by determining what types of Internet connections are available at your
location. Small businesses typically use standard consumer ISPs; they generally do
not have the bandwidth needs or the budget for elaborate connection technolo-
gies such as T-1 lines. In most areas, you should be able to select from the following
types of providers:

Dial-up Available anywhere there is a telephone line, dial-up connections
are inexpensive but slow, with a maximum bandwidth of 56 Kbps that line
quality can reduce even further.

DSL A digital subscriber line (DSL) connection is supplied by a telephone
provider using the available bandwidth on a standard telephone line. Con-
sumer DSL connections are asymmetrical and are often available in multiple
speeds that can range from 256 Kbps to 20 Mbps, for varying prices. DSL
availability and reliability depends on the distance from your location to the
provider’s nearest central office.

Cable Delivered over the same private fiber optic network used for cable
television services, cable-based Internet connections are asymmetrical and
can often exceed DSL in their bandwidth capabilities. Typically available in
two or more tiers of service, cable download speeds can reach as high as

50 Mbps.

Satellite Similar in speed, but generally more expensive than cable or DSL,
satellite Internet providers target customers in remote locations that have no
access to other high-speed Internet services.

When contacting the ISPs that service your area, you should find out what con-
nection speeds they provide and, of course, the prices. When discussing the price of
a connection, be sure to consider the following points:

Contracts Some ISPs discount the monthly connection fee if you sign a
contract for a year of service or more. You might want to evaluate the service
for a month or two before you commit, but the savings can be significant.
Bear in mind, however, that there are penalties for early termination of the
contract.

Hardware leasing Broadband connections require a modem. In many
cases, you must choose between leasing a modem from the ISP, for an ad-
ditional monthly fee, and purchasing one outright. The modems are usually
not expensive, and purchasing the device can often begin saving you money
within one or two years.

Networking Some ISPs have different tiers of service, and different prices,
for business customers or customers who connect the service to a network
rather than a single computer.
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In most cases, small-business administrators decide on one of the broadband
solutions available in their area. Depending on the ISP and the conditions of your
site, you might have to schedule an installation, but in some cases, you can obtain
a self-installation kit and connect the modem to the ISP’s network yourself.

Selecting a Router

In many ways, the key component for your network is the router because you will
probably purchase a unit that combines the broadband routing function with other
important networking components. The components in the router that you select
often dictate what features you have to look for in your other networking equipment.

For a small-business network, a consumer-grade router that also includes firewall
and network connectivity functions is usually sufficient. Business-grade products are
more expensive and usually separate the routing capabilities from the other functions,
forcing you to purchase individual router, switch, and wireless access point prod-
ucts. If you choose to purchase separate components, you must be sure that all the
products you select are compatible in the networking standards and protocols that
they support.

TIP A consumer-grade broadband router typically includes an Ethernet switch, a
wireless access point, or both. In most cases, the difference in price between a unit
with wireless capabilities and one without is minimal, so you might consider purchas-
ing a broadband router with both wireless and cabled Ethernet switching capabilities,
even if you do not plan to use one or the other right away.

The consumer-grade router that you choose for your network should have all or
most of the following capabilities:

= Broadband connectivity The device has an Ethernet wide area network
(WAN) port, which connects to your broadband modem using a standard
Ethernet patch cable. A broadband client built into the unit enables you to
specify the user name and password for your ISP account, as well as config-
ure account parameters.

= Switched Ethernet ports Virtually all broadband routers have at least one
switched Ethernet port, but few have more than four or five. If you intend to
have more than a few cabled devices on your network, you need a separate
Ethernet switch that provides a larger number of ports. The switched ports
on most routers support standard 10 Mbps Ethernet (10Base-T) and 100
Mbps Fast Ethernet (100Base-TX). If you have 1,000 Mbps Gigabit Ethernet
devices on your network, they automatically negotiate down to Fast Ether-
net when you connect them to the switch.
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TIP If you are running a Gigabit Ethernet network with a separate switch, plug-
ging the router into the switch establishes a connection at 100 Mbps. There is
no need to search for a broadband router with Gigabit Ethernet ports because
the connection between the switch and the router only carries traffic to and from
the Internet, and Internet connections run at far slower speeds than local area
network (LAN) connections.

Wireless access point Routers with wireless networking capabilities have
antennas, a transceiver, and an access point that enables wireless devices to
connect to the network. Virtually all of the wireless routers on the market
today support the 54 Mbps IEEE 802.11g standard, but they can also support
devices using the slower IEEE 802.11b and IEEE 802.11a standards. Many de-
vices also now support the newer IEEE 802.11n standard, which can provide
speeds up to 600 Mbps.

Wireless security protocols While older wireless devices can usually
connect to an IEEE 802.11g transceiver, they might not support the latest
wireless security protocols. Most of the current wireless router products
support the Wi-Fi Protected Access (WPA and WPA2) security protocols,
while older devices might support only Wired Equivalent Privacy (WEP),
which has critical weaknesses. Routers can typically use only one wireless
security protocol at a time, so all your wireless devices must support the
protocol that you elect to use.

Web-based administration Broadband routers typically have an internal
web server that you access to configure the device’s properties. You there-
fore must connect a computer to the router before you can use it to connect
to your ISP’s network.

Dynamic Host Configuration Protocol (DHCP) server Most routers in-
clude DHCP server capability, which enables them to assign Internet Protocol
(IP) addresses and other Transmission Control Protocol/Internet Protocol
(TCP/IP) configuration settings to clients on the network. Windows SBS 2011
also includes a DHCP server. You must decide whether you want to use DHCP
to configure your client workstations, and if so, which DHCP server imple-
mentation you want to use.

Universal Plug and Play (UPnP) UPnP is a set of protocols that enable
devices on the same network to communicate and automatically configure
their networking settings. Windows SBS 2011 can communicate with a UPnP
router to determine what IP address it should use and open the appropriate
firewall ports for the services running on the computer.
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Network Address Translation (NAT) NAT is the router technology that
enables the computers on your internal network to use private IP addresses
and still access the Internet. NAT also protects your network from Internet
intrusion.

MORE INFO For more information on NAT, see the section “Using Private
IP Addresses,” in Chapter 2.

Virtual private networking (VPN) A VPN connection is when an authen-
ticated user at a remote location connects to the Internet and accesses your
private network through your router. This enables users who are traveling

or working at home to access their files, Exchange Server email, and other
network resources. To enable VPN connections, the router must be able to
open the appropriate port for the VPN protocol the client uses to connect to
the network server.

Access restrictions Many broadband routers enable you to specify which
of the computers on your network are allowed to access the Internet, or
restrict Internet access to certain days and times. These features can prevent
casual intruders from accessing the Internet through your router, but they
are relatively ineffective against determined and knowledgeable attackers.

Content filtering Many broadband routers enable you to block client ac-
cess to specific network services on the Internet, specific website addresses,
or websites containing specific keywords. Knowledgeable users can often
find ways to bypass these features, but they are reasonably effective on
casual users.

Firewall Broadband routers usually have a variety of firewall features that
are designed to protect your network from various types of attacks. Features
such as packet filtering and stateful packet inspection (SPI) analyze incoming
traffic to limit the network’s susceptibility to specific types of attacks from
the Internet.

Selecting Cables, Adapters, and Switches

If you decide to install a cabled network, you must have an Ethernet network
interface adapter in each of your computers; a switch that functions as the central
connection point; and, of course, the cables themselves. As mentioned in Chapter 2,
the main concern when selecting Ethernet equipment is that all the components
support the same standards.

CABLES

Choosing cables is a relatively simple matter. If you plan to use prefabricated cables
throughout the network, purchase Category 5 or 5e cables of appropriate lengths.
The maximum length for the cable connecting an Ethernet device to the switch is
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100 meters. Category 5e cable is more expensive than Category 5, and the stan-
dards do not require it, but if you are planning to run Gigabit Ethernet throughout
your network, Category 5e cable is usually worth the additional expense.

If you are having bulk cable installed at your site, make sure that the contract
calls for all cables and connectors to be Category 5 or Se. You also must purchase
prefabricated patch cables to connect your computers to the wall plates and your
Patch panel ports to the switch. These too must be Category 5 or 5e. As with a chain,
it's important to remember that a network connection is only as strong as its weak-
est link.

MORE INFO For more information about purchasing and installing cables, see the
section "Network Cables,” in Chapter 2.

NETWORK ADAPTERS

Nearly all the desktop computers sold today have an Ethernet adapter integrated
into the motherboard. Higher-end workstations and virtually all servers have 1,000
Mbps Gigabit Ethernet adapters, while some budget workstations have 100 Mbps
Fast Ethernet. No matter what the maximum speed, however, most Ethernet adapt-
ers and switches can negotiate down to accommodate slower speeds. For example,
if you plug a computer with a Gigabit Ethernet adapter into a Fast Ethernet switch,
the two devices negotiate the fastest speed they have in common, which is 100
Mbps. Switches perform separate negotiations on each port, so it is possible to mix
Ethernet devices running at different speeds on the same network.

NOTE For most network applications, 100 Mbps Fast Ethernet is more than suffi-
cient. However, if many of the computers that you intend to purchase have integrated
Gigabit Ethernet adapters, a Gigabit Ethernet switch is not that much more expensive
than a Fast Ethernet one.

If you have computers with no Ethernet adapter or if you want to upgrade a
computer to a faster Ethernet standard, you can purchase network interface cards
(NICs) that plug into an expansion slot. Before you select NICs, be sure that each
computer has a free slot and check what type of slot it is. For computers without
free slots, there are external network interface adapters available, which plug into a
universal serial bus (USB) port.

Higher-end adapter cards frequently have integrated network management
functionality, which provides the device with the ability to report its status to a cen-
tralized Network Management console. For a small business network, this capability
is not needed, so when evaluating adapters, don't reach for the cheapest adapters in
the market, but don’t buy the most expensive ones, either.
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SWITCHES

Apart from the Ethernet standards they support, the other main issue when pur-
chasing a switch is the number of ports. Switches are available in a variety of sizes,
with as many as 48 ports, often clustered in multiples of 8. As with computer mem-
ory or hard disk space, buying more switch ports than you think you need is usually
a good idea. Having a switch with extra ports enables you to expand your network
later simply by plugging additional computers or other devices into the switch.

When evaluating switches, you will notice that prices range from under US $100 to
well up in the tens of thousands of dollars. For a small business, you are again more
likely to be looking at lower-end, consumer-grade switches rather than high-end,
enterprise network products. Some of the other features that you might encounter
when shopping for a switch are as follows:

= Form factor Most small-business networks want external switches and
routers; that is, freestanding devices with their own cases and power sup-
plies. Networking devices are also available in rack-mounted form factors,
which are efficient and convenient if you have a formal data center but are
beyond the means of most small businesses.

= Uplink negotiation A twisted pair cable contains some wires that are
dedicated to transmitting data and some that are dedicated to receiving
it. For communication between two devices to occur, the transmit pins on
one have to be crossed over to the receive pins on the other. Ordinarily, the
switch performs this crossover. However, when you expand a network by
connecting a second switch to your first one, the two crossovers cancel each
other out. Older Ethernet hubs and switches have a designated uplink port,
which lacks the crossover circuit, for a connection to another hub or switch.
Modern switches have an uplink negotiation feature that enables all the
ports to detect automatically whether they are connected to a computer or
another switch and adjust the crossover circuit accordingly. This is a feature
worth having, which adds little cost to the device.

= Management A managed switch, like a managed router or other network
component, is a device with one or more interfaces that administrators can
use to control its operation. This is a high-end, enterprise networking feature
that most small-business networks do not need and cannot afford. Unman-
aged switches are preferable for virtually all Windows SBS 2011 networks.

Diagramming the Network

As you decide what computers and components to purchase, you should create
a diagram showing the layout of the network. Figure 3-1 shows a typical hybrid
network for a small business with one server running Windows SBS 2011, eight
workstations, and a broadband router that also contains a wireless access point.
All the computers and the router are connected to an Ethernet switch.
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FIGURE 3-1 Diagram of a typical hybrid network.
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This type of diagram is useful as a guide for building your network and as a ref-
erence, especially if you must familiarize employees or consultants with the network
layout. However, this type of diagram shows only the relationships between the
components; it is not a true map of your site showing the actual equipment loca-
tions. If you are opening a new office or renovating an existing one, and you have a
floor plan available, you might want to create a second diagram that shows not only
the exact placement of each component but also the cable runs connecting them.

REAL WORLD If you are having a bulk cable installation performed by a contractor,
you should insist on a diagram showing the locations of all the cable runs. This way, if
you ever need to service or upgrade the cabling, you do not have to search for them
inside walls or ceilings.

Preparing for the Installation

Once you have selected and purchased all the hardware and software that you need
to build your network, you can begin assembling the pieces and collecting the infor-
mation you need to perform the Windows SBS 2011 installation.

Physical Security

Selecting a secure location for your network components is an important first step
in the deployment process. You must choose a location that protects your servers,
routers, and switches from theft, damage (accidental or otherwise), excessive heat
and moisture, electromagnetic interference, airborne dust and fumes, and other
extreme environmental conditions. You should also have a clean source of power for
your equipment, which, in the case of your server, means an uninterruptible power
supply (UPS) that both conditions the power and provides battery backup in case of
a power outage.

BEST PRACTICES UPS devices are available in three types: offline, line interactive,
and online. Both offline and line interactive devices perform a brief transition when a
power failure occurs, while online UPSs do not because they always supply the com-
puter with power from the continuously replenishing battery. Therefore, even though
it is more expensive, an online UPS is preferable for your servers.

When it comes to physical security, wireless access points are a special case for
several reasons. First, while the wireless radio signals can penetrate walls and other
barriers, they are susceptible to attenuation, meaning that the signals weaken when
they have to pass through too many barriers or barriers that are too dense. If the
signal between a computer and the access point becomes sufficiently weak, the
system might have to drop down to a slower transmission speed or even lose the
connection entirely. Second, there is the danger of outside intrusion occurring when
you place the access point too close to an outside wall. Choosing a central location
within your building can help prevent unauthorized users in the parking lot from
connecting to your network.
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Connecting Your Router

If you are using a shared broadband Internet connection for your network, you
should consider setting up the connection and your router before you install your
server running Windows SBS 2011. It is not absolutely necessary, but there are
multiple benefits to doing so. During the installation, the Windows SBS 2011 setup
program attempts to detect a UPnP router on the network by transmitting a variety
of discovery messages and listening for replies. If the server locates a router and can
access the Internet through that router, it proceeds as follows:

= The server configures its own TCP/IP client with a static IP address on the
same subnet as the router and with the router’s IP address as its Default
Gateway address.

= With the installer’s permission, the server downloads the latest operating
system updates from Microsoft's website and installs them during the instal-
lation process.

After the Windows SBS 2011 installation, when you run the Connect To The Internet
Wizard, if the server detects an operational DHCP server on the router, the server
configures its own DHCP server to distribute IP addresses on the same subnet as the
router and then disables the router’'s DHCP server.

If the server fails to detect a router on the network during the Windows SBS 2011
installation, it configures its own TCP/IP client with the static IP address 192.168.0.2
and no default gateway address. The server still installs the DHCP Server role
during the installation, but it does not configure or activate the DHCP Server service.
After the installation is completed, you must configure the DHCP Server on the
router or the server manually if you want to dynamically allocate IP addresses to
your network clients.

MORE INFO For more information on configuring DHCP, see Chapter 13, “Managing
Windows SBS 2011."

The procedures for installing your broadband Internet connection and your
router vary depending on your ISP and router manufacturer. However, in most
cases, you must perform the following basic steps:

1. Connect the broadband modem to a power source and to the jack providing
access to the ISP's network, using the appropriate cable.

2. Connect the router to a power source and then to the modem using an
Ethernet cable. In most cases, the router automatically obtains an IP address
and other settings from a DHCP server on the ISP’s network.

3. If you are using a separate switch, connect it to a power source and then
connect both the router and a computer running Windows to the switch
using Ethernet cables. If your router has switched ports or an integrated
wireless access point, you can also connect the computer directly to the
router.
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4. On the computer, start a web browser and connect to the router’s administra-
tive interface using the default IP address supplied by the router manufacturer.

5. Configure the router to access the Internet by applying the settings supplied
by your ISP. These settings typically consist of a user name and password and
might include other parameters as well.

Once the computer can access the Internet through the router, you can connect
your server to a power source and to your new network. At this point, the hardware
is ready for the Windows SBS 2011 installation.

Provisioning Disk Space

Early in the Windows SBS 2011 installation process, you must specify the hard disk
on which you want to install the Windows Server 2008 R2 operating system and
other software products. Using the interface from the Windows SBS 2011 setup
program shown in Figure 3-2, you can select an entire unallocated disk on the com-
puter or create a new volume using part of the unallocated space on a disk. Before
you actually perform this task, you should consider how you are going to use the
disk space on your server so that you can create the appropriate volumes.

@ £7 Install Windows

Where do you want to install Windows?

| MName ‘ Total Size Free Space | Type |
| 7 Disk 0 Unallocated Space 150.0 GB 150.0 GB ‘
= Disk 1 Unallocated Space 40,0 GB 40,0 GB
== Disk 2 Unallocated Space 40,0 GB 40,0 GB
./ Disk 3 Unallecated Space 40.0 GB 40,0 GB
4 Refresh Drive opticns (advanced)

&" Load Driver

FIGURE 3-2 The volume creation interface in the Windows SBS 2011 setup program.

During the Windows SBS 2011 installation, you can create only simple volumes
on your server disks; you cannot create striped, spanned, or RAID-5 volumes. There-
fore, if you are planning to use these volume types for your user data or other pur-
poses, you must create them using the Disk Management snap-in for the Microsoft
Management Console (MMC), after the installation is completed.
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For the purposes of the installation, you must decide which hard disk you want
to use for the system volume (that is, the volume on which the operating system is
installed) and how much disk space you want to use to create that volume. As noted
earlier in this chapter, the Windows SBS 2011 system requirements call for a mini-
mum of 120 GB, but you might want to allocate more disk space. As a general rule,
you should avoid storing documents and other user data on the system volume. You
can create a separate volume for data either during or after the installation.

In addition to the Windows Server 2008 R2 operating system itself, Windows SBS
2011 creates the Exchange Server email stores on the system volume and stores its
library of Windows Server Update Services (WSUS) updates there. Depending on how
many users you have on your network and how they use email, the Exchange
Server stores might grow to consume a great deal of disk space, especially if the
users do not delete their old emails. The WSUS library also gets larger over time.
Fortunately, however, Windows SBS 2011 includes tools that enable you to move
the Exchange Server store and WSUS library to another volume easily. Therefore,
you do not have to account for these in the size you select for your system vol-
ume as long as you have another volume in which you can store them.

NOTE For information on how to move Windows SBS data stores to other volumes,
see Chapter 9, “Managing Storage.”

Selecting Names

During the installation process, the Windows SBS 2011 setup program prompts you
to supply names for your server, for your internal domain, and for an administrative
user. The program suggests server and domain names based on the company
name you supplied earlier, but you might want to change them. Computer names
and domain names cannot be more than 15 characters long and can consist only of
letters, numbers, and the underscore and hyphen characters. These names are not
case-sensitive.

CAUTION Consider the server and domain names that you choose carefully because
you cannot change them once the installation is complete.

COMPUTER NAMING

The best practice, when selecting a name for your server and for all your network
computers, is to choose consistent, logical names that make sense to all the net-
work's users. Remember, there will be many times in the future when people need
to know the names of specific computers, and unless you want to receive a phone
call every time that happens, you want to avoid using whimsical or nonsensical
names. You should avoid using people’s names for computers as well because it only
causes confusion when employees change jobs or leave the organization.
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On a small-business network that has only a few servers, simple names such as
SERVERA or SERVER1 are appropriate, as are names reflecting each server’s primary
role, such as SVR-DC for your domain controller and SVR-FILE for your file server.
For workstations, generic names such as WKSTN-01 and WKSTN-02 are suitable, but
you might also consider names that reflect the locations of the computers, such as
WK-RECEP for the system on the receptionist’s desk and WK-BKPG1 and WK-BKPG2
for the computers in the bookkeepers’ office. Whatever conventions you elect to
use, create a set of naming rules and use them consistently for all your computers.

DOMAIN NAMING

The domain name that you supply is the name that the setup program assigns to
your AD DS domain, appended with the suffix local. You do not have to register the
name that you choose for use on the Internet. Indeed, this domain cannot be Internet-
accessible because /ocal is not an official top-level domain. However, if you have

a registered Internet domain name, such as adatum.com, you can elect to use the
same second-level name on your internal domain, as in adatum.local, if you want to.

MORE INFO For more information on domains, both on the Internet and in AD DS,
see the section “Understanding Domains,” in Chapter 2.

It is possible to use a suffix other than local for your internal domain name, but
to do so you must install Windows SBS 2011 using an answer file. In fact, if you are
connecting Apple Macintosh computers running OS X version 10.3 or higher to
your network, you must use a different suffix because OS X uses the local suffix for
its Rendezvous service. An answer file is an Extensible Markup Language (XML) file
you create that automates the installation process by supplying responses to the
setup program'’s user prompts. The file also enables you to configure additional
installation parameters that do not appear during an interactive installation or
trigger a server migration.

MORE INFO For more information on using answer files, see “Creating an Answer
File,” in Chapter 5, “Migrating to Windows SBS 2011.”

If you intend to use an internal domain name with a suffix other than Jocal, you
should be careful not to use a domain name that someone else has already registered
for Internet use. Your internal use of the domain name does not affect the legal reg-
istrant’s rights, but it does prevent users on your internal network from accessing that
name on the Internet.

Internal domain names typically use some permutation of the organization'’s
name. For example, the A. Datum Corporation might use adatum.local for its inter-
nal domain. Once you decide on a name for your internal domain, you might want
to consider registering that name on the Internet, in the .com, .net, or .org top-level
domain. Even if you do not need an Internet domain name right now, registering it
prevents anyone else from taking it.

70 Installing Windows Small Business Server (SBS) 2011
www.it-ebooks.info


http://www.it-ebooks.info

USER NAMING

After you supply your server and internal domain names, the setup program
prompts you to create a network administrator account. For security reasons, the
setup program disables the operating system’s built-in Administrator account at
the end of the installation, so you must create an account to use in its place. Before
you do this, you might want to consider a user naming convention for your network
as well. A common convention for smaller networks is to create account names
from the user’s first name and last initial, as in MarkL. For larger networks, where
there is more likely to be a name conflict, you might want to use the first initial and
surname, as in MLee.

Instituting a user-naming convention for your network is not essential. It is
certainly less necessary than a computer-naming convention, but letting users select
their own account names only increases the burden on the network administrator.
When an administrator knows what a user’s account name should be without having
to ask, the account maintenance process runs more smoothly for everyone involved.

Installing Windows SBS 2011

Once your hardware is in place and you have made all the necessary decisions,
you are ready to perform the Windows SBS 2011 installation. Considering all that
the setup process accomplishes, the installation process for Windows SBS 2011 is
remarkably easy. A clean installation (that is, an installation performed on a blank
hard disk) requires only a small amount of interaction; the setup program does
nearly everything itself. Migrations from earlier versions of Windows SBS are a bit
more problematic, however.

Performing a Clean Windows SBS 2011 Installation
To perform a clean installation of Windows SBS 2011 on a new computer or on a
computer with a hard disk that you can wipe clean, use the following procedure:
1. Turn on the computer and insert Disk 1 from the Windows SBS 2011 package
into the DVD-ROM drive.

2. Press a key to boot from the DVD if the system prompts you to do so. The
computer reads from the DVD and displays the first page of the Install
Windows Wizard.
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4.

5.

Click Install now. The Please Read The License Terms page appears.

A ﬁ’ Install Windows

Please read the license terms

MICROSOFT SOFTWARE LICENSE TERMS

MICROSOFT WINDOWS SMALL BUSINESS SERVER 2011 STANDARD

These license terms are an agreement between Microsoft Corporation (or based on
where you live, one of its affiliates) and you. Please read them. They apply to the
software named above, which includes the media on which you received it, if any. The
terms also apply to any Microsoft

0 updates,

0 supplements,

0 Internet-based services, and

0 support services

ccept the license term“s\i

— = ==

-

Select the I accept the license terms check box and click Next. The Which Type

Of Installation Do You Want? page appears.

@ £7 Install Windows

[

Which type of installation do you want?

Upgrade
Upgrade to a newer versien of Windows and keep your files, settings, and programs.
The opticn te upgrade is only available when an existing versicn of Windows is

running. We recommend backing up your files before you proceed.

Custom (advanced)
Install 2 new copy of Windows. This option does not keep your files, settings, and

3 programs. The option te make changes to di nd partitions is ailable when you
[ start your computer using the installation disc. We recommend backing up your files
before you proceed.

Help me decide
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NOTE There is no upgrade path for the Windows SBS 2011 product. If you have
an existing Windows SBS installation, you can migrate it to another server, but you

cannot upgrade it. For more information, see Chapter 5.

6. Click Custom (advanced). The Where Do You Want To Install Windows? page

appears.
@ £7 Install Windows
Where do you want to install Windows?
| MName | Total Size Free Space | Type |
|V Disk 0 Unallocated Space 150.0 GB 150.0 GB |
¢ V Dizk 1 Unallocated Space 40.0GB 40.0 GB
= Disk 2 Unzllocated Space 400 GB 40.0 GB
= Dick 3 Unallocated Space 400 GB 40.0 GB
+4 Refresh Drive opticns (advanced)
&* Load Driver

7. To create a partition on a disk, click Drive options (advanced) to display ad-

ditional controls.

8. Select the disk on which you want to create the partition and click New. In
the Size box that appears, specify a size greater than 120,000 MB (120 GB)
for the partition and click Apply. An Install Windows message box appears,
informing you that Windows will create additional partitions for system files.

9. Click OK. The new partition you created appears in the list.
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@ “’ Install Windows

Where do you want to install Windows?

| MName | Total Size Free Space | Type | [
= Disk 0 Partition 1: System Reserved 100.0 ME 86.0MB  System
|V Dizk 0 Partition 2 1268 GB 1268 GB  Primary |
= Dizk 0 Unallocated Space 230 GB 230 GB
= Dizk 1 Unallocated Space 400 GB 40,0 GB
+ Disk 2 Unallocated Space 400 GB 40.0 GB ;I
*4 Refresh ?( Delete & Format Mew
&* Load Driver 3 Extend

10. Select the partition on which you want to install Windows SBS 2011 and click
Next. The Installing Windows page appears, and the setup program proceeds
through the various stages of the Windows Server 2008 R2 operating system
installation.

[

‘_‘? Install Windows

Installing Windows...

That's all the information we need right now, Your computer will restart several times during
installation.

J| Copying Windows files
Expanding Windows files (46%)
Installing features
Installing updates

Completing installation
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11. When this phase of the installation process is completed, the computer
restarts twice, and the Continue Installation page appears.

Install Windows Small Business Server 2011 Standa

Continue installation

You completed the first phase of the server installation. The next phase installs the server applications and
configures Windows 5B5 settings, It can take 30 minutes or longer to complete the next phase,
depending on the setup mode you select, and the hardware that is installed on the server. Your server will
restart several times,

Choose a setup mode

@ Clean Install
Choose this option if you do not have an existing Windows domain.

 server Migration
Choose this option if you want to join this server to an existing Windows domain, and then install the
server applications.

Learn more about the setup modes

MNext I Cancel |

12. Select the Clean install option and click Next. The Verify The Clock And Time
Zone Settings page appears.

all Windows Small Business Server 2011 Standa

Verify the clock and time zone settings

Ensure that the clock and time zone settings on your system clock are correct, The correct settings prevent
a potential issue with certificates that may result in connectivity issues,

Open Date and Time to verify the clock and time zone settings

Why do I need to verify the clock and time zone settings?

Back | Next Cancel
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13. Click Open date and time to verify the clock and time zone settings. The Date
And Time dialog box appears.

ﬁ Date and Time

Date and Time IAdd\h'onaI Clodcsl Internet Time |

Date:
Wednesday, October 20, 2010

Tire:
5:51:30 AM

Time zone

(UTC-08:00) Pacific Time (US & Canada)
Change time zone...

Daylight Saving Time ends on Sunday, November 07, 2010 at 2:00 AM. The
clock is set to go back 1 hour at that time.

¥ Notify me when the clock changes

Get more time zone inf ion online

How do [ set the clock and time zone?

oK I Cancel | Al |

14. \Verify that the Date, time, and time zone settings are correct. If they are not,
click Change date and time or Change time zone to correct them. Then click
OK to close the Date And Time dialog box.

15. Click Next. The Server Network Configuration page appears.

Install Windows Small Business Server 2011 Standard

Server network configuration

Either you can have your server automatically detect the network settings of the network adapter, or you
can manually choose the network settings.

[ Automatically detect the network settings

& Manually choose the network settings as follows:

Default Gateway: IPA

How should I choose the netwaork settings for the server?

Back | Mext I Cancel
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16. If you have a router already connected to the network, leave the Automatically
detect the network settings option selected and click Next. The Get Important
Updates page appears.

Install Windows Small Business Server 2011 Standard

Get important updates

Go online and get the most recent i llation upd: {0 ded)
Critical updates and security updates help assure a successful installation and help make your
network mare secure.

Without these updates, the installation may not finish successfully, and your server may be
less secure,

&‘
[F=— Do not get the most recent installation updates

Why should I get updates?
Read the Windows Small Business Server 2011 Standard privacy statement

Back | [Mext | Cancel |

17. If you have already installed a router and an Internet connection on your
network, click Go online and get the most recent installation updates. The
Connecting Your Server page appears, displaying the progress of the setup
program as it searches for the router, configures the server’s TCP/IP client,
and downloads updates from the Microsoft website.

18. When the process is complete, the Company Information page appears.
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19.

Install Windows Small Business Server 2011 Standard

Company information

Information about your business is used for settings on your server, It is not sent to Microsoft, and it is
not used to register your product. This information is optional.

Business name

Street address 1

City State/Province

IP/Postal Code Country/Region

| | =z

Street address 2

Tell me how this information is used

Read the Windows Small Business Server 2011 Standard privacy statement

Next I Cancel |

Fill out the text boxes with the name and address of your organization and
click Next. The Personalize Your Server And Your Network page appears.

tall Windows Small Business Server 2011 Standard

Personalize your server and your network

= Server name
P

[for example, Contoso Pharmacy might choose CONTOSOSERVER)
The server name uniquely identifies the server on the network.

A Internal domain name

A short name is recommended (for example, Contoso Pharmacy might cho CONTOSO)

The internal domain name identifies your company network, Users see this name when they log on
to their computers, The internal domain name is not an Internet domain name, and it is not visible
outside of your network. You configure the Internet domain name after the installation finishes.

/¥, You cannot change these names after the installation finishes.

‘What should [ name my server and my internal domain?

Back | [ ext Cancel
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20.

21.

22.

80

In the Server name text box, type the name you selected for your server run-
ning Windows SBS 2011.

In the Internal domain name text box, type the name you selected for your
AD DS domain, without the local suffix. Then click Next. The Add A Network
Administrator Account page appears.

Install Windows Small Business Server 2011 Standard

Add a network administrator account

Use the network administrator account to manage your server and your network, When the
installation finishes, you will be logged on automatically using this account.

@ First name Last name
@ I

Administrator user name

Administrator password Confirm administrator password

Password requirements

() The password must be at least & characters lang.

A password must contain at least 3 of the following 4 types of characters: A-Z, a-z, 09, and
symbals,

What is a network administrator account?

Back | INext Cancel |

Fill out the first and last names of the network administrator and, in the
Administrator user name field, type an account name that conforms to your
naming convention. Then type an appropriate password in the Administrator
password and confirm administrator password text boxes and click Next. The
That Is All The Information Needed page appears, containing the values that
you supplied on the previous pages.

NOTE The name that you specify in the Administrator user name field can con-
tain uppercase or lowercase letters, numbers, or the _#$%&-*{}~! symbols. The

password you specify must be at least eight characters long and contain three of
the following character types: uppercase letters, lowercase letters, numbers, and

symbols.
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Install Windows Small Business Server 2011 Standard

That is all the information needed

Please review the settings:

L5
(s

Server name:
5B51

Internal domain name;
ADATUM

Netwark administrator account name:

Marklee

After the installation finishes, use this account to logon on to the server to perform
administrative tasks.

Company name:

Mame not provided

After you click Mext, you cannot change the server name or internal domain name,

Why tan'tI change the server name or internal domain name later?

Back | Next I

Cancel |

23. Click Next. The Expanding And Installing Files page appears, tracking the
program's progress as it completes the installation.

24. The system restarts twice during this phase of the installation process,
returning to the Expanding And Installing Files page each time. When the
process is complete, the computer restarts one final time and the Successful
Installation page appears.
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sful installation

You can start using y server now!
Follow the Gettil rted task list in the Windows Small Business Server 2011 Standard Consale to finish setting up
YOUF SErver,

Start using the server

2

Performing an OEM Windows SBS 2011 Installation

If you purchase a server with the OEM version of Windows SBS 2011 preinstalled,
the software is already on the computer’s hard disk, but you must perform an
abbreviated version of the setup procedure. The OEM setup procedure omits the
generic operating system installation tasks, which the computer manufacturer has
already performed at the factory, leaving only the tasks that require company-
specific input to proceed.

When you turn on the computer for the first time, the Install Windows Wizard
displays the same first three pages as a DVD installation (shown in steps 1 to 5 of the
procedure in the previous section). These pages enable you to change the language,
time, and currency format, and keyboard settings (if necessary); start the installation;
and accept the license terms. In an OEM package, the manufacturer usually supplies
the Windows SBS 2011 product keys on a Certificate of Authenticity sticker attached
to the computer. You might also find that you do not have to enter the product key
yourself because the manufacturer has entered it as part of the factory setup.

NOTE If you purchase an OEM version of Windows SBS 2011, the Certificate of
Authenticity sticker on your server should contain both the physical and virtual
product keys.

After you have completed the initial pages, the setup procedure skips to the
Continue Installation page and resumes from there (starting at step 12). The installa-
tion is identical to the DVD-based procedure from this point.
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REAL WORLD One additional thing to remember is that when you purchase Windows
SBS 2011 in a bundle with a computer, you might not receive installation DVDs. If this
is the case, the media are on the computer’s hard disk. One of the first things you
should do after completing the setup procedure is to create a set of installation DVDs in
case you ever have to reinstall the computer.

Understanding the Installation Process

When you install the standalone Windows Server 2008 R2 product, you are left with
what is essentially a clean slate. The operating system includes a large collection of
services, packaged in groups called roles, but the setup program does not install any
of them by default. You must add and configure them yourself. With Windows SBS
2011, the situation is extremely different. The setup program not only installs the
operating system; it also adds and configures many of the supplied roles to create a
default server environment that requires relatively little additional configuration.

Most of the configuration tasks that the setup program performs are invisible to
the user during the installation process. However, it is a good idea for administrators
to know what the setup program has done so that they can work with the various
server components later. The following sections list the various roles the setup pro-
gram installs and describe how the program configures them.

Active Directory Certificate Services

A digital certificate is an electronic document, issued by a trusted source called a
certification authority (CA), that verifies the identity of a user or computer. When you
connect to a secured website on the Internet, for example, your browser downloads
a certificate from a third-party CA that verifies that you really are connecting to the
correct site. The setup program for Windows SBS 2011 installs the Active Directory
Certificate Services role, which enables your server to function as a CA for your
internal network.

In addition to installing the role, the setup program uses the new CA to issue two
certificates to your server: a Domain Controller certificate and a Web Server certifi-
cate. These two certificates, self-signed by your server, enable clients on the network
to establish secured connections to the websites hosted by your server and to the
authentication services provided by the AD DS role.

Active Directory Domain Services

One of the most important roles of your server running Windows SBS 2011 is that
of an AD DS domain controller. Among many other functions, the domain controller
maintains a central database of your user and computer accounts, which is accessi-
ble to all the computers on the network. Without an AD DS domain, you would have
to create and maintain separate user accounts on each of the network’s computers.
With AD DS, your users log on to the domain, not individual computers. The domain
controller is responsible for authenticating the users and granting them access to
network resources.
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During the Windows SBS 2011 installation process, the setup program adds
the Active Directory Domain Services role on your server and, using the internal
domain name you specified on the Personalize Your Server And Your Network page,
promotes the server into a domain controller. On a standalone computer running
Windows Server 2008 R2, these are both tasks that you must perform manually.
When the installation is finished, you can begin creating AD DS user and computer
accounts immediately.

MORE INFO For more information on AD DS, see “An Active Directory Primer” in
Chapter 6, “Working with Users, Computers, and Groups.”

Application Server

The Application Server role provides an integrated environment for deploying and
running server-based business applications developed by or for the organization,
including those requiring the services provided by Internet Information Services (IIS),
Microsoft .NET Framework 3.5.1, TCP Port Sharing, and Windows Process Activation
Service.

DHCP Server

As mentioned earlier in this chapter and in Chapter 2, the DHCP Server role enables
your server to issue IP addresses and other TCP/IP configuration settings to other
computers on your network automatically. The Windows SBS 2011 setup program
always installs the DHCP Server role, but it configures and activates the DHCP server
only if it can obtain the information that it needs from a router on the network.

If the server does not detect a router during the installation, it leaves the DHCP
server unconfigured and does not start the DHCP Server service. You must then
start the service manually and configure it using the DHCP Console.

DNS Server

As discussed in Chapter 2, the Domain Name System (DNS) stores information about
domains and computers, most particularly their names and IP addresses. The com-
puters on your network use the DNS server to resolve domain and host names into
the IP addresses they need to initiate TCP/IP communications with other computers,
locally and on the Internet.

In addition to this basic connectivity function, DNS also plays a vital role in AD DS.
As the setup program promotes the server into a domain controller, it installs the
DNS Server role and creates a zone representing your internal domain. In this zone,
the program creates a variety of resource records that enable clients on the network
to locate not only the server but also specific websites and AD DS services on that
computer, as shown in Figure 3-3.
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FIGURE 3-3 Resource records in a DNS zone.

For example, the zone for your domain contains a Host (A) resource record for
the server name you specified during the installation, with the IP address that the
program configured the server to use. The program also created an Alias (CNAME)
record for the name Companyweb, which points to the server’s Host (A) record.
When a client uses a Web browser to connect to the http://companyweb.yourdomain
Jocal address, the client uses the DNS server to resolve the Companyweb alias and
receives the server name in return. The client then resolves the server name and
receives the server's IP address in return. The client can now send a message to the
specific website on the server.

NOTE In this example, using your Windows SBS 2011 server configuration, the need
for two-name resolution processes to establish a connection to a web server that is
running on the same computer as the DNS service might seem strange, but the web
server could just as easily be running on another computer.

File Services

The Windows SBS 2011 setup program installs the File Services role, but does not
add all the available role services. In addition to the File Services role, which enables
the computer to share its files, and which all computers running Windows Server
2008 R2 run by default, the program installs the File Server Resource Manager role
service. This role service, using the File Server Resource Manager Console shown in
Figure 3-4, enables you to establish storage quotas for your users, which limit how
much server disk space they can consume; define file-screening policies, which limit
the types of files that users can store on the server; and generate reports on storage
consumption.
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FIGURE 3-4 The File Server Resource Manager Console.

Network Policy and Access Services

When the setup program installs the Network Policy and Access Services role, it
selects only the Network Policy Server and Routing and Remote Access Services
(RRAS) role services. Network Policy Server enables you to specify conditions that
clients must satisfy before the server allows them to establish a connection.

Windows SBS 2011 uses network policies to control server access through VPN
connections and the Remote Desktop Gateway. For the server to grant them access,
users must be members of the correct security groups and connect with a specific
authentication protocol.

The setup program installs the Routing and Remote Access role service, but only
with its Remote Access Service capabilities. The Routing option, which the program
does not install, is intended to enable a computer running Windows Server 2008 R2
to function as a router, connecting two networks and forwarding traffic between
them. Windows SBS 2011 is designed to support only one network interface on its
primary server, so the server configuration omits the Router module.

The Remote Access Service option enables you to configure your server to host
incoming VPN connections, which enables users at remote locations to connect to
the server through the Internet. Although the setup program installs the role service
required for this function, it does not configure it. You must do this manually using
the Routing and Remote Access Console, shown in Figure 3-5.
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FIGURE 3-5 The Routing and Remote Access Console.

MORE INFO For more information on configuring Routing and Remote Access, see
Chapter 13.

Web Server (11S)

Windows SBS 2011 uses web interfaces for a variety of its applications and services,
so the Web Server (lIS) role is a critical part of the product installation. The setup
program installs the role with many of its dozens of role services, and also creates a
large number of websites and applications, as shown in Figure 3-6. These websites
include the default SharePoint Foundation site, the SharePoint Central Administration
site, the WSUS administration site, and the Outlook Web Access site for Exchange
Server.
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FIGURE 3-6 The Internet Information Services (IIS) Manager Console.

Windows Server Update Services

The Windows Server Update Services role enables the Windows SBS server to store
operating system and Microsoft application updates for approval by administra-
tors and deployment to client computers on the network. Using Group Policy set-
tings that the Windows SBS setup program creates, Windows SBS configures all the
computers on the network to obtain their updates from WSUS, rather than from
the Microsoft Update servers on the Internet. Using the Update Services Console,
shown in Figure 3-7, administrators can review the latest updates received from
Microsoft, evaluate them, and approve them for release to clients.

E Update Services - (o x|
57 Fle  Action  View Window Help ‘ =11
«% =8 |
5 Update Services Update Services ptisns)

Update Services a

Connect to Serve...
—  Use this snap-in to quickly and reliably deploy the latest updates to your
computers. To connect to a remote server, on the Action menu dick Connect to View 4

a Windows Server Update Services

. Server,
& server New Window from...
Servers Administered from This Console |G Refresh
55 ses1 H reo
SBS1 Computer Status SBS1 Update Status
B Computers with errors: 0 g Updstes with o
= Computers needing N - errors:
Computers installed/not [y Updatesneededby g,
0 computers:
applicable:
Updates
¥ installedjnot 4192
applicable:

FIGURE 3-7 The Update Services Console.
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Getting Started

= Using the Windows SBS Console 89

= Performing Post-Installation Tasks 93

he Windows Small Business Server (SBS) 2011 installation process performs

a large number of configuration tasks that administrators have to perform
manually in the case of a standalone Windows Server 2008 R2 installation. How-
ever, this is not to say that a server running Windows SBS is ready for users when
the installation is finished. You still must perform a variety of tasks to prepare the

server for use, not the least of which is familiarizing yourself with the Windows SBS
Console.

Using the Windows SBS Console

The Windows SBS Console is an administrative tool, first introduced in Windows SBS
2008, which replaces the Server Management Console from Windows SBS 2003.
Unlike Server Management, Windows SBS Console is not a Microsoft Management
Console (MMC) snap-in; it is a standalone application that groups together many
of the basic server management and monitoring functions that require separate
applications in Windows Server 2008 R2.

NOTE Windows SBS Console does not replace the standard Windows Server 2008
R2 tools; it merely supplements them. While Windows SBS Console includes many of
the tools that administrators use most often, the various Windows Server 2008 R2
utilities offer many more advanced functions.
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Starting Windows SBS Console

When you log on to Windows SBS 2011 for the first time after the installation,
the Windows SBS Console window opens by default and displays the interface
shown in Figure 4-1. You can also start the program at any time by selecting Start
> Administrative Tools > Windows SBS Console, and then clicking Yes in the User
Account Control dialog box.

By Winduws Small Business Server 2011 Standard Consule

Y - m o«

s Srmall Business Serv

Uisers and Shared Folders  Hackup and et
Groups Network and Web Sites  Server Storage Reporls Securily
6 vep -
: = Tor assess the status of yous network, review the fallowmg
‘ﬂ Getiing Started Tasks 2 Petwork Essentialy Sumanary.
Task |Completed | = Refresh now
Fanish installation I
@ Usmng the Windows Small Busimess Server 2001 Sandard . [~ @ Security ok e (=
Connect to the Internet 51 Updates Critical @ (=
A Connect to the Intemet [ m] =
B Customer feedback options [ m] 3 Backup Warning & (=
A Setup your ntermet address O -
2 Configure a Smart Host far Internet ¢-mail r
& Add atrusted centificate r !, Other Alerts ok 9 =
Pratect your data
W Configure server backup r

FIGURE 4-1 The Windows SBS Console.

You might notice that the Administrative Tools group also contains a Windows
SBS Console (Advanced Mode) shortcut. Selecting this shortcut opens a version
of the Windows SBS Console that includes links to other Windows Server 2008 R2
tools, such as the Active Directory Users And Computers, DHCP, and DNS Manager
Consoles.

TIP In addition to running the Windows SBS Console application on the server, you
can access it from remote locations. From another computer on the local network,
you can use the Remote Desktop Connection client to access the server and start
Windows SBS Console. You can also use the Remote Web Workplace (RWW) site to
access the server from anywhere on the Internet. The address for your RWW site

is http://remote.domain_name.com, where domain_name.com is the name of your
Internet domain.
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Using the Windows SBS Console Interface

The Windows SBS Console has seven main pages represented by seven buttons at
the top of the window. Clicking Home displays a page, different in appearance from
the other six, which consists of two task panes and a status area. Each of these two
panes has an arrow button on the right. Clicking the down arrow on the open pane
minimizes it and moves it to the bottom, so that the other pane can open and take
its place, as shown in Figure 4-2.

Eg windows Small Business Server 2011 Standard Console

> D L n " S

Users and Shared Folders  Backup and

Home HNetwork

Groups and Web Siles  Server Storage

H Frequent Tasks and Community Links - To assess the status of your network, review the followmg
j Sl ty = Metwork Exsentials Summary.
Frequent tatks =) Refesh now
& Add anew user account I@ A —~
82 Addanew group I”) Security oK 9 =
! Add anew shared folde
S add anew repont -’,fj Updates Critical @ (=
@ Open the Welcame Center in Windaws Small Business 5. -
e Configure server backup 3 "
/ i

3 8o to Updwes Backup Warning @

+ Goto Computers
!'. Other Alerts oK @ (=

Community links
[: Microsoft Small Business Center
LT Windows Small Basiness Server Community
[T vindaws Small Basiness Server TechCenter il
L Official Windaws SB5 Blag

tting Started Ta

FIGURE 4-2 Swapping the Task pane in the Home page of the Windows SBS Console.

The other six pages in the console consist of tabbed lists of operating system
elements on the left, as shown in Figure 4-3, and a context-sensitive task list on the
right, which you can use to perform specific actions.
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FIGURE 4-3 The tabbed interface of the Windows SBS Console.

The functions found in the main pages of the Windows SBS Console are as
follows:

Home

Getting started tasks Contains a list of post-installation tasks to perform
on your server

Frequent tasks and community links Contains links to the console’s most
frequently used functions and to Windows SBS resources on the Internet
Network essentials summary Contains status displays for the servers on

your network, along with links to appropriate pages with more informa-
tion

= Users and groups

Users Contains a list of the user accounts you have created in your do-
main and enables you to create new user accounts and manage existing
ones

User roles Enables you to create and manage templates that simplify the
process of creating user accounts

Groups Contains a list of the Windows SBS security and distribution

groups in your domain and enables you to create new groups and man-
age group memberships

Network

Computers Contains a list of the computers on your network and enables
you to add new computers and monitor existing ones
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e Devices Contains a list of shared print and fax devices on the network,
and enables you to manage existing devices and share additional ones

e Connectivity Contains a list of Windows SBS network and Internet re-
sources and enables you to manage their properties

= Shared folders and web sites

e Shared folders Contains a list of the shared folders on the network and
enables you to create new shares and manage existing ones

» Web sites Contains a list of the intranet and Internet websites for the
organization and enables you to manage their properties and permissions

= Backup and server storage
e Backup Contains a list of the scheduled backup jobs for the server and
enables you to configure the jobs, check their status, and restore files
from backups
e Server storage Contains a list of the server's storage volumes and en-
ables you to move specific data stores to other locations
m Reports Contains a list of the Windows SBS reports that the system is con-
figured to generate and enables you to view the reports and create new ones
= Security
e Security Contains a list of the security mechanisms on the server, and
enables you to check their status and view their properties
e Updates Contains a list of the updates downloaded by Windows Server
Update Services (WSUS), tracks their status, and enables you to deploy or
decline them

Performing Post-Installation Tasks

As soon as possible after you install Windows SBS 2011 on your server, you should
begin addressing the items in the Getting started tasks list on the Home page of the
Windows SBS Console. Some of these tasks link to wizards that help you to con-
figure various server functions, while others display help files that provide useful
information about administering your server and your network.

The following sections describe the functions of the various tasks in the list. As
you finish each task, select its Completed check box to keep track of your progress.

Using the Windows SBS Console

For administrators working with Windows SBS for the first time, it is a good idea to
become familiar with the management tools supplied with Windows SBS 2011, es-
pecially the Windows SBS Console. Clicking the Using the Windows SBS console link
on the Home page opens a Help window that describes the basic capabilities of the
Windows SBS and provides links to more detailed help pages on specific subjects.
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Some of the other entries in the Getting started tasks list link to help files as well,
including How can users access computers on the network? and How can | add a
shared printer to the network? For more information on these subjects, see Chapter 6,
"Working with Users, Computers, and Groups” and Chapter 10, “Sharing Printers.”

MORE INFO If you migrated your server running Windows SBS 2011 from an earlier
version of Windows SBS, an additional Migrate to Windows SBS task appears in the
Getting started tasks list. For more information on completing the migration process,
see the section entitled “Performing Post-Migration Tasks,” in Chapter 5, “Migrating to
Windows SBS 2011."

Connecting to the Internet

The Connect To The Internet Wizard is an important part of the Windows SBS 2011
setup process; many of the other wizards in the Getting started tasks list cannot run
until you complete it. If you installed your server running Windows SBS 2011 before
setting up an Internet access router on your network, this wizard detects the router
and configures the server to use it for Internet access. The wizard also configures the
DHCP Server service on the computer to supply Internet Protocol (IP) addresses and
other Transmission Control Protocol/Internet Protocol (TCP/IP) configuration settings
to the client workstations that you will be connecting to the network.

TIP You should run the Connect To The Internet Wizard again if you ever install a
new router on your network or reconfigure your router to use a different IP address.
You can access the wizard from the Home page of the Windows SBS Console or by
switching to the Network page, selecting the Connectivity tab, and, in the Tasks pane,
clicking Connect to the Internet.

To complete the Connect To The Internet Wizard, set up your router on the
network according to the manufacturer's instructions and then use the following
procedure:

1. Log on to your server running Windows SBS 2011 using an account with

network Administrator privileges. The Windows SBS Console appears.

2. On the Home page of the Windows SBS Console, click Connect to the Internet.

The Connect To The Internet Wizard appears, displaying the Before You
Begin page.
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%% Connect to the Internet =10 x|

Befare you begin

This wizard helps you set up your network to connect to the Internet.

To finish this wizard, you need the fallowing:
+  ThelP address of the intarnal interface on your router,

+  Thelogon information for your router, which is usually in the documentation from the router
manufacturer,

Tell me maore about connecting to the Internst

® After you click Mext, the server tries to find your router, If your router is found, the wizard tests your
Internet connection. Mo infarmation is sent to Microsoft,

Mext I Cancel |

As noted on the Before You Begin page, you should locate the IP address

of your router’s internal interface before you proceed with the wizard. Stand-
alone router devices usually have a web-based administration interface and

a factory-configured IP address that is specified in the product documenta-
tion. To access the administration interface, you type that IP address in a web
browser and log in using the access password, also specified in the product
documentation.

MORE INFO TCP/IP routers, by definition, have two IP addresses because their
function is to connect two networks. The internal interface is the one connected
to your private network, for which the router uses an address in the designated
private IP address ranges. The external network interface is the one connected
to your Internet service provider’s (ISP’s) network, which typically has a Dynamic
Host Configuration Protocol (DHCP) server that assigns an IP address to the
router.

Click Next. The Detecting The Existing Network page appears.

The wizard attempts to detect a router on the network and access its settings.
If the attempt is successful, the Detecting The Router And Configuring Your
Network page appears. This page specifies the IP address of the router’s
internal interface, which becomes the Default Gateway address for all your
network computers, and the IP address that the wizard configures your server
to use.
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#%® Connect to the Internet =10 x|

Detecting the router and configuring your network

j’ The server detected that your router is at the IP address 10.0.0.1, If this is not the IP address of the
router, or the server IP address is not acceptable you can type a different value for the router IP
address,

Metwork IP Addresses

Router IP Address:
=
LU VN |

g' Server IP Address:
# I 0. o0 .0 . 2

How doIfind out theIP address of my router?

Back | Mext I Cancel |

If there is a router on your network, and the wizard fails to detect it, the
wizard leaves the Router IP address and server IP address text boxes blank.
Click Cancel to exit the wizard, troubleshoot your router, and restart the
wizard.

4. If the Router IP address and Server IP address values that appear on the page
are correct, click Next. If the Router IP address and Server IP address fields
are incorrect or blank, then troubleshoot your router (if necessary), supply
the correct values, and click Next. The wizard configures your server, and the
Your Network Is Now Connected To The Internet! page appears.

5. Click Finish. The wizard closes.

MORE INFO The previous procedure assumes that you have a properly functioning
router connected to your network and configured to access the Internet. For more
information on choosing and setting up an Internet access router, see the sections
entitled “Selecting a Router” and “Connecting Your Router,” in Chapter 3, “Installing
Windows Small Business Server (SBS) 2011."

The basic function of the Connect To The Internet Wizard is to configure your
server with an IP address on the same network as your router, and a Default Gate-
way address that is the same as the router’s IP address. This enables the server to
access the Internet through the router. In addition, the wizard configures the DHCP
Server service on the computer running Windows SBS.
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The Windows SBS 2011 setup program installs the DHCP Server role during the
server installation whether a router is present on the network or not, leaving the DHCP
Server unconfigured and the service stopped. The wizard configures the DHCP Server
by starting the service and creating a scope. In DHCP parlance, a scope is a range
of IP addresses that the server can allocate dynamically to clients on the network as
needed.

As you can see in the DHCP Console, shown in Figure 4-4, the wizard has created
a scope consisting of the IP addresses from x.x.x.1 to x.x.x.254 on the network it
detected from the router. The wizard has also created an address exclusion for the
scope, which prevents the service from allocating the IP addresses from x.x.x.1 to
x.x.x.10. This exclusion range includes the address of the router, the Windows SBS
server address, and additional addresses for any other servers that you might want
to install on the network at a later time.

% DHCP =101x|

File  Action Yiew Help

&9 Fnlc= HE

?‘ DHZP Start IP Address | End IP Address I Drescripkion |
B sbst.adstum.local $010.0,0.1 10,0,0.254 Address range For distribution
B i IPvd [H10.0,0.1 10.0.0.10 1P Addresses excuded from distribution

g
@ Address Leases

5| Reservations
", Scope Cptions

3 Server Options

F| Filters
B P
3 Server Options

| | ©
| | |

FIGURE 4-4 The DHCP Console, showing the scope that the Connect To The Internet Wizard created.

NOTE In Figure 4-4, the DHCP scope is using the 192.168.2.0 network address because
this happens to be the private network address that the router uses. Your router might
use a different address, and the wizard configures the DHCP scope accordingly.

In addition to the range of IP addresses and the exclusion range, the wizard also
configures the DHCP scope with scope options, as shown in Figure 4-5. Scope options
are additional TCP/IP configuration settings that the DHCP server delivers to clients
along with an IP address.
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FIGURE 4-5 The DHCP Console, showing the scope options that the Connect To The Internet
Wizard created.

The scope options that the wizard configures are as follows:

= 003 Router Specifies the IP address of the router, which the client should
use for its Default Gateway address

= 006 DNS servers Specifies the IP address of the server running Windows
SBS 2011, which functions as a DNS server and which the client should use
for its Preferred DNS Server address

= 015 DNS Domain name Specifies the name of the internal domain that
you created during the Windows SBS 2011 installation

If the wizard fails to detect a router on the network, you can still specify values
for the Router IP address and Server IP address fields. After you confirm that you
want the server configuration process to continue, the wizard configures the TCP/IP
and DHCP Server settings just as if a router were present and then displays pages
that help you to configure your router for Internet access.

The Configure Your Router page, shown in Figure 4-6, enables you to connect to
your router's administration console so that you can manually configure it and then
test its Internet connectivity. This function assumes that the router uses web-based
configuration and the standard port number (80) for its interface. If the router is
configured to use a nonstandard port number for the administrative interface,
you can connect to it with a web browser using a uniform resource locator (URL)
that specifies both an IP address and a port number, as in the following example:
http://10.0.0.1:4096. If the router uses a different type of administrative interface,
consult the router manufacturer’'s documentation to determine how to access it.
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%% Connect to the Internet ;Iglil

Canfigure your router

To set up the router connection to theInternet, use the router administration console,

@ Click Manage router to apen the router administration console,

IManage router ... |

After you set up your router, dick the Test button to verify that your router is connected to the
Internet,

Test |

@ To test your Internet connection, the wizard contacts a public server.

Back | Mext I Cancel

FIGURE 4-6 The Configure Your Router page of the Connect To The Internet Wizard.

Before you proceed with the other wizards in the Getting started tasks list, you
must complete this wizard successfully by connecting to the Internet through a
router on your network. The Windows SBS Console does not permit the other wizards
requiring Internet access to launch until the Connect To The Internet Wizard succeeds.

Customer Feedback Options

Selecting the Customer feedback options link causes a Customer Experience Improvement
Program dialog box to appear, which asks if you want to allow Windows SBS to send
information about your system hardware and usage trends anonymously to Microsoft
for analysis.

Set Up Your Internet Address

For your users to send and receive Internet email or access your network services
from a remote location, you must establish a presence on the Internet. This is differ-
ent from simply accessing the Internet, which you configured the server to do when
you ran the Connect To The Internet Wizard. Establishing a presence on the Internet
enables users on the Internet to access your network’s resources. To receive email
from users outside your organization, for example, their messages must be able to
reach the Microsoft Exchange Server application running on your server.
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By default, Windows SBS 2011 configures your server to use a private IP address
and a domain name with a /ocal suffix (both of which are inaccessible from the Inter-
net by design). To establish an Internet presence, you must register a domain name
with an Internet domain registrar and configure your router to admit Internet traffic
addressed to your server. The domain name enables Internet users to locate your
network, and the router configuration lets the packets coming from those users
pass through your firewall. Both of these tasks can be relatively complicated, but
fortunately, Windows SBS 2011 includes an Internet Address Management Wizard
that helps you to complete them.

The Internet Address Management Wizard prompts you to select a domain
name that is accessible from the Internet, as opposed to the local name you speci-
fied for your Active Directory Domain Services (AD DS) domain during the Windows
SBS 2011 installation. The most common practice is to use the same second-level
domain name, but with a different top-level domain. For example, if you use
adatum.local for your internal domain, you might choose adatum.com for your
Internet domain. You don't have to use the same second-level domain, however;
you can use any domain name that is available for registration.

If the Internet domain name you select is available, the wizard enables you to
register it with one of several commercial domain registrars. If you already have
a registered domain name, the wizard lets you use that instead. Once you have a
registered domain name, the wizard then configures your server, your router, and
the Domain Name System records for the new domain.

Registering a New Domain

The Internet Address Management Wizard requires access to the Internet, so you
must complete the Connect To The Internet Wizard first. Then, to run the wizard
and register a new domain name, use the following procedure:

1. Log on to your Windows SBS 2011 primary server using an account with
network Administrator privileges. The Windows SBS Console appears.

2. On the Home page of the Windows SBS Console, click Set up your Internet
address. The Internet Address Management Wizard appears, displaying the
Before You Begin page.
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T Internet Address Management . ] 9

Befare you begin

This wizarc helps you establish a presence for your small business on the Internet, It also enables
impartant features of your server, such as campany e-mail and Remate Web Access,

If you are registering a new domain, make sure thatyou have the fallowing infarmation available:

e Anidea forthe damain name that you want, for example: cantosa,com,
+  Oneor more alternate names, in case your first choice is not available,
« A credit card to pay for the domain name registration.

If you alreacy have a domain name, make sure that you have the following information available:

s The name of your Internet domain.
« The name of your damain provider,
+ Thelogon information for your domain provider,

@ The amount of time it tales to complete this wizard can vary, depending on the availability of
your preferred domain names, the type and speed of your Internet conneadtion, and other
factors,

Mext I Cancel |

The Before You Begin page lists the resources that you need to complete the
wizard, which vary, depending on whether you are registering a new domain
name or using an existing one. To register a new name, you must have some
idea what name you want to use and a credit card to pay the registration fee.

TIP Determining what domain name to use for your organization can often be
the hardest part of this entire process. In fact, you might want to begin your search
for a domain name before you install Windows SBS 2011 and create your internal
domain. The most popular generic top-level domains (gTLDs) on the Internet:
com, net, and org, have millions of names already registered, and you might find it
difficult to find a satisfactory name that is available for use.

If your company name is already taken in the com, net, and org domains, you
must either choose a variation on the company name, or select a different gTLD.
For example, if you are the owner of an eponymously named company that
manufactures kilts, and your surname is the same as that of a well-known fast
food restaurant chain, you will probably not be able to register your company
name in the com domain. Your alternatives are to either vary the name, such as
by adding the word “kilts” to your surname, or register your surname in a less
popular gTLD, such as biz.

To check on the availability of specific domain names before you run the Inter-
net Address Management Wizard, you can use the WHOIS service provided by
the Internet Corporation for Assigned Names and Numbers (ICANN), available
at http://www.internic.net/whois.html.
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3. Click Next. The Do You Want To Register A New Domain Name? page appears.

nternet Address Management

=10l
Do youwant to register a new domain name?

Adomain name is used to establish a presence on the Internet, When you configure a domain
name an your server, you <an use it for e-mail addresses, such as sales@contoso.com. You can
also use it to create a Web site that enables employees to access their company e-mail and other

information when they are away from the office,
To use a domain name on this server, choose ane of the following options:

@ Iwantto purchase a new domain name,

" Ialready have a domain name that Iwant to use,

View my location information...

Which option is right for me?

@ Ifyou click Mext, the country you entered during installation will be sentto Microsoft. For more
information, read the Windows Small Business Server "7” Preview Privacy Statement online,

Back | Next Cancel |

4. Select the | want to purchase a new domain name option and click Next. The

Type The Domain Name That You Want To Register page appears.

T Internet Address Management

I
Type the domain name that you want to register

Type the domain name that you want to register, and then select the extension that you prefer. For example,

if wou want to register the domain name contoso,com, bype "contoso," and then choose ".com” in the
drop-down list.

Domain narme: Extension:

[ [eor =]

‘wihy iz my domain extension not available to select?

I you click Mext, the locale you entered at setup and domain extension will be sent ko Micrasoft in order
to generate a current list of participating domain name providets in vour area,

Back | [fext I Cancel
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5. Inthe Domain name text box, type the second-level domain name that you
want to register. Then, from the Extension drop-down list, select the top-level
domain that you want to use and click Next. The Choose A Domain Name
Provider page appears.

The wizard displays a list of domain name registrars, based on the domain
name that you entered and the location that you specified during the
Windows SBS 2011 installation.

NOTE Although you can use any registrar to register your domain name, you
must select one of the registrars suggested by the wizard for Windows SBS 2011
to manage your domain fully.

6. Select the domain registrar that you want to use and click Next. The wizard
sends the name you specified to the selected registrar.

TIP You might want to examine each of the registrars’ websites before you
commit to one of them. Domain registration has become a highly competitive
business in recent years, and prices can vary widely.

7. If the name you specified is not available for registration, the Choose A
Different Domain Name page appears, offering variations on the name
that are available. Type an alternative name in the fields provided and click

Search.
T Internet Address Management o ] 3
Choaose a different domain name
& The domain name that you choze, adatum.com, is not available. To continue, sither chooze a name from

the list of available domain names, which iz provided by eMomCentral, or search for a different domain
name.

Available domain names Search

adatum.cc - Domain name: Extension:

adatur.ty

adatumonline. com I I.com j
adatumanline net

adatumnonling. co Search

adatumnanline. b A

rmpadatum. com

myadatum. net ™ Send my address information to the

myadatum. co provider ta help it recommend altemnative
rapadaturm. by dornain names.

theadatum.com

theadaturn. net

theadatum.cc ﬂ

Back | [ext Cancel
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If the name you specified is available for registration, the Register And Pur-
chase The Domain Name page appears. Click Register now to open Internet
Explorer and connect to the registrar’s website.

T4 Internet Address Management i s 3

Update domain name registration with your provider

WVisit the Web site of the domain name provider that vou chose, in order to abtain the next steps for your
existing domain name. For your domain name to work, you might need to transfer the domain name to
the provider or upgrade your service with that provider, Verify that the domain name and the provicer
chaoices that appear an this page are carred, and then click Visit Web Site,

Domain name and provider

Domain name:  adatum.info

Provider: GoDaddy.com

@ After you configure your domain name, return to this
page and cick Mext to continue,

Visit Web site..,

Back Mext Cancel

BEST PRACTICES Domain name registrars are commercial enterprises, and they
may very likely try to sell you a variety of additional products and services before
you complete the registration process. While you might want to consider some of
their offers, you don't need anything other than a standard domain name regis-
tration to complete the wizard and finish configuring your server.

Use the form on the registrar’s website to register your selected domain
name. You have to supply, at minimum, your name, mailing address, tele-
phone number, and credit card information to complete the registration
process.

NOTE The registrar adds the contact information that you supply to the WHOIS
database, in which it is available to anyone who searches for your domain name.
Domain name registration listings must have an administration, a billing, and a
technical contact. These can all be the same person, or you can specify a different
individual for each one. Because this is public information, many organizations
use a post office box or pay an additional fee for a private registration to prevent
their contact information from being harvested by spammers.
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10.

11.

12.

Once you have completed the registration process on the website, return to
the wizard and click Next. The Store Your Domain Name Information page
appears.

17 Internet Address Management i ] 3

Store your domain name information

Typethe domain name, user name, and password that you transferred to GoDaddy.com, This
information is required to manage and monitor your domain name and to complete Setup,

Damain name and extensian:

[adatum.into]

{For example, contosa.cam)

User name:

e

Passwaord:

Advanced settings

Fyou click Configure, your IP address will besentto your provider in order to set up your server onthe
Internet, Your user name and password will be stored in Windows Small Business Server 7" Preview,
This information will be sent periodically to your provider to help maintain your domain, View the
Windows Small Business Server "7 Preview Privacy Statement online,

Back | Canfrgure I Cancel

In the Domain name and extension text box, type your full domain name,
with the suffix.

In the User name and password text boxes, type the credentials that provide
access to your account on the registrar’s website.

NOTE Some registrars have you supply the user name and password that you
want to use during the registration process, while others assign credentials to you.

By default, the wizard uses the name remote for the Windows SBS 2011
Remote Web Workplace site, so that the Internet URL for the domain adatum
.info would be http.//remote.adatum.info. If you want to use a different name,
click Advanced settings to display the Advanced Settings dialog box, shown in
the following illustration, in which you can specify an alternative.
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x

“Fou can specify & prefis for pour domain name that will identify the Intemmet location of
your server for remote access. "We recommend that you follaw this practice so that
Internet users do nat confuse pour remote access Web site with pour public \wWeb site.

Domain prefis:

Iremute
" Danot use a domain prefix [e.q. contoso.com)

Domain name:

|rem0te.adatum.info

o | o ]

13. Click Configure. The Configuring Your Server page appears, displaying the

wizard’s progress as it configures the server, the router, and the DNS resource
records for the domain.

T0 Internet Address Management B ] 1

Configuring your server

This may take several minutes. Please wait for the fallowing actions to finish:

Q Remote Web Access site: https://remote.adatum.info
V] Exchange e-mail: @adatum.info
Internet router

Internet domain name with GoDaddy.com: adatum.info

C |

Gancel

14. When the configuration process finishes, the Congratulations! page appears,

summarizing the wizard’s results and displaying any warnings that might
have occurred.

15. Click Finish. The wizard closes.
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Using an Existing Domain

If you already have a registered domain on the Internet, you can still use the Internet
Address Management Wizard to configure your network to use it. When you select
the I already have a domain name that | want to use option on the Do You Want To
Register A New Domain Name? page and click Next, a How Do You Want To Manage
Your Domain Name? page appears, as shown in Figure 4-7.

77 Internet Address Management i =] |

How do you want to manage your domain name?

You can manage your domain name either manually or by using Windows Small Business Server
"1 Preview, The server can keep your domain name up to date on the Internet and can alert you if
thereis a problem.

To manage your domain name, choose ane of the fallowing options:

& Iwantthe serverto manage the damain name for me

Mote: You may need to transfer your domain name to a supported domain name provider, ar you
may need to add services to your domain to make the domain name aperate fully with Windaows
SB3,

 Iwantto manage the domain name myself.

Mote: You must sign in to the Web site far your damain name provider to manually configure DMHS
recards,

View my location information..,
Which option is right for me?

@ IFyou click Mext, the country you entered during installation will be sent to Microsoft. For maore
information, read the Windows Small Business Server "T" Preview Privacy Statement online.

Back | Mext I Cancel

FIGURE 4-7 The How Do You Want To Manage Your Domain Name? page in the Internet Address
Management Wizard.

This page provides the following two options:

= | want the server to manage the domain name for me To use this option,
your domain name must be registered with one of the registrars supported
by the wizard. If you have registered your domain with another registrar, the
wizard gives you the opportunity to transfer the domain to one of the sup-
ported registrars, a process that can take several days. Once you have com-
pleted the transfer, the wizard proceeds as with a newly registered domain.

= |/ want to manage the domain name myself If you decide to leave your
domain name with another registrar, the wizard configures your server and
your router, but it cannot create the new resource records your network
needs on your registrar’s DNS servers. In this case, you must create those
resource records yourself, using the interface supplied by the registrar and
the information in the next section.
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Understanding the Wizard's Configurations
During the configuration phase, the Internet Address Management Wizard makes
a variety of changes to the various components involved in your presence on the
Internet. First, on your server running Windows SBS 2011, the wizard configures the
following services:
= Certification Authority (CA) The wizard has the CA on the server issue a
certificate for the Remote Web Workplace website, as shown in Figure 4-8.
This certificate enables users on the Internet to confirm that the RWW that
they are connecting to is authentic.

Certificate x|

General | Details | Certification Path |

g Certificate Information

This certificate is intended for the following purpose(s):
* Ensures the identity of a remote computer

Issued bo:  remote.adatum.info
Issued by: adatum-SB51-CA

valid from 10/ 23/ 2010 to 10} 22/ 2012

H? ‘ou have a private key that corresponds ta this certificate,

Issuer Skatement |

Learn more about certificates

FIGURE 4-8 The certificate for the RWW site, issued by the CA.

= Domain Name System (DNS) On the server's DNS server, the wizard cre-
ates a zone for the remote third-level domain beneath the Internet domain
that you registered, as shown in Figure 4-9. This makes the DNS server the
authoritative source for information about this third-level domain.
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File Action View Help

les s [FIXEc=|HmEl 3 8

£ ons Mame [ Type [ Data [ Timestamp
a j 5B51 a(same as parent folder) Start of Authority (SOA) [2], sbsl.adatum.local,, ad.,,  static
Global Logs ] tsame as parert: Folder) Hame Server (NS} sbsl,adatum local. static
5[] Forward Lookup Zones | £ ¢come as parent folder) Host (4) 10.0.0.2 static
. _msdcs.adatumn.lacal
adatum.local
] lakum.info
| Reverse Lookup Zones
| Conditional Farwarders
< | i

FIGURE 4-9 The DNS Manager Console, showing the third-level domain created by the
Internet Address Management Wizard.

= Internet Information Services (1IS)

The wizard configures IIS on the

server to recognize incoming web traffic addressed to the remote domain
and forward it to the Remote Web Workplace site.

= Simple Mail Transfer Protocol (SMTP) The wizard configures Exchange
Server 2010 to process incoming SMTP traffic addressed to the domain you

registered.

Next, the wizard uses the credentials you supplied to connect to your registrar's
website and configure DNS records for your newly registered domain. What you are
actually paying for when you register a domain is space on the registrar’s DNS serv-
ers, in which you can create resource records in that domain.

MORE INFO For more information on domain names and the Domain Name System
(DNS), see the section entitled “Understanding Domains” in Chapter 2, “A Networking

Primer.”

Using the interface provided by the registrar, the wizard automatically creates
the resource records listed in Table 4-1.

TABLE 4-1 DNS Resource Records for Your Internet Domain

RECORD TYPE NAME

Host (A) remote

Mail Exchanger domain.com
(MX)

RECORD SETTINGS

IP address of your
router’s external
interface

remote.domain.com

www.it-ebooks.info

RECORD FUNCTION

Maps the remote name
in your domain to your
router’s Internet IP
address

Directs SMTP mail traffic
to your server running
Windows SBS 2011
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RECORD TYPE NAME RECORD SETTINGS RECORD FUNCTION

Text (TXT) domain.com v=spfl a mx ~all Prevents email sent by
your internal users from
being flagged as spam

Service (SRV) _autodiscover  Protocol = _tcp Enables remote email
Priority = 0 users to configure the
Weight = 0 Outlook Anywhere client
Port = 443 automatically
Target = remote.
domain.com

NOTE |In this table, replace domain.com with your full Internet domain name and
suffix.

Finally, if your router conforms to the Universal Plug and Play (UPnP) standard,
the wizard configures your router by opening ports 25, 80, 443, and 987, so that
traffic arriving from the Internet using those ports can pass through the firewall to
your server running Windows SBS 2011.

If your router does not support UpnP, you must configure it yourself to admit
traffic through those ports and forward it to the server’s IP address. A router’s config-
uration site typically provides an interface for this like the one shown in Figure 4-10.

Port Range
Application  Start End  Protocol  IP Addiess  Enable
[entp [z5 10 25 |Both =] 1s2ie2]7 R
[atee EER S EE [Both =] 1e21ee2]7 W
T RL: ] R
ja21882[7 W

FIGURE 4-10 A typical port-forwarding interface in a router's configuration site.

[s1 [t43 10 [143 | |Both

L L«

[sb= [387 10 [987 | |[Both

Configure a Smart Host for Internet Email

A smart host is an external email server, typically operated by an ISP, which you can
use as an intermediate stop for your users’ outgoing email. For more information on
configuring a smart host, see Chapter 15, "“Administering Email.”

Add a Trusted Certificate

Digital certificates are electronic documents that verify the identity of a computer or
a user. By default, a server running Windows SBS 2011 creates self-signed certificates
for the intranet websites it hosts and for its domain controller functions. Self-signed
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certificates are sufficient for internal functions because users on the network can
trust the authority of their local server.

When a client computer first uses one of these internal functions, it automatically ap-
plies for and receives a certificate from the server, a process called autoenrollment.
The process is invisible to the users on the network, but they can open the Certificates
snap-in on their computers and look at the certificates they have received.

However, Internet users are not logged on to the AD DS domain, so they cannot
obtain certificates using autoenrollment. When a remote user on the Internet con-
nects to a Windows SBS 2011 resource on your network, such as the RWW website,
the browser displays an error message, as shown in Figure 4-11. This message ap-
pears because the web server has generated its own certificate, and on the Internet,
a computer that verifies its own identity is not trustworthy.

(TEer ificate Error: Navigation Blocked - Windows Internet Explorer

! 3 : |+ i -
A, I@, httpe jfremoke. adatum.info) J | K Ib Bing L
Fle Edit ‘iew Favorites Tools Help

o Favorites @ Certificate Errar: Navigation Blacked | | S B0 - 0 mm - Page~ Safety - Tooks - e
=

e
L@ There is a problem with this website's security certificate.

The security certificate presented by this website was not issued by a trusted certificate
authority.

Security certificate problems may indicate an attempt to fool you or intercept any data you
send to the server.

We recommend that you close this webpage and do not continue to this website,
@ Click here to close this webpage.
B Continue to this website (not recommended),

@ More information

El
[pere [T T T [ nternet [Fa = [Hamw -

FIGURE 4-11 A certificate error in a web browser.

For users conscious of this situation, clicking the Continue to this website (not
recommended) link presents no danger, but to eliminate the error message, the
server must have a certificate issued by a third party that both the clients and the
server trust. The third party is typically a commercial CA that is in the business of
confirming the identities of clients and issuing certificates attesting to that identity.

MORE INFO You can also eliminate the error message by deploying your server’s

self-signed certificate on the remote computer. For more information, see Chapter 13,
“Managing Windows SBS 2011."

The Getting Started Tasks page provides an Add A Trusted Certificate Wizard
that simplifies the process of enrolling for and installing a third-party certificate. To
run the wizard, use the following procedure:
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1. Log on to your Windows SBS 2011 primary server, using an account with net-
work Administrator privileges. The Windows SBS Console window appears.

2. On the Home page of the Windows SBS Console, click Add a trusted certificate.
The Add A Trusted Certificate Wizard appears, displaying the Before You
Begin page.

Add a Trusted Ce

=101%]

Before you begin

This wizard helps you request, renew, and install a trusted certificate from a certificate service provider,
A trusted certificate replaces your current self-issued certificate and provides proper identification for
your server on the Internet. When you have a trusted certificate, users who access your Remote Web
Access site from public computers will not receive certificate error warnings.

MOTE: You must purchase a trusted certificate separately from a certificate service provider.

‘What is a trusted certificate?

How do Timpaort an existing trusted certificate?

@ This wizard is run in two parts. First, you generate the request for a trusted certificate, and then you
install the trusted certificate. The time it takes to finish this wizard varies, depending on how long it
takes to receive a trusted certificate from the certificate service pravider,

Mext Cancel

3. Click Next. The Get The Certificate page appears.

dd a Trusted Cer!

=101 %]

Get the certificate

Do you want to buy a new certificate or use one that is alreacly installed on the server?

[l Twant to buy a certificate from a certificate provider,
Choaose this option to buy a completely new trusted certificate for your server,
[l Iwant to use a certificate that is already installed on the server,

Choose this option if you already installed the certificate an your server and now you want to
configure your server to use the certificate,

Back | Mext Cancel
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4.

5.

Select the I want to buy a certificate from a certificate provider option and
click Next. The Verify The Information For Your Trusted Certificate page ap-
pears, containing the name of your remote site and the company and address
information you supplied during the Windows SBS 2011 installation.

B8 Add a Trusted Certificate

Verify the information for your trusted certificate

The following information is used to purchase your trusted certificate If any of the information is
ﬂ incorrect ar missing, you should change it now, Otherwise, you may need to purchase another
trusted certificate to correct the information,

Issued To:

Iremote.a:latu m.infa

Organization:

IA. Datum Carporation

Country: State / Province:
[Us (united states) =] ur
ity

Il‘law‘fnrb

How is this infarmation used?

=10l

Back | Mext Cancel

Modify the company and address information, if necessary, and click Next.
The Generate A Certificate Request page appears.

B8 add a Trusted Certificate

Generate a certificate request

The trusted certificate provider requires some encoced data from your server. The encoded data is listed
in the Certificate Request text box, which was generated using the contact information that you
pravided.

Click Copy to copy the encoded data, and then paste it into the space provided on the request page of
your certificate service provider's Web site,

Generate Trusted Certificate Request

|-—_BEGIN NEW CERTIFICATE REQUEST-—

IMIEKTCCAKE CAQAWAY gxCZAIB gNVBATTAIVTMQswCQYDVQ QIDA)
OWTERMABGALLIE

BwwITmV3IF lvcmsxHTABB gMVBAsSMFEEUIERhaAHVETENvenByemF Oa
WAUMRIWGWYD
VQOKDBRBLIBEYXR1bSEDb3Iwh3)hdGlvbjEbMBEGALUEAWWS cm
Vth3RILmFIYXRT

b5 5phmZyMIBLAMB gkeahkiGIwiBAQEFAADCAQBAMIBCaKCAQE

Saveto File.. Copy

You can purchase atrusted certificate from your domain name provider: GoDaddy.com.

=101%]

Back | Mext I Cancel
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7.
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NOTE If your domain name registrar can also supply certificates, the wizard
displays a link to its site. However, you can use any provider you want to obtain
your certificate.

Click Copy to copy the certificate request to the clipboard or click Save to file
to save the request as a file on your local drive.

Click Next. The A Request Is In Progress page appears.
BRI

A requestis in progress...

After they have all the requirad information, the trusted certificate provider will send yvou a certificate
file,

What do youwantto da?

WMy certificate pravider needs more time to process the request,
% Ihave a certificate fram my certificate pravider,

' Twantto cancel my request.

Back | MNext I Cancel |

Open the website of the certificate provider that you want to use and submit
your request by pasting the contents of the Clipboard into the appropriate
form or uploading the request file that you saved. After you pay a fee and
supply the correct information, the provider issues a certificate, either as text
you can copy to the Clipboard or as a file you can download.

Return to the Add A Trusted Certificate Wizard, make sure that the / have a
certificate from my certificate provider option is selected, and click Next. The
Import The Trusted Certificate page appears.
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B Add a Trusted Certificate . ] 9

Import the trusted certificate

If you receive encoded text from your certificate provider, paste the encoded text into the message
bax, and then cick Hext, If you receive a file fram your certificate pravider, click Brawse to locate the
file, and then click Mext,

fou may not use both methods to import your trusted certificate,

Trusted Certificate

Paste the encoded text from your certificate provider

Select the certificate file from your certificate pravider

Browse.. |

Back | ext Cancel |

10. Inthe Trusted certificate box, either paste the text that you copied from the
certificate provider's site or click Browse to select the file that you downloaded,
and then click Next. A The Trusted Certificate Is Imported Successfully page
appears.

11. Click Finish. The wizard closes.

Configure Server Backup

The Getting started tasks list contains a link to the Configure Server Backup Wizard,
which you can also access from the Backup And Server Storage page of the Windows
SBS Console. For information on performing backups and restores on your server
running Windows SBS 2011, see Chapter 12, “Backing Up and Restoring.”

Adding Users and Computers

To connect workstations to your network, you must create user accounts and join
the computers to your AD DS domain. The Add A New User Account Wizard in the
Getting started tasks list is also accessible from the Users And Groups page in the
Windows SBS Console. The Connect Computers To Your Network Wizard is also
accessible from the Network page. For information on using these wizards, see
Chapter 6.
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Migrating to Windows
SBS 2011

= Understanding the Migration Process 118

= Performing Post-Migration Tasks 130

F or users of previous versions of Windows SBS, Windows SBS 2011 is not a simple
upgrade. Microsoft does not provide an in-place upgrade path from Windows
SBS 2003 R2 or Windows SBS 2008 to Windows SBS 2011 for several reasons,
including these:

= Hardware requirements Windows SBS 2003 R2 runs on a computer
with a 32-bit processor and a maximum of 4 GB of memory. The Microsoft
Exchange Server 2003 SP2 product is also a 32-bit application. Windows
SBS 2008 and Windows SBS 2011 both require a 64-bit processor and a
minimum of 4 GB and 8 GB of memory, respectively. All versions of Exchange
since Exchange Server 2007 are also 64-bit applications.

= Network configuration Windows SBS 2003 R2 is designed to function
as a router between a private small-business network and the Internet.
The Premium Edition includes the Internet and Security Acceleration (ISA)
Server 2004 product to help secure this configuration. However, in Windows
SBS 2008, Microsoft recognized that connecting a domain controller to the
Internet is an inherently insecure practice, and in response, the company
redesigned the default configuration to use a single network interface on
the server and a separate router device connecting the network to the
Internet. Windows SBS 2011 maintains the same configuration.

117
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= Application compatibility Each subsequent version of Windows SBS
includes new applications or new application versions that do not support
in-place upgrades. For example, Windows SBS 2008 omits the ISA Server
2004 product from Windows SBS 2003 R2, in favor of the Network Policy
Server role now included in Windows Server 2008 R2. However, the two are
not exact equivalents, and there is no direct upgrade path between them. In
the same way, Windows Server 2011 includes Exchange Server 2010, which
does not support in-place upgrades from Exchange Server 2007.

= Edition configurations The Premium editions of Windows SBS 2003 R2
and Windows SBS 2008 both add SQL Server to the package, but the 2003
product incorporates it into its single-server environment. Windows SBS
2008 Premium calls for a second computer, on which you install SQL Server.
In Windows SBS 2011, Microsoft has changed the second server option to a
separate add-on product, rather than an alternate version of the main SBS
product.

To upgrade from Windows SBS 2003 R2 or Windows SBS 2008 to Windows SBS
2011, you must install a new server computer; migrate your domain, configuration
settings, and data from the old system to the new; and then demote or remove the
old computer. If you purchase Windows SBS 2008 Premium or the Windows SBS
2011 Premium Add-On product, you can conceivably perform the migration to a
new server and then use the old computer as your secondary server.

Understanding the Migration Process

The process of migrating from Windows SBS 2003 R2 or Windows SBS 2008 to
Windows SBS 2011 consists of six basic steps:

1. Prepare the existing Windows SBS source server for migration.
2. Create a migration answer file.

3. Install Windows SBS 2011 on a new server using the answer file.
4. Run the Migration Wizard to transfer settings and data.

5. Demote the old Windows SBS source server.

6. Reconfigure Folder Redirection.

The following sections examine each of these steps in greater detail.

Preparing for Migration

For the migration process to complete successfully, you must properly prepare your
existing server running Windows SBS. Windows SBS 2011 includes a Migration Prepa-
ration Tool that you must install on your existing Windows SBS server, to prepare it
for the migration. Among other things, this tool:

= Raises the domain and forest functional levels
= Updates the Active Directory Domain Services schema
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= Extends the allowable migration timeline
= Enables the migration of Exchange Server data
= Scans the source server for potential problems

Be sure to complete all the tasks in the following sections to begin your server
migration.

Back Up

The migration process makes significant changes to your existing server, so it is
imperative that you perform a full backup, including the system state, before you
proceed with the migration. You should also perform some test restores of individual
files to make sure that you have a viable backup. If the migration fails, or you want
to return to your old Windows SBS version for any reason, your only recourse might
be to restore the server from this backup.

Install Updates

Install the latest service packs on your existing Windows SBS server, as well as all the
latest critical and optional updates. You must also install the latest service packs for
Windows Server itself, Exchange Server, SharePoint Services, SQL Server Express, and
Microsoft Core XML Services (MSXML) 6.0. Finally, make sure that the computer has
the latest updates of the Microsoft .NET Framework environment.

Install Required Software

Before you can install and run the Migration Preparation Tool on your source server,
you must download and install the following components:

= Windows PowerShell 2.0 PowerShell 2.0 is included as part of the Windows
Management Framework package, available as a free download from Microsoft
Support at http.//go.microsoft.com/FWLink/?Linkid=188528

= Microsoft Baseline Configuration Analyzer 2.0 Available from the
Microsoft Download Center at http://go.microsoft.com/FWLink/?Linkid=188529

Reconfigure the Network

If you are running Windows SBS 2003 R2 and your server provides the shared Internet
connection for your network, you must unplug the network adapter connected to
the modem or other Internet access device. Then you must purchase and install a
separate router device and configure it to connect to the Internet, as described

in the sections “Selecting a Router” and “Connecting Your Router” in Chapter 3,
“Installing Windows Small Business Server 2011." If you are running Windows SBS
2008, you should already have a separate router connecting your network to the
Internet.

Migrating to Windows SBS 2011 119
www.it-ebooks.info


http://www.it-ebooks.info

If you are running any third-party applications on your server, you should consult
the product documentation or the software manufacturers for information on how to
migrate them to your new server. In most cases, you must reinstall the application on
your new server running Windows SBS 2011 and migrate your data from the old one.

Synchronize Computer Clocks

For the migration process to succeed, the source server running Windows SBS 2003
R2 or Windows SBS 2008 and the new server running Windows SBS 2011 must have
the same date and time zone settings, and their clocks must be set to within five
minutes of each other.

Install the Migration Preparation Tool
To install the Migration Preparation Tool, follow these steps:

1. Log on to your Windows SBS source server, using an account that is a mem-
ber of the Domain Admins, Enterprise Admins, and Schema Admins groups.

2. Insert Windows SBS 2011 Disk 1 into the computer's DVD-ROM drive. The
Windows Small Business Server 2011 screen appears, as shown in Figure 5-1.

“w Windows Small Business Server 2011 Standard x|

~C

Windows Small Business Server 2011
Standard

Review installation requirements and known issues
Install the Migration Preparation Tool

Create an answer file

?

How do Istart theinsta

10 Microsoft Corportion. A1l tights reserec

FIGURE 5-1 The Windows Small Business Server 2011 screen.
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3. Click Install the migration preparation tool. The Windows Small Business
Server 2011 Migration Preparation Tool Setup Wizard appears.

4. Click Next to bypass the Welcome page. The Windows Small Business Server
2011 Migration Preparation Tool License Agreement page appears.

5. Select the I accept the terms in the license agreement check box and click
Install. A User Account Control message box appears.

6. Click Continue. The wizard installs the tool, and the Completed The Windows
Small Business Server 2011 Migration Preparation Tool Setup Wizard page
appears.

7. Click Finish. The wizard closes.

Run the Migration Preparation Tool

Active Directory Domain Services (AD DS) is based on a set of schema, which specify
what kinds of objects can exist in the directory and what attributes are associated
with each object type. The schema for Windows SBS 2003 R2 and Windows SBS
2008 are different from those in Windows SBS 2011, so you must update your exist-
ing server by running the Migration Preparation Tool you installed from Disk 1 of
your Windows Server 2011 product package.

To run the tool, use the following procedure:

1. Click Start and then click All Programs > Windows Small Business Server Tools
> Windows Small Business Server 2011 Migration Preparation Tool. A User
Account Control message box appears.

2. Click Continue. The tool appears, displaying the Get Important Updates page.

% Windows Small Business Server 2011 Standard Migration Preparation Tool ﬂ

Get Important Updates

Install the most recent updates to help ensure a successful migration

| 1 Download and install updates (recommended)

—

| 1 Do not download updates
r If you do not install the updates, you may experience problems with server migration

Read Windows Small Business Server 2011 Standard privacy statements

Cancel

3. Click Download and install updates (recommended). The system downloads
and installs any required updates, after which the Prepare Your Source Server
For Migration page appears.
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122

4.

Windows Small Business Server 2011 Standard Migration Preparation Tool =100 =1

Prepare your source server for migration

This tool helps you prepare the source server for migrating to Windows Small Business Server 2011
Standard. It makes permanent changes to the source server. The tool may raise the functional level of
the domain and forest, update the schema, extend the allowable migration timeframe, and enable
migration of Exchange Server data. The tool also scans the source server for potential problems.

Ensure that you have a valid, tested backup before you proceed. The changes made by this tool
cannot be reversed, The only way to return your server to the current state is to restore from a full
backup.

The changes do not affect the functionality of your server while migrating to Windows Small Business
Server 2011 Standard.

™ Ihavea backup and am ready to proceed.

Confirm that you have a backup, and then click Next.

What changes are made to my server?

Mext Cancel |

Select the I have a backup and am ready to proceed check box and click Next.
The Preparing The Source Server For Migration page appears and displays
the tool's progress as it updates the schema. When the schema update pro-
cess is complete, click Next.

* Windows Small Business Server 2011 Standard Migration Preparation Tool =101

Preparing the source server for migration

Please wait while we...

Update the schema

Mext Cancel
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6.

NOTE In addition to updating the schema, the tool also modifies the permissions
to enable the migration to Windows SBS 2011 to occur, converts Exchange Server
from mixed mode to native mode, and sets a time limit during which the Windows
SBS network can have two domain controllers. Once you have completed the
migration, your original server can function as a domain controller for up to

21 days before you must demote it.

Consult the Scan The Source Server For Problems page that appears. If the
tool detects any problems preventing the preparation of the server, it lists
them on the page, and provides you with the options to repeat the scan or
quit the tool while you correct the problems. If no problems are listed, click
Next.

¢ Windows Small Business Server 2011 Standard Migration Preparation To - | E||1|

Scan the source server for problems

The scan detected 1 errors and 0 warnings.
Click an error or warning to display additional information.

@'Microsoﬁ Exchange Server 2007 SP 3 not installed

To continue, click Scan again after fixing the issues. Scan again |

™ Iwantto quit the scan and start migration preparation next time

Mext Cancel |

The tool prepares the server and displays the Source Server Prepared Successfully
page. This page provides links to the Windows SBS Migration Guide document
on the Internet and to the Windows Small Business Server 2011 Answer File
Tool.
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% Windows Small Business Server 2011 Standard Migration Preparation Ta =101

Source Server prepared successfully

You successfully prepared the source server for migration. Complete the following tasks and then select
the corresponding check box.

3 Review the Migration Guide
A= See the most current version of the Migration Guide at
hittpy/ao.microsoft.com;fwlink/7Linkld=188530.

I Ireviewed the Migration Guide.
£ Create an answer file

For Setup to enter migration mode, you must have an answer file.

- My answer file is ready.

‘When you are ready to begin the migration, boot to the Setup DVD on the destination server, and then
follow the instructions in the wizard.

Finish | Cancel

CAUTION The changes made to the computer running Windows Server 2003
R2 by the Migration Preparation Tool at this time are permanent and irrevocable.
The only way to return to your previous server configuration is to perform a full
restore from a system backup.

7. Select the I reviewed the Migration Guide and My answer file is ready check
boxes and click Finish. The migration tool closes.

NOTE |If desired, you can click Create an answer file to run the Windows Small
Business Server 2008 Answer File Tool at this time. However, you can also choose to
create the answer file at a later time, using any other computer running Windows.
See the next section for instructions on running the tool and creating an answer file.

Creating an Answer File

An answer file is a script containing responses to the prompts generated by the
Windows SBS 2011 Setup program during the operating system installation. The use of
an answer file is optional in a clean Windows SBS 2011 installation, but it is required
for a migration.

Although the Migration Preparation Tool enables you to run the Windows Small
Business Server 2011 Answer File Tool right on your source server, you do not have
to run it there, nor do you have to run it immediately after preparing the source
server for migration. You can run the Answer File Tool from any computer running
Windows at any time.
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To create a migration answer file, use this procedure:

1.

2.

Insert Windows SBS 2011 Disk 1 into the computer’s DVD-ROM drive. The
Windows Small Business Server 2011 screen appears.

Click Create an answer file. The Windows Small Business Server 2011 Answer
File Tool appears.

B windows Small Business Server 2011 Standard Answer File Tool =10l x|

Installation type

|+

@ New installation

ol Migration from existing server (Join existing domain}

Installation settings

¥ Get installation updates ¥ Run unattended

Clock and time zone settings
* Manually set the clock and the time zone for the server

' Use the following time zone:

| [

MNOTES

* You cannot set the system clock automatically by using an Answer File, Before you start the installation on the
server, ensure that the clock on the server's BIOS is set to the correct time.

« Ifyou select the option to set the clock and time zone manually, then you will be prompted to set the clock during
unattended installations.

Server infarmation
Server name Internal domain name Full DNS name —

Company information

Business name City
Street address 1 State / Province
Street address 2 Zip / Postal code Country / Region

| | I =

&

In the Installation type box, select the Migration from existing server (Join

existing domain) check box.

Fill out the fields in each of the following sections of the Answer File Tool:

= Installation settings Specifies whether the new server should down-
load the latest installation updates from the Microsoft Updates website
during the setup process and whether the setup program should perform
an unattended installation. In an unattended installation, the setup pro-
gram does not display the options for which it finds settings in the answer
file; if you leave this check box cleared, all the options appear during
the installation, with the settings from the answer file preloaded for the
installer’s approval.

= Clock and time zone settings Enables you to specify a time zone for
the new server. You cannot modify the actual system clock time using an
answer file, so if you select the Manually set the clock and the time zone
for the server option, you must set the clock in the system BIOS before
beginning the new server installation.
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5.

126

= Company information Contains the same name and address fields as
the Company Information page in the Install Windows Wizard.

Scroll down to see the rest of the dialog box, and fill out the fields in each of

the remaining sections:

B windows Small Business Server 2011 Standard Answer File Tool o =]
unattended installations. ﬂ

Server information
Server name Internal domain name Full DMNS name

Company information

Business name City

Street address 1 State / Province

Street address 2 Zip / Postal code Country / Region

| | =
Netwark administrator account

First name Last name

Administrator user name Administrator password

MNetwark settings for the server
[l Automatically detect the network settings

(ol Manually choose the network settings as follows:
IP Address

Default gateway

How do [ use an answer file?

Print | Open | Save As I Cancel | [—
-

= Source (existing) server information Contains fields in which you
specify information about your existing server running Windows SBS and
your domain, including the server and domain names, the computer’s IP
Address and Default Gateway settings, and the name and password for an
administrative account.

= Destination (new) server information Contains fields in which you
specify the name and IP address values you want to assign to the new
server on which you will install Windows SBS 2011. When performing a
migration, the name that you specify for your new server must be unique
on your network. You cannot use the same name for your source server
and your new one.

Click Save as. The Save as combo box appears. Save the answer file to the root
of a USB flash drive or floppy disk, using the file name SBSAnswerFile.xml,
and click Save.

Click Cancel to close the Windows Small Business Server 2011 Answer File Tool.
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NOTE The previous procedure covers the information fields you must fill out
when creating an answer file for a migration to Windows SBS 2011. When you select
the New installation option in the tool’s Installation type section, the program
replaces the migration-specific sections—Source (existing) server information and
Destination (new) server information—with three new sections:

= Server information Enables you to specify server name and internal domain
name values for the new server installation. There is also a Full DNS name text
box, in which you can specify a name for your AD DS domain with a suffix other
than local.

= Network administrator account Contains the same fields as the Add A
Network Administrator Account page, which the setup program uses to create
an administrative account on the new server running Windows SBS 2011.

m  Network settings for the server Enables you to specify whether the setup
program should detect a router on the network and configure the server's
TCP/IP client using the router information automatically or use the IP Address
and Default Gateway settings that you supply.
Apart from these field changes, the procedure for creating an answer file for the
installation of a new server running Windows SBS 2011 is exactly the same.

Installing Windows SBS 2011 with an Answer File

Once you have created your answer file and saved it to a removable drive, you can
begin the Windows SBS 2011 installation. To perform a migration installation, use
these steps:

1.

2.

Turn on the computer and insert Disk 1 from the Windows SBS 2011 package
into the DVD-ROM drive.

Press a key to boot from the DVD if the system prompts you to do so. The
computer reads from the DVD and displays the first page of the Install
Windows Wizard.

If you plan to use language, time, and currency format, or keyboard settings
other than the defaults, select your preferences from the three drop-down
lists. Then click Next. The Install Now page appears.

Insert the storage device containing the answer file in the appropriate drive
or slot and click Install now. The Please Read The License Terms page appears.
Select the I accept the license terms check box and click Next. The Which Type
Of Installation Do You Want? page appears.

Click Custom (advanced). The Where Do You Want To Install Windows? page
appears.

Select or create a partition on a disk, using the Drive options (advanced)
controls, if necessary. Then click Next. The Installing Windows page appears,
and the setup program proceeds through the various stages of the Windows
Server 2008 R2 operating system installation.
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NOTE When communicating with your source server, if the setup program
detects any migration requirements that the server does not meet, it displays a
Source Server Does Not Meet Minimum Requirements For Migration page that lists
the issues that you must address before the migration can proceed.

When this phase of the setup process is completed, the computer restarts,
locates the answer file, and proceeds with the rest of the installation. If you
configured the answer file to perform an unattended installation, the setup
process continues without displaying the various configuration pages, but it
restarts several times and displays the various progress indicator pages, such
as Expanding And Installing Files.

If you left the Run unattended check box cleared, the setup program displays
the individual configuration pages, such as the Source And Destination
Server Information page, as shown in Figure 5-2, with the information from
your answer file inserted into the various fields. You do not have to type your
information into the fields again, but you do have to click Next to proceed
from each page to the next.one.

Install Windows Small Business Server 2011 Standard I

Source and Destination Server information

Type information about your Source Server and source domain,

Source Server name Domain administrator user account name
|sBs2008 [Markiee

Full DNS name for internal domain Password

Iadatum.\ocal Icooonooo

Type the name of your Destination Server.

Destination Server name
|sssz|

‘Where can I find this information?

Back | Next I Cancel

FIGURE 5-2 Optional Setup pages for attended installation.
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TIP If the screen saver appears and locks the desktop during the installation
process, you can unlock it by pressing Ctrl+Alt+Del and entering the appropriate
password. Depending on where in the installation process the lock occurs, you
might have to unlock it using either the new server’s local Administrator account,
which has a blank password at this point, or the domain account for which you
supplied a name and password in the answer file.

8. When the installation is complete (which can take a great deal longer than a
new Windows SBS 2011 installation), the Installation Finished page appears.

‘= Windows Small Business Server 2011 Standard x|

Installation finished

Run the Migration Wizard to continue migrating to Windows SBS

Start the Migration Wizard

Read the "Migration Guide”

The Installation Finished page prompts you to proceed by running the Migration
Wizard. Clicking the Start the Migration Wizard link simply closes the page and starts
the Windows Small Business Server 2011 Standard Console. When you perform a
migration installation, the console contains an extra Migrate to Windows SBS entry
in the Getting started tasks list, as shown in Figure 5-3.

Migrating to Windows SBS 2011 129
www.it-ebooks.info


http://www.it-ebooks.info

ndows Small Business Server 2011 Standard Console

5 L &
“ L LA h p Small Business Server o

Users and Shared Folders. Backup and

T Motwork o iWebSites ServerStomge PO
O Heip -
Tatk Pad Metwark Escentials Surmmary
- i tarted Tasks = To sssess the s2atus of your netwark, réview the following
33“ Getting Started Tasks = Metwark Essentials Summary,
Task | Completed |= Hefresh now
Finish installation F
& Using the Windows Small Susiness Server 2011 Standard... [~ @ Security oK @ =
=
Mrgrate the server :@j Updates oK 8 =
Fe Migrate to Windows 565 r -
Back Warning & (=
Connect to the Internet 3 i i T -

% Connect to the Internel

EE Customer feedback options

o Set up your Intermnet sddiess

4 Configure a Smart Hast far Internet o-mail
a Add s trusted certificate

Bl other plerts Critical @ | =

o o o |

FIGURE 5-3 The Windows SBS Console after a migration installation.

Performing Post-Migration Tasks

When you perform a migration installation of Windows SBS 2011, your new server
joins the existing AD DS domain, and the setup program promotes it to a domain
controller. Normally, Windows SBS does not permit more than one domain control-
ler on the network, but for a 21-day period after the migration installation, your
new server and your old one can coexist. During that time, you must complete the
migration process by performing the tasks in the Migration Wizard. Once you have
completed those tasks, the new server is ready to take over as the network’s sole
domain controller. You can then demote your old server and remove it from the
network.

The following sections examine the various tasks involved in completing a migra-
tion from an earlier version of Windows SBS.

Reconfiguring Folder Redirection

Folder redirection is a Windows feature that enables workstations in an AD DS envi-
ronment to store the contents of certain folders, such as a user’'s Documents folder,
on a server instead of the local disk. In a network environment, storing data files
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and other critical folders on server drives rather than local ones is generally prefer-
able because it enables users to access their files from any computer and it enables
administrators to back up the files more easily.

To use folder redirection, you configure Group Policy settings that specify where
each workstation should store the contents of specific folders. These Group Policy
settings are part of the AD DS database and are therefore copied to your new server
as part of the Windows SBS migration process. However, although the migration
installation process copies the settings themselves to the new server, it does not
modify those settings; they still specify the old server's disk as the location for the
redirected folders.

If you have been using folder redirection on your existing network running
Windows SBS 2003 or Windows SBS 2008, you must reconfigure it by performing
the following steps:

1. Modify the migrated Group Policy settings to point to your new server
instead of the old one.

2. Enable folder redirection on your server running Windows SBS 2011 using
the Windows SBS Console.

MORE INFO For instructions on how to modify the migrated Group Policy settings and
enable folder redirection in Windows SBS2011, see Chapter 9, “Managing Storage.”

These steps ensure that all the redirected data from your existing server running
Windows SBS gets migrated to your new server running Windows SBS 2011, and
that the required Group Policy settings are in place to ensure the future redirection
of the desired folders.

Running the Migration Wizard

Clicking the Migrate to Windows SBS link in the Windows SBS Console starts the
Migrate To Windows Small Business Server 2011 Wizard, as shown in Figure 5-4,
which guides you through a series of tasks that completes the migration process.
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T Migrate to Windows Small Business Server 2011 Standard o [ 4]

Welcome

This wizard helps you finish the migration process that you started in Setup.

. There are required and optional tasks that you must finish within 21 days. After that time, the
4 IE server that you are migrating from initiates a shutdown.

You may stop and restart this wizard as often as necessary to finish all the migration tasks in the
allotted time, To restart the wizard, dick the Migration Wizard link on the Home page in the
Windows Small Business Server 2011 Standard Console,

When you restart this wizard, it opens to the Migration Wizard Home page.

Open the Windows 5BS Migration Guide

Mext Cancel

FIGURE 5-4 The Migrate To Windows Small Business Server 2011 Wizard.

When you click Next to bypass the Welcome page, the Migration Wizard Home
page appears, as shown in Figure 5-5. The Migrate To Windows Small Business Server
2011 Wizard is essentially a shell that provides access to information and links to
other wizards, and tracks your progress through the list of tasks. Some of the tasks
are optional, and others are required. You must complete the tasks in the order
given, although you do not have to perform them all in one session. As mentioned
previously, you have 21 days to work your way through the list, skipping optional
tasks, if desired, and completing the required ones.
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T Migrate to Windows Small Business Server 2011 Standard o [ 4]

Migration Wizard Home

You can view the status of tasks here, After you finish a task, the wizard returns to this page, where you
can either begin a new task or Stop the wizard,

Change where to store data on the Destination Server e Mot started: -
Configure the network ' Mot started
Configure the Internet address '_-i-"Not started
Migrate network settings '_-?"Not started
Migrate Exchange mailboxes and settings ls Mot started
Migrate Users’ Shared Data I Mot started
Migrate SharePoint Web site 'é'Not started
Migrate Fax Data '_&-"Not started
Minrate Windows Server Lindate Services data lé'an' ctarted LI
Description:

v, You must finish the migration within 21 days of beginning the installation. After 21 days, the Source
“* Server shuts down, and it continues to shut down after about an hour each time you restart it.

If you click Mext, the next unfinished task in the list starts.

Mext I Cancel

FIGURE 5-5 The Migration Wizard Home page in the Migrate To Windows Small Business
Server 2011 Wizard.

As you access each task in the list, an initial wizard page appears that explains
what you must do and provides links to help pages, other wizards, or both. This
page also contains option buttons that enable you to specify the current status of
the task: Task in progress, Task complete, or Skip task (for optional procedures). As
you complete each task, you designate it as such, and the wizard allows you to pro-
ceed to the next one. You can cancel out of the wizard at any time, and your status
indicators remain in place, so that the next time you start the wizard, you resume
where you left off.

The following sections examine the various tasks in the Migrate To Windows
Small Business Server 2011 Wizard.

Change Where to Store Data on the Destination Server Page

The optional Change Where to Store Data on the Destination Server task enables
you to specify alternatives to the default data file locations on your server. By default,
Windows SBS 2011 stores all its data files on the system drive because it is likely to
be the only one available during the installation process. However, if you have other
hard disks on the computer, you might want to store your data files on a different
drive to distribute the input/output (I/0) load among the storage devices.
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When you perform the Change Where To Store Data On The Destination Server
task, a page appears that contains links to individual wizards that enable you to
specify locations for the various types of data files, as shown in Figure 5-6. By
changing the locations before you migrate the data from your old server, you avoid
having to allocate space for the data on the system drive and move it to another
location later.

5 Migrate to Windows Small Business Server 2011 Standard o =] |

Change where to store data on the Destination Server

Before you migrate your data to the Destination Server, you can change where you want to store the
data.

Skip this step if you want to migrate the data to the default locations on the Destination Server.

To change where you want to store the migrated data, click the links below. Each link starts the
appropriate wizard to choose the storage location for each application.

Change the Exchange Server data location

Change the Microsoft SharePoint Foundation data location
Change the users’ shared data location

Change the users’ Redirected Documents data location

Change the Windows Update Repository data location

% Task in progress
€ Task complete

 skip task
Tell me more about managing storage of server data

Back Next Cancel

FIGURE 5-6 The Change Where To Store Data On The Destination Server page in the Migration
Wizard.

To store data files on a different volume, you must create the volume before you
run the individual wizards. You might have created simple volumes on other disks
during the Windows SBS 2011 installation process, but if you intend to use the other
volume types that Windows SBS 2011 supports (such as striped, spanned, or RAID-5),
or if you intend to use a third-party redundant array of independent disks (RAID)
solution, you must create the volumes now by using the Disk Management snap-in
for the Microsoft Management Console (MMC) or some other tool.

MORE INFO For more information on creating and working with disk volumes, see
Chapter 7, “Managing Disks.”
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Set up the Network

The Configure the Network task displays a page, shown in Figure 5-7, containing
a link to the same Connect To The Internet Wizard that you can access from the
Getting started tasks list. As in a new Windows SBS 2011 installation, you must run
this wizard to configure your server’'s TCP/IP client and DHCP Server. As in a clean
Windows SBS installation, you must complete this task before you can proceed to
the next one.

5 Migrate to Windows Small Business Server 2011 Standard o =] |

Set up the network

The next step is to run the Connect to the Internet Wizard, That wizard helps you set up your Windows
SBS network to access the Internet. Follow the instructions in that wizard to set up your network.,

‘When the Connect to the Internet Wizard finishes, return to this page, click Task Complete, and then click
Mext to continue the migration,

Start the Connect to the Internet Wizard

¥ Task in progress
7 Task complete

Back Next Cancel

FIGURE 5-7 The Set Up The Network page in the Migration Wizard.

MORE INFO For information on running the Connect To The Internet Wizard, see
the section entitled “Connecting to the Internet,” in Chapter 4, “Getting Started.”

Configure the Internet Address

Starting the Configure The Internet Address task displays a page that includes a link

to the same Internet Address Management Wizard discussed in Chapter 4. The page
also has a link to a help page providing information on how to distribute the server's
self-signed certificates to remote users.

MORE INFO For information on running the Internet Address Management Wizard,
see the section entitled “Set up Your Internet Address,” in Chapter 4.
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Migrate Network Settings

The Migrate Network Settings task displays a page, shown in Figure 5-8, from which
you can migrate DNS forwarder settings from your old server running Windows SBS
to your new one and display information about migrating certificates. Both of these
tasks are optional, depending on whether you have configured the DNS server on
your existing network to use forwarders and whether you have certificates you need
to migrate.

T Migrate to Windows Small Business Server 2011 Standard o =] 5|

Migrate network settings

Launch the DNS Forwarders Migration Task

Refer to the documentation for additional tasks to migrate network settings.

Certificate migration instructions

% Task in progress
€ Task complete
0 skip task

Back Next Cancel

FIGURE 5-8 The Migrate Network Settings page in the Migration Wizard.

A forwarder is a DNS server that receives name resolution requests from other
DNS servers, usually on another network, and takes responsibility for completing
the entire name resolution process before returning a response to the original
server. For example, you might want to configure your DNS Server service to forward
requests to your ISP’s DNS server. This can reduce the amount of your Internet
bandwidth consumed by DNS traffic. If you have configured your existing Windows
SBS server to use DNS forwarders, clicking the Launch the DNS forwarders migration
task link transfers those settings to your new server running Windows SBS 2011.

Migrate Exchange Mailboxes and Settings

The required Migrate Exchange Mailboxes and Settings task migrates all the Exchange
Server mail stores and public folders from your source server to your new server
running Windows SBS 2011. Depending on how many users you have on your
network and how much mail they have stored, this procedure can take a long
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time. Clicking the Migrate Exchange Server mailboxes and public folders link on the
Migrate Exchange Mailboxes And Settings page, shown in Figure 5-9, displays a web
page containing instructions for migrating the various Exchange Server elements.

5 Migrate to Windows Small Business Server 2011 Standard i ] S|

Migrate Exchange mailboxes and settings

Migrate Exchange Server mailboxes and public folders

After you migrate the Exchange Server data and settings to Windows SBS you must decommission
Exchange Server on your Source Server,

‘What happens to the e-mail flow while I am migrating Exchange Server data and settings?

% Task in progress
" Task complete

Back [ext Cancel

FIGURE 5-9 The Migrate Exchange Mailboxes And Settings page in the Migration Wizard.

MORE INFO For more information on migrating Exchange Server elements, see
Chapter 15, "Administering Email.”

Migrate Users’ Shared Data

Windows SBS 2011 provides no wizard or other automated mechanism for migrat-
ing the contents of users’ shared folders from the old server to the new one. The
Migrate Users’ Shared Data page provides a link to a help screen that describes the
procedures by which you can complete the following basic steps manually:
1. On your new server running Windows SBS 2011, create and share folders
corresponding to the shared folders on your source server.

2. Note the permissions on the source server’s shared folders and duplicate
them on the new shared folders that you created.

3. Copy the files in the shared folders on your source server to the shared folders
you created on your new server.

MORE INFO For more information on creating shares and managing permissions, see

Chapter 8, “"Working with Permissions,” and Chapter 9.
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Migrate SharePoint Website

Migrating your existing SharePoint website and its database is a complex procedure
that is described on a help screen that appears when you click the link on the Migrate
Your Internal Web Site page. For more information on completing this process, see
Chapter 17, "Working with SharePoint.”

Migrate Fax Data

If you have the Windows SBS Fax service installed and running on your server, the
Migrate Fax Data page, shown in Figure 5-10, enables you to transfer the existing fax
data from your old server to your new one. You can transfer the data to the default
folders for the Fax service or to your SharePoint database.

5 Migrate to Windows Small Business Server 2011 Standard i ] S|

Migrate fax data

] Before you start to migrate the fax data, do the following:
- 1) Allow any fax transmissions that are in progr to finish,
2) K you have a fax modem, disconnect it,

On the Destination Server, you can store your fax data either in the default location for the Fax
service or as a document library on the internal Web site,

Where do you want to store the fax data?
¥ The default location for the Fax service
¥ A document library on the internal Web site

Click to start migrating your fax data,
Where is my fax data after I migrate it?

% Task in progress
" Task complete
" skip task

Back | Mext Cancel

FIGURE 5-10 The Migrate Fax Data page in the Migrate To Windows Small Business Server
2011 Wizard.

To migrate your fax data, wait for any fax transmissions currently in progress to
finish and unplug your fax modem or modems. Then select the Click to start migrating
your fax data link to begin the transfer.
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Migrate Windows Server Update Services Data

Migrating Windows Server Update Services (WSUS) data and settings is an optional
task, because the service on your new server running Windows SBS 2011 will
eventually reach the same level of synchronicity as your old server, assuming that
you use the same WSUS configuration and Group Policy settings. The server will
download all the same updates, create the same computer group memberships,
and perform all the same automatic approvals.

If, however, you have devoted a lot of effort to creating group memberships and
approving updates manually, you can migrate your WSUS data to the new server.
The Migrate Windows Server Update Services Data page provides a link to a help
page that describes the procedure for exporting your software updates and meta-
data from your source server and importing them into the destination server.

MORE INFO For more information on exporting and importing WSUS data and
metadata, see Chapter 11, “Deploying Updates.”

Finish Migration

The final task in the Migrate To Windows Small Business Server 2011 Wizard first
gives you an opportunity to return to any of the previous tasks you have skipped, as
shown in Figure 5-11. If you select the Finish the migration option or if all the previ-
ous tasks show a status of Completed, The Finish The Migration page appears, which
leads you through the process of demoting your old server so that it no longer
functions as an AD DS domain controller.

T Migrate to Windows Small Business Server 2011 Standard =|o) x|

Finish the migration
This is your last opportunity to use this wizard to complete any migration tasks that you skipped.

What do you want to do?

Change where to store data on the Destination Server @'Skipped -
Configure the network 'Q'Cmmp\eted

Configure the Internet address 'Q‘Comp\eted

Migrate network settings @'Skipped

Migrate Exchange mailboxes and settings 'Q'Cmmp\eted

Migrate Users’ Shared Data 'Q‘Comp\eted

Migrate SharePoint Web site (@ skipped LI
Description:

£ Do not finish the migration yet

Instead, complete the tasks that you skipped. This resets all skipped tasks to Not
Started. Click this button, and then click Next,

/& Finish the migration
Do not complete any tasks that you skipped. Click this button, and then click Next.

Back | MNext Cancel

FIGURE 5-11 The Finish The Migration page in the Migrate To Windows Small Business Server
2011 Wizard.
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CAUTION Before you demote the server running Windows SBS 2003 or Windows
SBS 2008, you must uninstall the old version of Exchange Server using Control panel to
remove all vestiges of it from the AD DS database.

To complete the migration and remove the source server from the network, you
must complete the following tasks:

1. Uninstall Exchange Server.

2. Remove Active Directory Certificate Services.

3. Disconnect printers from the source server.

4. Demote the source server.

5. Remove the source server from the domain.

6. Edit the Software Updates Group Policy object (GPO).

These tasks are covered in the following sections.

NOTE Although you are removing the old server from your network, you cannot
simply shut it down or reformat its drives. The AD DS database that you migrated to
your new server running Windows SBS 2011 still contains references to the old server,
and you must remove them by uninstalling Exchange Server and demoting the old
server before you can physically remove it from the network.

UNINSTALLING EXCHANGE SERVER

Now that you have migrated all your Exchange Server data from the source server
to your new destination server, you no longer need the old Exchange Server instal-
lation. However, you still want to uninstall the old version of Exchange Server from
the source server to remove all vestiges of it from AD DS before you demote the
source server.

If you are running Windows SBS 2008 on your source server, you must use the
Programs And Features Control panel to remove Exchange Server 2007, as shown in

Figure 5-12. If you are running Windows SBS 2003 on your old server, you must use
the Add Or Remove Programs Control panel to remove Exchange Server 2003.
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|‘°Ov ﬁ = Control Panel ~ Programs and Features - m ISear:h lEJ

File Edit View Tools Help

[ JAT=TE
|

Tasks Uninstall or change a program

View instslled update
| eu Instaled upates To uninstall a program, select it from the list and then dlick “Uninstall”, "Change”, or "Repair”.
| Get new programs online at
| Windows Marketplace

@ Turn Windows features on or off Orgenize v ffViens v Egunmtal Bk Change L]
Mame = |-| Publisher |-| Install... |~]| Size -

i’lsbtzgi program from the @?’hausoft \MET Framework 3.5 SP1 Microsoft Carporation 6f4/2011 32.4MB
Fﬁ?Mlausoft Baseline Configuration Analyzer 2.0 Microsoft Corporation Bf5f2011 1.05MB

| @ Microsoft Baseline Security Analyzer 2,1 Microsoft Corporation 6f4f2011 3.44MB

i M cha 2007 v poration
|3 Microsoft SQL Server 2005 Microsoft Corporation 6f4f2011 127 MB
[ Microsoft SQL Server 2005 Backward compatibllity  Microsoft Carporation 8/12/2008 45.4MB
| Microsoft SQL Server Management Studio Express  Microsoft Carporation 8/12/2008 93.4MB
|j Microsoft SQL Server Mative Client Microsaoft Corporation 8/12/2008 5.79MB
|j Microsoft SQL Server Setup Support Files (English) ~ Microsoft Corporation 8/12/2008 20.8MB
|j Microsoft SQL Server VS5 Writer Microsaoft Corporation 8/12/2008 B16KB
A Microsoft Windows SharePoint Services 3.0 Microsoft Corporation 6/4/2011 728MB
@VMware Toals VMware, Inc. 6/4/2011 37.7MB
E’Windcws Server Update Services 3.0 SP2 Microsoft Corporation 6/4/2011 402 MB
éa Windows Small Business Server 2008 Microsoft Corporation 6/4/2011 728 MB
& Windows Small Business Server 2011 Standard Mi...  Microsoft Corporation 6/5/2011 10.8 MB

FIGURE 5-12 The Windows SBS 2008 Programs And Features Control panel .

REMOVING ACTIVE DIRECTORY CERTIFICATE SERVICES

If your source server is running Windows SBS 2008, you must remove Active Directory

Certificate Services before the server will allow you to demote the domain controller.
To remove Active Directory Certificate Services, use the following procedure:

1. Log on to your server running Windows SBS 2008, using an account that is a
member of the Domain Admins and Enterprise Admins groups.

2. Click Start. Then click Administrative Tools > Server Manager. A User Account
Control message box appears.

3. Click Continue. The Server Manager Console appears.

4. Scroll down to the Roles summary section and click Remove roles. The Remove
Roles Wizard appears.

5. Click Next to bypass the Before You Begin page. The Remove Server Roles
page appears.
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6. Clear the Active Directory Certificate Services check box and click Next. The
Confirm Removal Selections page appears.

7. Click Remove. The wizard removes the role.
8. Click Close. The wizard closes.

DISCONNECTING PRINTERS

If you have any printers that are physically connected to your source server, discon-
nect them and make sure that any AD DS objects for those printers are removed
from the directory.

DEMOTING THE SOURCE SERVER
To demote your domain controller running Windows SBS 2003 or Windows SBS
2008, use the following procedure:
1. Log on to your server using an account with network Administrator
privileges.
2. Click Start, and then click Run. The Run dialog box appears.
3. Inthe Open text box, type dcpromo and click OK. A User Account Control
message box appears.
4. Click Continue. The Active Directory Domain Services Installation Wizard
appears.

NOTE If you are demoting a server running Windows SBS 2003, there is no User
Account Control message box, and the procedure launches the nominally differ-
ent Active Directory Installation Wizard.
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6.

7.

10.

11.

12.

13.

Click Next to bypass the Welcome page. An Active Directory Domain Services
Installation Wizard message box appears, warning about the server’'s Global
Catalog status.

NOTE Because your new server is functioning as a Global Catalog server, you
can safely demote the old server, despite this warning.

Click OK. The Delete The Domain page appears.

@ Active Directory Domain Services Installation Wizard

Delete the Domain

Indicate whether this is the last domain controller in the domain.

[ Delete the domain because this server is the last domain coriroller in the domain;

/1. The domain will no longer exist after you uninstall Active Cirectory Domain
Services from the last domain controller in the domain. Befare you continue:

Be aware that all user and computer accounts will be deleted

Be aware that all computers that belong to this domain will not be able to log on
to the domain or access domain services anymare

Al cryptographic keys will be deleted. We recommend that you export them
befare proceeding.

Decrypt all encrypted data such as Encrypting File System (EFS)encrypted files
or e-mail before deleting the domain; othenwise, this data will be permanenthy
inaccessible.

< Back Next > Cancel |

Leave the Delete the domain because the server is the last domain controller
in the domain check box cleared and click Next. The Remove DNS Delegation
page appears.

Click Next to accept the default setting, and then click Next. A Windows
Security message box appears.

Type credentials with network Administrator privileges in the User name and
password text boxes, and then click OK. The Administrator Password page
appears.

Type a strong password in the Password and confirm password text boxes.
Then click Next. The Summary page appears.

Click Next. The wizard demotes the server and the Completing the Active
Directory Domain Services Installation Wizard page appears.

Click Finish. An Active Directory Domain Services Installation Wizard message
box appears, prompting you to restart the computer.

Click Restart now. The computer restarts.
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REMOVING THE SOURCE SERVER FROM THE DOMAIN

Your old Windows SBS server is now no longer a domain controller; it is a member
server in your domain. To remove the server from the domain completely, you must
make it a member of a workgroup using the following procedure:

9.

10.
11.

12.
13.

14.

Log on to your old server running Windows SBS using an account with net-
work Administrator privileges.

Click Start. Then click Control panel. The Control panel window appears.
Double-click System. The System Control panel appears.

Click Change settings. A User Account Control message box appears.
Click Continue. The System Properties sheet appears.

NOTE If you are working on a server running Windows SBS 2003, there is no
User Account Control message box, and the procedure to reach the System
Properties sheet is slightly different than it is in Windows SBS 2008.

Select the Computer name tab, and then click Change. The Computer Name/
Domain Changes dialog box appears.

Select the Workgroup option, type a workgroup name in the text box, and
then click OK.

A Computer Name/Domain Changes dialog box appears, prompting you for
credentials to remove the computer from the domain.

In the User name and password text boxes, type the credentials for an admin-
istrative account in your domain. Then click OK.

A message box appears, welcoming you to the workgroup that you specified.

Click OK. A message box appears, informing you that you must restart the
computer for the changes to take effect.

Click OK.

Click Close to close the System Properties sheet. A Windows message box
appears, prompting you to restart the computer.

Click Restart now. The computer restarts.

Finally, you must remove the computer object from the AD DS database. Demoting
the old server from a domain controller to a member computer moves the computer
object to a different organizational unit (OU), but removing the old server from the
domain does not delete the computer object from the AD DS directory.

To delete the computer object manually, use the following procedure:

1.
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Log on to your new server running Windows SBS 2011 using an account with
network Administrator privileges.
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5.

Click Start. Then click Administrative Tools > Active Directory Users and
Computers. The Active Directory Users And Computers Console appears.

Browse to the domain.Local\MyBusiness\Computers\SBSComputers container.

Delete the object representing your computer running the earlier version of
Windows SBS.

Close the Active Directory Users And Computers Console.

EDITING THE SOFTWARE UPDATES GPO

The computer that was your old Windows SBS domain controller is now gone from
the domain, but there is still one artifact left that you should remove. The old server
still exists in a WSUS GPO, which you can remove using the following procedure:

1.

2.

Log on to your new server running Windows SBS 2011 using an account with
network Administrator privileges.

Click Start. Then click Administrative Tools > Group Policy Management. The
Group Policy Management Console appears.

Browse to the GPOs container in your domain and select the Update Services
Server Computers Policy GPO.

On the Scope tab, under Security filtering, locate the object identified with a
security identifier (SID) beginning with S-1-5 and select it.

NOTE Because you have already deleted the computer object for your old server
in the previous section, its SID is now unresolvable. This is why the computer does
not appear by name in the Group Policy Management Console.

Click Remove. A Group Policy Management message box appears, confirming
your action.

Click OK. The object is removed.
Close the Group Policy Management Console.

Completing the Migration Wizard

When you have fully decommissioned your old server, return to the Finish The
Migration page (see Figure 5-13), select the The source server is no longer a domain
controller check box, and then click Next.
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ﬁ Migrate to Windows Small Business Server 2011 Standard —|= 5'

Finish the migration

l‘ ‘fou must demote the Source Server from a domain-controller rale.

Click the following link for instructions about how to demote the Source Server.

How do [ demote the Source Server?

™ The Source Server is no langer a domain cantroller,

Back | Next Cancel

FIGURE 5-13 The Finish The Migration page of the Migrate To Windows Small Business Server
2011 Wizard.

The Finished The Migration Successfully page appears, as shown in Figure 5-14.
Click Finish to close the wizard.

E Migrate to Windows Small Business Server 2011 Standard o ) 5[

Finished the migration successfully!

Change where to store data on the Destination Server @' Skipped -
Configure the network '@'Cnmp\eted

Configure the Internet address '@' Completed

Migrate network settings @'Skipped

Migrate Exchange mailboxes and settings '@' Completed

Migrate Users' Shared Data 'a' Completed

Migrate SharePoint Web site @' Skipped

Migrate Fax Data @' Skipped

Migrate Windows Server Update Services data 'a' Completed ;I
Description:

The last step is to physically disconnect the Source Server from the network.

'y

How can I repurpose my server?

Finish |
FIGURE 5-14 The Finished The Migration Successfully page of the Migrate To Windows Small Business
Server 2011 Wizard.
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Repurposing the Migrated Server

Once you have completed the migration process, you can use the old server for an-
other purpose, such as a computer running Microsoft SQL Server, if you purchased
the Windows SBS 2011 Premium Add-On, or as a file and print server. However, it

is strongly recommended that you do not use the server in its post-migration state
without reinstalling an operating system, as it might be left in an unstable condition.
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Working with Users,
Computers, and Groups

= AnActive Directory Primer 149
= Working with Users 163

= Working with Computers 181
= Working with Groups 193

With your Windows Small Business Server (SBS) 2011 server installation and
configuration all but complete, it is time to start thinking about the other
computers on your network: the workstations and their users. To connect worksta-
tions to your Windows SBS network, you must create accounts for your users and
then join the computers to your domain.

An Active Directory Primer

Active Directory Domain Services (AD DS) is a key element of the Windows SBS
2011 infrastructure, one that provides centralized authentication and authorization
services for the entire network. It is important for Windows SBS administrators to
understand the basic architecture of AD DS, although in most cases it is not neces-
sary to delve into its vast complexities.

AD DS Functions

AD DS is, at its heart, a directory service; that is, a database that functions as a
repository for information about your network. When Windows SBS network users
sit down at their workstations and log on, they are logging on to the directory
service, not to the individual workstations. Their user accounts and passwords are
stored in AD DS, and the directory service grants them access to the network.
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Two of the primary functions performed by AD DS are authentication and autho-
rization. Authentication is the process by which a system verifies a user’s identity.
Computers can authenticate a user’s identify by requiring that the user supply any
or all of the following:

= Something the user knows, such as a password
= Something the user has: a possession, such as a smart card
= Something the user is: a physical attribute, such as a fingerprint

Authentication protocols, such as Kerberos, enable these processes to occur with-
out endangering passwords by transmitting them over the network. Authorization
is the process by which a system grants a user access to specific resources. Once
AD DS has authenticated a user, it can grant access to network resources by associat-
ing the user's verified identity with the access control system built into the resource.
For example, every file on the NTFS disks in your Windows SBS 2011 servers and
workstations has a list of the users who are permitted access to that file.

Without AD DS, users would require separate accounts and passwords on every
computer they need to access. Imagine how arduous your role as an administrator
would be if, each time a new employee joined the company, you had to create 10
or 20 separate user accounts for the same person, on 10 or 20 different computers.
Imagine having to modify 10 or 20 separate accounts each time a user is required to
change his or her password (which, for security reasons, should be pretty frequently).
AD DS uses one centralized user account and password for all network resources,
greatly simplifying the administration process.

Domains and Domain Controllers

In AD DS, the fundamental administrative unit is the domain. An AD DS domain is
a logical grouping of computers, users, and other network resources. By grouping
elements into domains, administrators can create policies and assign them to all or
part of a network at once.

AD DS is a highly flexible directory service that is sufficiently scalable to support
networks of almost any size. A large enterprise network can consist of multiple do-
mains, grouped in a hierarchical structure called a domain tree, and can even have
multiple domain trees grouped in a structure called a forest. However, Windows SBS
2011 supports the use of only a single domain, which is more than sufficient to sup-
port the maximum of 75 workstations you can connect to the network.
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One of the most complex parts of a large-scale AD DS deployment is designing
the AD DS tree structure. Administrators of large networks must often devote a
great deal of time and effort to creating a domain hierarchy that adequately rep-
resents their organizations. With Windows SBS 2011, however, there is no need for
this effort. All you have to do is supply a name for your domain, and the Windows
SBS setup program installs AD DS, creates the domain, and configures your server to
support it.

A Windows server with AD DS installed and configured is called a domain
controller. The domain controller contains a copy of the AD DS database, as well as
the various applications and services that enable AD DS to function. When a user
logs on to the domain, it is the domain controller that authenticates the user’s identity.
When a user on a Windows SBS workstation accesses a server disk, the domain
controller (which, in this case, is the same computer) authenticates the user’s identity
and authorizes access to the files that the user requests. Even when a user accesses
resources on another workstation instead of a server, the domain controller is
involved in the authentication and authorization processes. The computers on the
network, therefore, require continual access to the domain controller.

Larger networks usually have multiple domain controllers for each domain, which
replicate information back and forth to keep them all updated and in the same state.
Windows SBS 2011, however, supports only one domain and one domain con-
troller. This simplifies the network design and eliminates the need for complex
replication systems, but it also makes the continued operation of the Windows
SBS domain controller all the more critical. It is strongly recommended that you
use fault-tolerance mechanisms, such as an uninterruptible power supply (UPS) and
regular server backups, to prevent extended domain controller downtime.

Objects and Attributes

The AD DS database consists of objects, which represent specific network resources,
both physical and logical. Every user, computer, and group on your network has

an AD DS object that represents it. Each object consists of a set of attributes, which
contain information about that object. For example, some of the attributes of a user
object are designed to hold the individual’s first and last names, address informa-
tion, and password. When you open the Properties sheet for a user account, as
shown in Figure 6-1, the properties that you can modify are actually attributes of
the user object. Group objects contain, as an attribute, a list of the other objects
that are members of the group.
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@ Mark Lee Properties x|
% General information

Remate Access

E-Mail

First name: Last name:
Computers Im Lee
Falders
User name:
Groups IMarI-.Lee
Web Sites
E-mail address:
IMarInLee @adatum.info
Description:

IManagethe server and the netwark using this account

Phone number:

Disable account | Reset password

OK I Cancel Apply

FIGURE 6-1 The Properties sheet for a Windows SBS 2011 user object.

The types of objects that you can create in the AD DS database, and the attributes
of each object type, are specified in the AD DS schema. Applications can modify
the schema to add object types to the AD DS implementation, or add attributes to
existing object types. For example, Microsoft Exchange modifies the schema to add
specialized attributes to every user object in the directory.

Itis also possible for administrators to modify the schema manually, using tools
provided with Windows Server 2008 R2. However, the average Windows SBS 2011
administrator should not have reason to do this.

CAUTION Modifying the AD DS schema is similar to modifying a Windows computer’s
registry, in that a minor mistake can have a profound effect on the functionality of the
system. Do not make any manual changes to the schema (or to the registry, for that
matter), unless you know precisely what you are doing, and why.

In addition to objects that represent network resources, the AD DS has objects
that represent logical divisions in the network, which you can use for organizational
functions. The domain is such an object, as is a forest. Within a domain, you can also
create objects called organizational units (OUs) to subdivide the domain in various ways.
Unlike domains, which you can create only by installing a new domain controller, you
can create as many OUs as you want, at any time.
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OUs are known as container objects because other objects can be subordinate
to them. You can create user, group, and computer objects in an OU, or even other
OUs. Objects that cannot contain other objects, such as user and computer objects,
are known as leaf objects.

NOTE Four container objects appear in every domain by default: Built-in, Computers,
ForeignSecurityPrincipals, and Users. These are not OUs; the name of their object type
is container. You cannot create new objects using the container type, but you can cre-
ate objects, such as OUs, that are containers (in the generic sense).

The default domain for your Windows SBS 2011 network has a number of OUs in
addition to the Domain Controllers OU found in every AD DS domain. The MyBusiness
OU has four OUs beneath it, called Computers, Distribution Groups, Security Groups,
and Users, as shown in Figure 6-2. The Computers OU has two subordinate OUs of
its own, called SBSComputers and SBSServers, and the Users OU has a subordinate
OU called SBSUsers.

NOTE Group objects are a special case because while they have a list of other objects
that are members of the group as an attribute, they do not contain those objects in
the AD DS sense. Groups are therefore not considered container objects, as domains

or OUs are.
- Active Directory Users and Computers ;IQI ﬂ
File Action View Help
2| Hm 40Xz HERIPaETA%
2= ﬂ [ET | Type | Description |
[=QF) omputers 2| Computers Organizational Unit Default organizational unit for computer accounts created. ..
2| SBSComputers 2| Distribution Groups Organizational Unit  Defaulk organizational unit for distribution groups created ...
= SBSS_EWE'S 2 Security Groups Organizational Unit  Default organizational unit for security groups created wit. ..
=1 Distribution Groups 5 Users Organizational Unit
| Security Groups
Bl [2] Users
o SBsUsers
| Users
=
4 »

FIGURE 6-2 The default OU hierarchy in a Windows SBS 2011 domain.

The function of these OUs is to separate the leaf objects that Windows SBS 2011
creates in your domain by their functions; users go in one OU, computers in another,
and so forth. Here again, Windows SBS 2011 has made the AD DS design decisions
for you. It includes specialized tools that are based on this default design. To manage
AD DS user, group, and computer objects using the Windows SBS Console, the objects
must be located in the appropriate OUs. You can conceivably redesign the domain
hierarchy by creating your own OUs and moving the objects into them, using any
organizational paradigm you want, such as the geographical locations of your com-
pany's branch offices. To do so, however, you would then have to use the standard

Working with Users, Computers, and Groups 153
www.it-ebooks.info


http://www.it-ebooks.info

Windows Server 2008 R2 tools to manage them instead of the Windows SBS
Console. You would also have to reconfigure the default Windows SBS 2011 Group
Policy objects (GPOs), which are designed around the default OU hierarchy.

CAUTION 1t is strongly recommended that you do not modify the default AD DS
hierarchy, at least at first, until you fully understand the ramifications of your actions.

Group Policy

One of the most powerful administration tools in AD DS is Group Policy. Group Policy
is a feature that enables you to deploy combinations of configuration settings (which
are essentially registry settings) to large numbers of users or computers on an

AD DS network at once.

To use Group Policy, you create a Group Policy object (GPO), which is a collection
of computer and/or user configuration settings packaged as a single unit. You then
link the GPO to a domain, OU, or site object in AD DS. Once you do this, every leaf
object in the domain, OU, or site to which you linked the GPO receives the configu-
ration settings in it and applies them to the computer or the currently logged-in
user.

NOTE You can link GPOs only to domain, OU, or site objects. You cannot link them
to individual leaf objects (including groups, strangely enough), nor can you link
them to the predefined objects that use the container object type, such as the Com-
puters and Users objects.

For example, you can use the Windows Update client on an individual computer
to configure the system to download and install new operating system updates as
they become available. Windows SBS 2011 includes Windows Server Update Services
(WSUS), however, which enables your server to supply updates to the client worksta-
tions on the network. Rather than make you configure each individual workstation
to download updates from the WSUS server, the Windows SBS 2011 setup program
creates a GPO called Update Services Client Computers Policy, which contains Windows
Update configuration settings, and links it to your domain, as shown in Figure 6-3.
As a result, all the computers in the domain receive these settings and configure
themselves to use WSUS for their updates.
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FIGURE 6-3 The Windows Update settings in the Update Services Client Computers Policy GPO.

Because the Update Services Client Computers Policy GPO is linked to your domain
object, all the computers on your network receive its settings. One of the main
reasons for creating OUs, however, is to segregate objects that you want to receive
different settings. For example, Windows SBS creates separate SBSComputers and
SBSServers OUs in your domain so that it can assign different GPOs to the worksta-
tions and server.

Windows SBS 2011 includes a number of GPOs with different functions, which it
links to appropriate objects in the default AD DS hierarchy. This is an excellent ex-
ample of good Group Policy organization. GPOs have hundreds of possible settings,
and keeping track of which ones you have deployed to which locations can be diffi-
cult. Although you can conceivably create a single GPO that contains all the settings
you want to deploy to certain users and computers, it is much more efficient, from
an organizational standpoint, to create multiple GPOs for specific purposes.

Hierarchy and Inheritance

The use of terms such as tree and leaf in AD DS terminology should give some idea
of the directory service’s hierarchical architecture. AD DS is based on domains, which you
can group into trees and forests, but within each domain, you can build a root-like
structure using OUs. Just as in a file system, influence in a domain flows downward
through the container objects to the individual leaf objects. When you link a GPO

to a domain object, the settings in that GPO flow down to all the OUs in the domain
and all the leaf objects in the OUs. In the same way, linking a GPO to an OU causes
all the leaf objects inside to receive the settings, even objects within subordinate OUs.
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You can see one example of how the design of the AD hierarchy is useful to ad-
ministrators in the default Windows SBS 2011 domain. As mentioned earlier, there is
a Computers OU in your domain’s MyBusiness OU, and in the Computers OU, there
are two more OUs: SBSComputers and SBSServers. Why use three OU levels, though,
when you could simply create the SBSComputers and SBSServers OUs directly beneath
the MyBusiness OU?

One reason is that adding the level containing the Computers OU enables you
to apply Group Policy settings in three different ways. By linking a GPO to the
SBSComputers OU or the SBSServers OU, you can apply settings to all the client
computers or all the servers in the domain. However, by linking a GPO to the
Computers OU, you can apply settings to all the computer objects in the domain
clients and servers at once.

The downward flow of influence in an AD DS domain is not limited to Group Policy
settings. AD DS has a system of permissions that define who can access particular
objects and what they can do with the objects they access. The AD DS permissions
system is completely independent from the other permission systems in Windows
Server 2008 R2, such as NTFS and registry permissions, but it works in very much
the same way. If you assign permissions to a container object, such as a domain or
an OU, every object in that container inherits those permissions, including other
container objects.

Using AD DS Tools

The Windows SBS Console enables you to perform many of the most common
AD DS maintenance tasks, although it generally does not identify them as such.
Windows SBS 2011 tries to insulate administrators from the complexities of AD DS,
but when you create or manage a user or a group in the Windows SBS Console, you
are actually creating an AD DS object and modifying its attributes.

Although you might want to stick to the Windows SBS Console when performing
administrative tasks at first, you should also be aware of the AD DS tools included
with the Windows Server 2008 R2 operating system. These tools provide more com-
prehensive access to the AD DS and enable you to work with AD DS objects on any
Windows computer.

NOTE The procedures in this book use Windows SBS 2011 tools whenever possible.
However, you can use the Windows Server 2008 R2 tools to perform all the same tasks.

Using Active Directory Users and Computers

The Active Directory Users And Computers Console is the most commonly used

AD DS management tool. Like most Windows Server 2008 R2 tools, it is a snap-in
for the Microsoft Management Console (MMC) utility. Unlike Windows SBS Console,
which displays only certain AD DS objects, Active Directory Users And Computers is
based on a tree display of your entire domain, as shown in Figure 6-4.
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FIGURE 6-4 The Active Directory Users And Computers Console.

In the Active Directory Users And Computers Console, the left pane (also called
the Scope pane) displays your domain and all the container and OU objects beneath it,
using an expandable tree arrangement, just like the file system in Windows Explorer.
Selecting a container or OU in the Scope pane displays all the objects it contains
in the right pane (also called the Detail pane). Double-clicking a leaf object, such
as user, computer, or group, opens the Properties sheet for the object, as shown in
Figure 6-5.

Mark Lee Properties el

Dialiry | Enwiranment | Sessions | Remote contral
Remote Desklop Services Profile | Perzonal Yirtual Desklop I CO+
General |Add|ess | Ac:ﬂuntl Profile: I Ta\ephnnes' Organization I Member OF

& Mark Lee

First name:

Iriitials:
Last name: ILee
Dizplay name: IMark Lee
Description: IManage the server and the network using this accoy
Dffice: |

Telephone number: Other.

E-mail IMarkLee@adatum info

‘Web page: Other.

(1] I Cancel | Apply I Help |

FIGURE 6-5 The Properties sheet for a user object in the Active Directory Users And
Computers Console.
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As you can see in Figure 6-5, a user object’s Properties sheet in the Active Directory
Users And Computers Console contains much more information than its Windows
SBS Console equivalent, and enables you to modify many more of the object’s at-
tributes. This is not the full extent of the console’s capabilities, though. To see even
more information about your AD DS domain, you can select Advanced features from
the View menu to display additional objects, as shown in Figure 6-6. Few adminis-
trators require access to these advanced features on a regular basis, but it is good to
know that they are available.

B Active Directory Users and Computers -3l x|

File Action Wiew Help

ez znlaEeE IRt e s Tva®

4

| MyBusiness
= 2] Computers
2| SBSComputers
2| SBSServers
Distribution Groups
Security Groups
o Users
| SB3Users
“| Program Data
| System
| Users
| Microsoft Exchange Syskem Objects
| NTDS Quotas

[ #HEHEHE

| I

2| MyBusiness
I NTDS Quotas
| Program Data
| System
“lUsers

: Active Direckary Users and Computers [SBSL.a | Hame | Type I Descripkion
_ Saved Queries | Builtin builtinDomain
[SR="=] urm,local | Computers Container Default container for upgraded computer accounts
| Builtin 2| Domain Controllers  Organizational Unit  Default container for domain controllers
_| Computers _| ForeignSecurityPrin,,,  Container Defaul container For security identifiers (SIDs) asst
= DDITI.EU'I Cuntr.ullsr.s Infrastructurs infrastructurelipdate
- :;te’lagﬁrnr:;ywlnc\pa\s | LostandFound lostAndFound Default container For orphaned objects
= | Managed Service ... Container Defaul: container For managed service accounts
| Managed Service Accounts B
7| Microsoft Exchange Security Groups 2 | Microsoft Exchange.., Crganizational Unit
= | Microsoft Exchange.., msExchSystemObi...

Crganizational Unit
msD3-QuotaConta..,
Container

Container

Container

Default organizational unit For Windows Small Busir
Quoka specifications container

Default location For storage of application data,
Builtin system settings

Default container for upgraded user accounts

| iLa|

FIGURE 6-6 The Active Directory Users And Computers Console, in Advanced Features mode.

The Advanced Features mode also displays additional attributes for each object.

The Properties sheet for a user object, for example, has five additional tabs, as
shown in Figure 6-7.
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Mark Lee Properties ﬂﬂ

Publizhed Certificates I tember OF I Password Replication | Dial-iny | Obiject

Security I Enwiranment Sessions
Femate cantral I Femate Desktop Services Profile
Personal Yirtual Desktop | COM+ | Attribute Editor
General | Address | Account | Prafile I Telephones I Organization

3) Mark Lee

First name: Initials:

Last name: |Lee

Display name: IMark Lee

Description: IManage the server and the netwark using this accol
Dffice: |

Telephone number: I Other...

E-mail: IMarkLee@adatum infin

‘wieb page: I Other...

ok I Cancel | Spply | Help |

FIGURE 6-7 The Properties sheet for a user object in the Advanced Features mode of the Active
Directory Users And Computers Console.

Using ADSI Edit

For even more complete access to object attributes, you can use the Active Directory
Services Interface Editor (ADSI Edit) Console, shown in Figure 6-8. This tool provides
full access to all the attributes of every object in your AD DS domain, including a
great many that the average administrator never has to use.
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FIGURE 6-8 The ADSI Edit Console.

Opening the Properties sheet for an object in ADSI Edit displays an interface like
that shown in Figure 6-9. Instead of the intuitive controls found in Active Directory
Users and Computers, ADSI Edit provides direct access to the attributes and assumes
that you are familiar with the correct syntax for the attributes that you intend to
modify.

CN=Mark Lee Properties x|

Adtribute Editar | Security |

Attributes:
Attribute | Value :l
harne Mark Lee
networkéddress <ot sets
ntPwdHistary <hat sets
[:} <hot set>
objectCategary CH=Person, CN=5chema,CH=Configuration,C
objeciClass top; person; organizationalPerson; user
obiectGUID [32c4d02-3133-4b71-8b8d-PEEEIEEEMET
obiectSid 5-1-5-21-2585287766-4261 61 2386-2302451
objectersion <ot get>
aperatorCaunt <ot set
atherFacsimieT eleph..  <not set> =l
otherHomePhone <ot setr
atherl pPhone <nat set>
otherLogint/orkstations  <not set> -
i | _’I_I

(n]:4 I Cancel | Apply | Help |

FIGURE 6-9 The Properties sheet for a user object in the ADSI Edit Console.
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Using Group Policy Management

To manage Group Policy settings for your AD DS network, the primary tool is the
Group Policy Management Console, shown in Figure 6-10. Group Policy Manage-
ment, like Active Directory Users and Computers, is an MMC snap-in that displays
your GPOs; the settings they contain; and the domain, site, and OU objects to which
you can link them.

o
d e Adin View Widow Help | =l
Lo | o W NN 7 o
i, Group Pobcy Menagement adatum_local
b Forest: sdatmlocal L | | |
= [ Demans "“ Pl !
= G EEEEE Mlﬁm—lml e T MIML
i/ Dtk Dunain Py 1 W Wirdone SEG User Yox 0/
] Update Sevviues Cherk Computers Pukcy H e Wircdows 565 CSE ... es (es tmued Wnduu\ w0,
W"”:“ ;"'""*“'“"::' 3 41/ Drclouk Doman Polcy Ho fes Enobled  More 10410,
all Lpedete ridepels ver Cramputars Polky | [ 4 4 Updste Services i Ho Yes Enstled  Mone 10710,
o Windows ptrach eid 5 o Updalis Sevvices Sev.. No s Enabled Mo 100
= '_" rm""’“‘ Sl oy = 6 +./ Updaie Senvees Co . Ha e Enabled  Moee 10710
Micrarsoft Exchange Seoety Grougps
Y Groun Pobicy Modsirg
2 Group Policy Results 1 | il |

FIGURE 6-10 The Group Policy Management Console.

The basic functions of the Group Policy Management Console are to display
information about GPOs and manage the links between GPOs and AD DS objects.
To edit the GPOs, you use the Group Policy Management Editor Console, shown in
Figure 6-11. Each GPO has two main sections, one containing settings that apply to
computers and one that applies to users. When a computer on the network starts, it
downloads all the GPOs linked to it and applies the Computer Configuration settings.
Then, when a user logs on to the domain, the system applies the User Configuration
settings.
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B Group Policy
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"~ Software Settings EE Event Log
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=l ;"a"“: R(esstu‘”tt‘wﬂ‘s:”“a 4 System Services
cripts (StartupiShutd || o
A File System
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= iministrative Templates: ol wired Netvrmrk (IEEE 802.3) Policies )
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I Network List Manager Policies
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_ | Public Key Policies
~| Software Restriction Policies
_ Network Access Protection
| Aapplication Contral Policies
B, 1P Security Policies on Active Dirsctory (ADA. .
| Advanced Audit Policy Configuration

Password and account lockout policies

auditing, user rights and security options policies
Event Log

Restricted Groups

System service settings

Registry security settings

File security settings

wired Metwork Policy Administration, Manage Wire. .

windows Firewall with Advanced Security
Network name, icon and location aroup policies,

Wireless Network Policy Administration. Manage W...

Nebwork Access Protection
Application Contral Policies

Internst Protocol Security (IPssc) Administration. ..

advanced Audit Policy Configuration

FIGURE 6-11 The Group Policy Management Editor Console.

Within each of the two sections is a hierarchy of nodes and folders containing
hundreds of individual policy settings, as shown in Figure 6-12. You can enable as
many or as few policy settings as you want in a particular GPO.

E Group Policy Management E

File Action View Help

—lo|x|

= H==HE

[=] s Compuker Configuration
= Palicies

Software Settings

Windows Settings

B T Security Settings
=

Local Policies
j Evert Log

4, Registry
4 File System

EI Defaul: Domain Policy [SES1, ADATUM,LOCAL]F = |

| Name Resolution Policy
(]| Seripts (Startupyshutdavn)

Account Policies

S Password Policy

Account Lockout Policy
kerberos Policy =

& Restricted Groups
& System Services

2o wired Metwork (IEEE 802.3)
| wWindows Firewall with Adval
| Mebwork Lisk Manager Policie

11 Salf irrlrss Mebwnrk (TFFF 807,
4 » 4|

Palicy =

| Policy Setting

1tz Enforce passward histary
Maximum password age
linimum password age
Winimum password length

assword must meet complexity requirements
11| Stare passwords using reversible encryption

0 passwords remembered

180 days

1 days

& characters
Enabled
Disahled

FIGURE 6-12 Nodes and folders in the Group Policy Management Editor Console.

When you select a Group Policy setting, a Properties sheet appears, as shown in
Figure 6-13, containing controls that you use to configure the setting.
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_tmx
[5] Configure Automatic Updates Civeis By | Next Setting
' Mot Configured ~ Comment: =]
& Enabled
€ Disabled -]
Supported on: [a¢ eact Windaws 2000 Service Pack 3 or Windows XP Professional Service Pack 1 =]
Options: Help:

Configure automatic updating:

3 - Auto download and notify for install
The following settings are only required
and applicable if 4 is selected.
Scheduled install day:

0 - Every day j

Scheduled install time:  [03:00 'I

j updating service,

four aptions in the Group Palicy Setting:

befare installing them.

updates to install.

Specifies whether this computer will receive security updates and |+
other impaortant downloads through the Windows automatic

This setting lets you specify if autamatic updates are enabled on
this computer. If the service is enabled, you must select one of the

2 = Notify befare dawnleading any updates and notify again

When Windows finds updates that apply to this computer, an icon
appears in the status area with a message that updates are ready
to be downloaded, Clicking the ican ar message provides the
option to select the specific updates to download, Windaws then
downloads the selected updates in the background. When the
download is complete, the icon appears in the status area again,
with notification that the updates are ready to be installed.
Clicking the icon or message provides the aption to select which

Cancel

o]

Apply

FIGURE 6-13 The Properties sheet for a setting in the Group Policy Management Editor Console.

NOTE Windows Server 2008 R2 provides several other AD DS management tools,
including the Active Directory Domain And Trusts Console and the Active Directory

Sites And Services Console. These tools are intended for use on larger AD DS installa-
tions, with multiple domains and sites, and are generally not needed on Windows SBS

2011 networks.

Working with Users

Before you connect a workstation to the network, you must create user accounts

for all the individuals who will be logging on using that workstation. The Windows
SBS Console includes a link to the Add A New User Account Wizard in the Getting
Started Tasks list, as well as on the Frequent Tasks And Community Links page and

on the Users And Groups page. The Users tab on the Users And Groups page also

provides controls you can use to manage existing user accounts.
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Creating a User Account

To create a new user account in the Windows SBS Console, use the following procedure:

1. Log on to your Windows SBS 2011 primary server using an account with
network Administrator privileges. The Windows SBS Console appears.

2. Click Users and groups, and make sure the Users tab is selected.

> <.
Shared Felders  Backup and -
and Web Sites  ServerStorage TPt Security,

@ ren -

& Mark Lee Maridlee Marklee@odatum.in_.  Network Admi_.  Manage the server and the ...

User Tagks

&, Add s rew user sccount

& Add multiple user accounts.

.| Change user role for uer accounts

L#1 Change password policies

L\ Redinect folders for user accounts to
the server

wn Puschase sdditionsl clent sccess
Icenies

@ What users can | manage?

€3 Refresh this view

3. In the User tasks list, click Add a new user account. The Add A New User

Account Wizard appears, displaying the Add A New User Account And

Assign A User Role page.

%» Add a New User Account ] 3

Add a new user account and assign a user role

First name Last name
é | |

User name

E-mail address
@adatum.info

Description

Phone number

Choose a user role

User role: IStamIarrI User o

What user role should T choose for this user?

INext: I Cancel
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4. Inthe First name and last name text boxes, type the name of the user that
you want to add.
5. Inthe User Name field, select one of the suggested names from the drop-

down list or type a name of your own. The name that you specify appears
in the E-mail address text box.

TIP If you select one of the suggested account names in the drop-down list, the
wizard remembers your selection and uses the same naming convention when you
create subsequent user accounts.

6. Add information to the Description and phone number text boxes, if desired.

7. Inthe User role drop-down list, select the role that you want to apply to the
account and click Next. The Create A Password For Accessing Your Network
page appears.

4 Add aNew User Account i ] 3

Create a password for accessing your network

Password:

(&)
QT
Canfirm passwaord:

Password requirements
¢ The password must be at least 3 characters long.

) Complexity:
+  The password must contain at least three of the fallowing four types of characters:
uppercase letters, lowercase letters, numbers, and symbals,

+  The password cannot contain the user account name, the user’s first name, or the user's last
name,

Back | Add user account Cancel |

8. Inthe Password and confirm password text boxes, type a password that con-
forms to the requirements stated on the page.

NOTE Windows SBS 2011 uses Group Policy settings to enforce the password
length and complexity requirements for domain user accounts. You can modify
these requirements by modifying the Password Policy settings in the Default
Domain Policy GPO.
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10.

166

BEST PRACTICES In many cases, administrators assign the same temporary
password to all user accounts when they create them and then require the users to
supply their own passwords after they log on for the first time. However, you can
choose to assign a unique password to each user account when you create it and
then supply the password to the user.

Click Add user account. The wizard creates the user account and the User
Account [User Name] Has Been Successfully Added To The Network page
appears.

i Add aNew User Account =10 x|

User account 2my Jones has been successfully added to the network

Amy lones can now access the netwark resources, send e-mail, and work fram a remate
lacatian,

A Welcome e-mall message was sent to Amy Jones,

Haow da I manage user accounts?

Before providing these credentials to a user, confirm that you are auth d to make ¢
changes on the user's computer.
For more information, please read the Changes that Windows SBS makes to client computers

[T Do not show this text again

<» Assign an existing computer to Amy < Add a new computer for Amy

T Assign an existing computer to Amy T To add a new computer to the

| Jones. | netwaork for Amy Jones, open a Web
! ! browser from the new computer,

o o

and then type http://connect.

TIP Selecting the Do not show this text again check box streamlines the user
creation process if you do not intend to add or assign a computer after creating
each user account. This page also contains links that enable you to assign an exist-
ing computer to the user you just created or add a new computer by proceeding
directly to the Connect Computers To Your Network Wizard.

Click Finish. The wizard closes, and the user account appears on the Users
And Groups page.
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As mentioned earlier, the Add A New User Account Wizard creates a new user
object in the AD DS database, but it also performs the following tasks:

= The wizard creates a folder, named for the user, in the C:\Users\Shares folder
on the server. This folder appears on the network as \\server\UserShares,
where server is the name of your server. Everyone has the Allow Full Control
share permission for the UserShares folder, and each user has the Full Con-
trol NTFS permission to his or her own folder. Users have no NTFS permis-
sions for other users’ folders, but the Administrators group has the Allow
Full Control permission.

MORE INFO For more information on share and NTFS permissions, see Chapter 8,
“Working with Permissions.”

= The wizard creates a Microsoft Exchange Server mailbox for the user, with a
maximum mailbox size of 2 gigabytes (GB). Outlook Web Access is enabled,
as are the Messaging Application Programming Interface (MAPI), Post Office
Protocol version 3 (POP3), and Internet Message Access Protocol (IMAP)
client capabilities.

MORE INFO For more information on Exchange Server and the messaging
protocols it supports, see Chapter 15, “Administering Email.”

The wizard sets two storage quotas for the user in the File Server Resource
Manager Console: a 2-GB soft quota, for the user’s Folder Redirections folder,
and a 2-GB hard quota for the user’s shared folder.

MORE INFO In File Server Resource Manager, soft quotas merely warn the

users when they reach their storage limit, while hard quotas prevent users from
exceeding their limits. For more information on using storage quotas, see Chapter 9,
“Managing Storage.”

= The wizard sends an email to the user’s mailbox, welcoming the user to the
domain.

= The wizard adds the user account to several of the default groups created by
the Windows SBS 2011 setup program. The group memberships are based
on the user role you selected when creating the user. Table 6-1 lists the group
memberships associated with each of the three default user roles.
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TABLE 6-1 Group Memberships of the Windows SBS 2011 Default User Roles

STANDARD STANDARD USER WITH NETWORK
USER ADMINISTRATION LINKS ADMINISTRATOR

All Users X X X

Windows SBS Admin X X

Tools Group

Windows SBS X X

Administrators

Windows SBS Fax X

Administrators

Windows SBS Fax Users X X X

Windows SBS Link Users

Windows SBS Remote X X X

Web Access Users

Windows SBS SharePoint_ X X

MembersGroup

Windows SBS SharePoint_ X

OwnersGroup

Windows SBS SharePoint_

VisitorsGroup

Windows SBS Virtual Private X

Network Users

Creating Multiple User Accounts
If you have to create a number of user accounts based on the same role, you can run
the Add Multiple New User Accounts Wizard using the following procedure:
1. Log on to your Windows SBS 2011 primary server, using an account with
network Administrator privileges. The Windows SBS Console appears.
2. Click the Users and Groups button and make sure the Users tab is selected.

3. Inthe User tasks list, click Add multiple user accounts. The Add Multiple New
User Accounts Wizard appears, displaying the Choose A User Role And Add
New User Accounts page.
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A% Add Multiple New User Accounts =100 =1

Choose a user role and add new user accounts

Choose a user rale

What user role should I choose for these users?

Adel user accaunts

MHame User name E-mail address

Add... Edit... Remove |

d user accounts Cancel |

In the Choose a user role drop-down list, select the role that you want to use

to create the accounts.

In the Add user accounts box, click Add. An Add Multiple New User Accounts

dialog box appears.

A% add Multiple New User Accounts x|

General information

First name Last name
/ |

User name
I j‘
E-mail address

I @aclatum.info

Description

Fhane number

[

User passward

Passward Password Requirements:

(# The passward must be at least & characters lang.

Canfirm password

o Complexity:
+  The password must contain at least three of the following four types of

characters: uppercase letters, lowercase letters, numbers, and symbals,
+  The passwaord cannot contain the user account name, the user's first name, or
the user's last name.

Cancel |
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10.
11.
12.

13.

In the First name and last name text boxes, type the name of the user that
you want to add.

In the User name field, select one of the suggested names from the drop-
down list or type a name of your own. The name you specify appears in the
E-mail address text box.

Add information to the Description and phone number text boxes, if desired.
In the Password and confirm password text boxes, type a password that con-
forms to the requirements stated on the page.

Click OK. The user appears in the Add user accounts list.

Repeat steps 5 to 10 to add more users to the list.

Click Add user accounts. The wizard creates all the user accounts in the list,
and the All New User Accounts Have Been Successfully Added To The Net-
work page appears.

Click Finish.

Managing User Properties

Once you have created user accounts, they appear in the Windows SBS Console

on the Users And Groups page on the Users tab. On the right side of the page, the
Tasks list is split into two sections: User tasks, which contains links to general tools,
such as the Add A New User Account Wizard, and a second section containing tasks
that apply to the currently selected user. These tasks enable you to work with the
attributes of the selected user object.

To modify the properties of a user account, use the following procedure.

1.

170

Log on to your Windows SBS 2011 primary server, using an account with

network Administrator privileges. The Windows SBS Console appears.

Click Users and groups, and select the Users tab.

Select one of the user accounts on the page and, in the Tasks list, click Edit

user account properties. The Properties sheet for the user account appears.

Select one of the following pages in the dialog box and use the controls

provided to modify the user’s properties:

= General Contains the basic informational fields, such as name, email
address, and phone number, for which you supplied values when you cre-
ated the user account.
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:. Amy Jones Properties

Remote Access
E-Mail
Camputers
Folders

Graups

Web Sites

‘5 General information

First name: Last name:
[army] IJones
User name:

Amylanes
E-mail address:

Amylanes @adatum.info

Description:
Phone number:

Disable account | Reset passwaord |

0K I Cancel |

Apply |

= Remote Access Specifies whether the user is permitted to access the
network from remote locations using Remote Web Access and virtual

private networking (VPN) connections.

" Amy Jones Properties

General
E-Mail
Camputers
Folders
Graups
Web Sites

-
“BL Choose how this user can remately access the netwark

¥ User can access Remote Web Access

™ User can access wirtual private netwaork

What is remote access?

0K I Cancel

Apply
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= E-Mail Specifies whether the user’s Exchange Server mailbox should be
limited to a maximum size, and if so, specifies that size, in gigabytes.

x
General _
Remote Access n,g Set maximum mailbox size
Enfarce the mailbox quotas
CE
Camputers
Folders Maximum mailbox size (in GB): Il.(l 3:
Groups
Web Sites

oK I Cancel | Apply |

= Computers Specifies which computers on the network the user is per-
mitted to access and what level of access the user is granted.

% Amy Jones Properties x|

General

| Set network computer access.
Remote Access P!

E-Mail
An assigned user on a computer can install applications and can

preserve and modify application settings.

Folders Computer [ Access [ Remate Access
Ma computers found.

Groups

Web Sites

jv

I Can remotely & this computer
The modified settings are applied with the next Group Policy
synchranization.

Tell me mare about network computer access

oK I Cancel Apply
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m Folders Specifies whether the user’s shared folder should have a stor-
age quota and whether the user's data folders should be redirected to a
server drive. You can also specify the size of the storage quotas for each.

:. Amy Jones Properties

X

General
Remote Access
E-Mail
Camputers
EE
Groups
Web Sites

I} ll‘ Manage folders for this user account

—Manage shared folders on the server

¥ Enfarce shared falder quota

Maximum shared folder size (in GE): Iz,o 3:

r Enable folder redirection to the server
¥ Enable folder redirection quota

Faximum amount of data that can be 20
redirected ta server

—Redirect falders to the server ——————————————————————

oK I Cancel | Apply

= Groups Specifies the groups of which the user is a member.

'. Amy Jones Properties

X

General
Remote Access
E-Mail
Camputers
Folders

Web Sites

;SE) Set group membership

The user belongs ta the following groups:

Group MName I Description

92 Al Users E-mail distributi...
&Wlmluws SBS FaxUsers Can use the Win...
&Wimlows SBS Link Users Can accesstheL..

&Wlmluws SBS Remote Web Access Users  Can access Rem..,
&Wimlows SBS SharePoint_MembersGroup  Can view, add, u...

oK I Cancel Apply
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= Web Sites Specifies which of the default Windows SBS 2011 websites
the user is permitted to access.

= Amy Jones Properties 5[

General

E] Choose the Web sites that this user can access
Remate Access -

E-Mail
¥ Remote Web Access

Computers

¥ Intemal Web site
Folders

¥ Qutloak Web Access
Groups

QK I Cancel | Apply |

5. Click OK. The Properties sheet closes and the console applies the changes
that you have made.

Printing Customized Getting Started Pages

After creating a user account, the next step in deploying a workstation on a Windows
SBS 2011 network is to connect the computer to the network. This is a procedure
that users can perform themselves, and to simplify the process, Windows SBS 2011
enables you to print out a customized Getting Started page for each user, providing
personalized instructions for logging on and connecting to the server, as shown in
Figure 6-14.
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Welcome to Windews Small Business Server 2011 Standard

Dear Amy Jones,

MarklLee has installed Windows® Small Business Server 2011 Standard on our computer network. Windows

SBS 2011 Standard provides software tools to help you werk more productively and communicate more easily with
coworkers, customers, and partners. This document explaing how to join your computer to the Windows S85 2011
Standard network and some of the features in Windows S85 2011 Standard that are available to you after your
computer is joined to the network.

Join your computer to the Windows SBS network

To take advantage of the features that are available in Windows 5BS 2011 Standard , you need to join your
computer to the network.

To join your computer to the network

1. Log en to your computer by using your current user name and passwerd.
2. Open an Internet browser, such as Microsoft® Internet Explorer.
3. Inthe address bar, type http:/ fConnect, and then press ENTER.

4. The Welcome to Windows Small Business Server 2011 page appears. Click Start Connect Computer
program.

5. On the Choose how to set up this computer page, dick Set up this computer for myself.

FIGURE 6-14 The Getting Started page for a Windows SBS 2011 user.

To print the Getting Started page, select a user account on the Users And Groups
page and click Print the getting started page for this user account. You can then print
the document using any of the printers that the computer is configured to use.

Creating User Roles

In Windows SBS 2011, a user role is a set of account property values that function

as a template for the creation of new user accounts. Without user roles, you would
have to configure all the user properties for each account that you create individually,
adding users to multiple groups and specifying which resources they can access,

for example. When you run the Add A New User Account Wizard, you select one of
the existing user roles as the basis for the new account. Once you actually create the
account, you can modify its properties as needed.

Windows SBS 2011 includes three user roles by default:
= Standard User Provides access to standard network resources, including

network shares, printers and faxes, internal websites, Remote Web Access,
and the Internet

= Standard User with Administration Links Same as the Standard User
role, with added access to the administration links in Remote Web Access
and the desktop gadget links

= Network Administrator Provides full access to all system resources
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In addition to these three roles, you can create your own customized user roles
with the procedures in the following sections.

Creating a New User Role
To create a new user role from scratch, use the following procedure:
1. Log on to your Windows SBS 2011 primary server, using an account with
network Administrator privileges. The Windows SBS Console appears.
2. Click Users and groups, and select the User roles tab.

3. Inthe User role tasks list, click Add a new user role. The Add A New User Role
Wizard appears, displaying the Specify A Name And Description For The New
User Role page.

3 add a New User Role =1 x|

Specify a name and description for the nevws user role

User role name and description

User role name

Description

¥ Base defaults on an existing user role

[standara User Jd|

I The user role appears as an option in the Add Mew User Account Wizard and in the Add Multiple
Mew User Accaunts Wizard

The user rale is the default in the Add New User Account Wizard and in the Add Multiple Mew User
Accounts Wizard

[ext Cancel |

4. Inthe User role name text box, type the name that you want to assign to the
role. In the Description text box, type a description of the role’s capabilities, if
desired.

5. If you want to base your new user role on one of the existing roles, select the
Base defaults on an existing user role check box and select the role that you
want to use from the drop-down list.

6. Select the The user role appears as an option in the Add New User Account
Wizard and in the Add Multiple New User Accounts Wizard check box if you
intend to create user accounts based on this role.
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7. Select the The user role is the default in the Add New User Account Wizard
and in the Add Multiple New User Accounts Wizard check box if you intend to
create most or all your user accounts with this role.

8. Click Next. The Choose User Role Permissions (Group Membership) page
appears.

wd Add a New User Role ] ] .3
e

Choose user role permissions (group membership)
Group membership defines the permissions that a user with this role type has on the nebwaork.

Group membership

Hame | Description

e Windows 5B5 Link Users Can access the Link List in Remate Web Access

(5 Windaws SBS SharePoint_MembersGroup  Canview, add, update delete, apprave and customize tl
(55 Windaws SBS Fax Users Can use the Windows 5BS Fax service

[:E-)Win(lows SBS Remote Web Access Users  Can access Remote Web Access

Add Remove |

Back | Mext I Cancel |

9. To modify the group memberships assigned to the role, click Add. The Choose
Security Group Membership dialog box appears.

Add a New User Role

Choose security group membership,

All security groups Security aroup membership
FMame | Description S Mame | Description
e Account Operat..  Members can ac e Windows SBS Li..  Can access thelink
(2 Administratars Administrators | e Windows SB5 Sh... Canview, add, upc
%AII Users E-mail distributi” S Windows SBS Fa.. Can use thewindc
5 Allowed RODC P, Members in this S Windows SBS Re.. Can access Remate

(:_Jé Backup Operators  Backup Operatc
(o Cert Publishers Members of thi:
(o Certificate Servic..  Members of thi:
[?é—:.Cryptographic . Members are av o

v Remove
(e Delegated Setup Members of thi:

(= Denied RODC Fa.. Members in thig

(5 DHCP Administra.., Members wha |

(,_% DHCP Users Members wha |
(:_Jé Discavery Manag... Members of thi:

(o Distributed COM... Members are all &
Il b < o

OK I Cancel |

Add

Working with Users, Computers, and Groups 177
www.it-ebooks.info


http://www.it-ebooks.info

10. Select the groups that you want to assign to the role in the All security groups
list and click Add. Select the groups that you want to delete from the role in
the Security group membership list and click Remove. Then click OK.

11. Click Next. The Choose E-Mail Settings page appears.
il

Choose e-mail settings

Mailbox quata

¥ Enfarce mailbox cuota

Size of mailbox quota {in GBi: |2.U 3:

¥ outloak Web Access

Back | Mext I Cancel |

12. Specify whether you want to apply a mailbox quota and whether users should
be able to access the Outlook Web Access website.

13. Click Next. The Choose Remote Access For This User Role page appears.
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;'andd a New User Role =10 x|

Choose remote access for this user role

Remote access

V' Remote weh Access

™ virtual private netwark (WP}

Back | Mext I Cancel |

14. Specify whether users should be permitted to access the network using
Remote Web Access and VPN connections.

15. Click Next. The Choose Shared Folder Access For This User Role page appears.

o4 Add a New User Role =0 =
o

Choaose shared folder access for this user role

—shared falders

¥ quotainGe 2.0 -

— Redirect user falders to server

™ Enable falder redirection ta the server

- Quotain GB |2

a

Back | Add user rale I Cancel
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16. Specify whether the user’s shared folder should have a storage quota and
whether the user’s data folders should be redirected to a server drive. You
can also specify the size of the storage quotas for each.

17. Click Add user role. The New User Role Was Added Successfully To The
Network page is displayed.

18. Click Finish. The new role appears in the User roles list.

Creating a User Role from an Existing User
To create a user role based on a user account that you have modified to your
requirements, use the following procedure:
1. Log on to your Windows SBS 2011 primary server, using an account with
network Administrator privileges. The Windows SBS Console appears.
2. Click Users and groups, and make sure the Users tab is selected.

3. Select one of the user accounts on the page and, in the Tasks list, click Add
a new user role based on this user account’s properties. The Add A New User
Role Based On [User Name's] Properties sheet appears.

Add a new user role based on Amy Jones's properties x|

Type the name of the user role and choose the role to display as an option in
the Add User Wizard.

User rale name:

User rale description:

v Display this user rale as an option in the Add User Wizard

[T This user rale displays as the default role in the Add a Mew User
Account, Add Multiple New User Accounts wizards.

Cancel

4. Inthe User role name text box, type the name that you want to assign to
the role. In the User role description text box, type a description of the role’s
capabilities, if desired.

5. Select the Display this user role as an option in the Add User Wizard check
box if you intend to create user accounts based on this role.
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6. Select the This user role displays as the default role in the Add A New User
Account, Add Multiple New User Accounts Wizards check box if you intend to
create all or most of your user accounts with this role.

7. Click OK. The new user role appears on the User roles tab.

Working with Computers

Windows SBS 2011 includes the operating system for your server, but you must
purchase the Windows 7, Windows Vista, or Windows XP operating system for your
workstations separately. Once you have installed Windows 7, Windows Vista, or
Windows XP, you can join your workstations to the network by running the Connect
Computer program on them.

NOTE To run successfully, the Connect Computer program requires that you use
Windows 7, Windows Vista with Service Pack 2 (SP2) or later, or Windows XP with SP3
(for 32-bit) or SP2 (for 64-bit) or later. In addition, the client computer must be run-
ning Internet Explorer 7 or later and .NET Framework 4.0 or later, both of which are
available as free downloads from the Microsoft Download Center.

Connecting Computers to the Network

When you click the Connect computers to your network link in the Windows SBS
Console's Getting started tasks list, a wizard appears that is primarily informational.
After a page reminding you that you should create user accounts before you con-
nect computers to the network, the wizard explains that you must run the Connect
Computer program on each workstation that you want to connect to the network.

You can deploy the Connect Computer program to your workstations in two ways,
as shown in the Connect Computers To Your Network Wizard (see Figure 6-15): by
connecting to the Windows SBS 2011 server with Internet Explorer and downloading
the program; or by copying the program from the server to a removable medium,
such as a USB flash drive, and moving it to the workstation.
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13 Connect computers to your network o [ 4]

Run the Connect Computer program

You must run the Connect Computer prog on each computer that is part of the network.
Choose the method that you want to use for connecting a computer to the network.

% Access the program through a web browser {recommended)
Lag on each computer that you want ta add to the network, open a web browser, and then bype
http:ficonnect in the Internet address bar.

#$ Copy the program to portable media
Copy the Connect Computer program to portable media {such as a USE drive or D), and then run the
program on each computer that you want ko add to the netwark,

‘What is the best way to connect a computer to the network?

Back MNext Cancel

FIGURE 6-15 The Connect Computers To Your Network Wizard.

When you select the Access the program through a web browser (recommended)
option, the wizard displays instructions for connecting to the server from the work-
station, the same instructions found in the Getting Started pages for the user. Select-
ing the Copy the program to portable media option displays the Specify A Location
To Copy The Connect Computer Program page, shown in Figure 6-16, which enables
you to copy the Connect Computer program to any storage device recognized by the
file system. The total size of the program is only 226 kilobytes (KB); you can therefore
use a floppy disk or any USB flash drive. You can also copy the program to a folder on
a hard disk and burn it to a CD-ROM.
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13 Connect computers to your network o [ 4]

Specify a location to copy the Connect Computer program

Location:

| |
Browse |

Back | Mext I Cancel

FIGURE 6-16 The Specify A Location To Copy The Connect Computer Program page in the Connect
Computers To Your Network Wizard.

Running the Connect Computer Program
To run the Connect Computer program on a workstation, use the following procedure:
1. Log on to your workstation using an account with network Administrator
privileges.
2. Click Start, and then click Internet Explorer. An Internet Explorer window
appears.
3. Inthe Address box, type http://connect and press Enter. The Welcome To
Windows Small Business Server 2011 page appears.
If the client computer does not meet the requirements to run the Connect
Computer program, a page listing the requirements appears.
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184

Fid
Windows Small Business Server 2211

Sandad

Welcome to Windows Small Business
Server 2011 Standard

The Connect Computer program helps you assign yourself or others as users of this computer, preserve
existing user data, and configure this computer to connect to the Windows Small Business Server 2011
Standard network. In some cases, it may be necessary to connect a computer to the network manually. For
more information, see the associated help topics on the server.

Before you begin, make sure that this computer meets the following requirements:

« .NET Framework 4.0 or later is installed. To install NET Framework, go to the Microsoft Web site.
« The computer is running either the Windows 7 operating system, the Windows Vista operating system
with the most recent service pack installed, or the Windows XP operating system with SP3 (for 32bit) or
SP2 (for 64bit) installed. To install the required service pack, go to the Microsoft web site.
If the client computer meets the requirements, a page appears containing a

Start connect computer program link.

ry

&7
Windows Small Business Serverzxi1
Stanciad

Welcome to Windows Small Business
Server 2011 Standard

The Connect Computer program helps you assign yourself or others as users of this computer, preserve
existing user data, and configure this computer to connect to the Windows Small Business Server 2011
Standard network.

To start the program, click the following link and then follow the instructions. For additional guidance, see
figures 1-3.

+ Start Connect Computer Program
Click to start the Connect Computer Pragram

Click the Start computer connect program link. A File Download—Security
Warning message box appears, asking if you want to run or save the
program.

NOTE If you have the Connect Computer program on a removable medium,
insert the disk or drive into the computer and run the Launcher.exe program.
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5. Click Run. Then click Yes in the User Account Control dialog box. The Connect
Computer Wizard appears, displaying the Choose How To Set Up This
Computer page.

M Connect Computer EI = @

Choose how to set up this computer

Before you begin, you need to have your new computer network user name and password, You
can get this information from your network administrator,

<P Set up this computer for myself
Connect this computer to the network and assign myself as a user,

<» Set up this computer for other users
Connect this computer to the network and assign users,

l \ I you are setting this computer up for others, do the following:
# Create Windows 5B5 user accounts for the users on your network, This can be

done from the Windows Small Business Server "7" Preview Console on the
SEMVEr,

# Learn your network administrator user name and password for Windows 5B5.

How can I connect computers to the network?

Cancel

6. Click the Set up this computer for myself option. The Verifying Computer
Requirements page appears as the program checks the state of the computer.
If the computer meets the requirements, the Computer Requirements Are
Verified page appears.

NOTE If the computer does not meet the requirements for running the program
(for example, if a Windows Vista workstation does not have SP2 or later installed),
the wizard informs you what must be done before it can continue.
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7.

8.

186

Click Next. The Type Your New User Name And Password page appears.

&ConnedComputel EI =] @

Type your new user name and password

User name (for your new computer network)

Password (for your new computer network)

Where do [ get my computer network user name and password?

[ Back ] Next ] [ Cancel |

In the User name and password text boxes, type the credentials for your
domain user account and click Next. The Verify Computer Description page
appears.

CAUTION The user name and password you supply on this page must be for a
domain account created using the Windows SBS Console, not the local account
created during the workstation installation.
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M Connect Computer EI = @

Verify computer description
You can keep the current name of this computer, or you can change the name.

MName of this computer

Description of this computer

Sheuld I change the description of this computer?

[ Back ] [ MNext ] [ Cancel ]

9. The computer’s current name appears in the Name of this computer text box.
You can leave it as is, or change the name and add a description, as desired.
Then click Next. The Move Existing User Data And Settings page appears.

TIP Computer names can be no more than 15 characters long; are not case

sensitive; and can consist only of letters, numbers, and the underscore and hyphen
characters.
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M Connect Computer EIE‘@

Mave existing user data and settings

The program found existing user data and settings en this computer, Data found can include My
documents folder or primary document library folder, desktop background settings and Internet
favorites. To continue to access existing data and settings, choose your old logoen name in the
drop-down list.

<Mone» -

Tell me more about preserving user data and settings.

[ Back ] [ Next ] l Cancel I

10. If the computer has documents and settings on it that you want to retain,
select the local account name from the drop-down list and click Next. The
Confirm Your User Data And Settings Selection page appears.

11. Click Next to continue. The Restart The Computer page appears.

Q Connect Computer EIE\@

Restart the computer

You have provided zall the information that is necessary te cennect this computer te the netwoerk. To
continue, click Restart.

When the computer restarts, the program will automatically open and continue connecting to the
network.

[ After finishing the program, automatically log on to the computer with the user name and
gthe prog ylog P
password provided (not recommended).

Back ] [ Restart ] l Cancel
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12.

13.

14.

Click Restart. The system restarts, completes the setup process, and restarts
again.

Log on using your domain user account. The Connect Computer Complete
page appears.

Click Finish. The wizard closes, the computer appears in the Computers list on
the Network page of the Windows SBS Console, and the workstation is now
ready to use.

The Connect Computer Wizard performs a variety of configuration changes on
the workstation, including the following:

The wizard joins the computer to the AD DS domain, creating a new com-
puter object in the MyBusiness\Computers\SBSComputers OU and adding it
to the Domain Computers group.

The wizard installs the Windows SBS 2011 ClientAgent and Windows Man-
agement Instrumentation (WMI) Provider components on the workstation.
The wizard adds the domain user account to the local Administrators and
Remote Desktop Users groups.

Using Group Policy settings, the wizard configures the Windows Update
client on the workstation to download new updates from WSUS on the
Windows SBS 2011 server and install them automatically every day at 3 A.M.

The wizard sets the Home page in Internet Explorer to the server’s Internal
website and creates a Windows SBS group o the Start menu, also containing
a shortcut to that site.

The wizard creates entries in the Internet Explorer Favorites list for the Inter-
nal website, Outlook Web Access, and Remote Web Access.

The wizard opens selected ports in the Windows Firewall configuration to
allow the workstation to send and receive the traffic associated with the
Windows core networking, file and printer sharing, WMI, Remote Desktop,
and Remote Assistance features.

Assigning Computers to Users

Although Windows SBS 2011 recommends that you create user accounts for your
network users before you connect their workstations, it is possible to assign a new
user account to an existing workstation. To do this, you must grant the user account
the permissions that it needs to access the computer.

The Windows SBS Console enables you to approach this task by modifying the
properties of either the user or the computer. Modifying the user properties enables
you to grant a single user access to multiple computers, while modifying the computer’s
properties enables you to grant Computer access to multiple users.
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Modifying a User’s Computer Properties
To grant a user access to a computer, use the following procedure:

1. Log on to your Windows SBS 2011 primary server, using an account with
network Administrator privileges. The Windows SBS Console appears.

2. Click Users and groups and make sure the Users tab is selected.

3. Select one of the user accounts on the page and, in the Tasks list, click Edit
user account properties. The Properties sheet for the user account appears.

4. Select the Computers tab.

@ Martha Dale Properties x|

General

Remote Access j,.hﬁ Set network computer access

E-Mail
Windows SBS administrators have access to all computers in the

windows SBS network.

Folders Computer | Access Remaote Access
R CLIL Local Administrator  Yes
froups CLI2 Lacal Administratar  Yes
Web Sites SBSL Lacal Administratar  Yes

Tell me more about network computer access

0K | Cancel Apply

5. Select the computer that you want the user to access.

6. Inthe Access level drop-down list, specify which of the following permissions

you want the user to have:

= Standard user Enables the user to run most of the applications installed
on the computer but prevents the user from making changes that can
affect other users, including installing or uninstalling most hardware and
software components, deleting system and application files, and modify-
ing many configuration settings.

= Local administrator Enables the user to make changes that affect other
users, such as creating and deleting local user accounts, modifying secu-
rity settings, and installing and uninstalling hardware and software.
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7. Select the Can remotely access this computer check box if you want the user
to be able to access the computer using Remote Web Access or a VPN con-
nection.

8. Click OK to close the Properties sheet.

To assign a computer to a user immediately after you create the user account,
you can also click the Assign an existing computer link on the final page of the Add A
New User Account Wizard. This displays a stand-alone Assign Computer dialog box
that contains the same interface as the Computers tab, as shown in Figure 6-17.

+a Assign Computer to AdamBarr o =]

An assigned user on a computer can install applications and can
preserve and maodify application settings.

Computer I Access I Remaote Access
CLIL Stancard User Mo
L Standard User Mo

Access level

I Gan remotely access this computer

The maodified settings are applied with the next Group
Palicy synchronization,

Tell me more about network computer access

oK I Cancel Apply

FIGURE 6-17 The Assign Computer dialog box.

Modifying a Computer’s User Properties
To approach the task from the computer side, use the following procedure:

1. Log on to your Windows SBS 2011 primary server, using an account with
network Administrator privileges. The Windows SBS Console appears.

2. Click Network and make sure the Computers tab is selected.

3. Select one of the computers on the page; in the Tasks list, click View computer
properties. The Properties sheet for the computer appears.

4. Select the User access tab.
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[McL11 Properties x|

General

m % Assign User Access

Updates
User I Access I Remote Access I
5 Adam Barr Standard User Ma
T Amy Jones  Standard User Yes

4,1, Mark Lee Local Administrator ~ Yes
& Martha Dale Local Administrator  Yes

Access level:

IStan(IartI User j

= can lag an remotely ta this computer

What permissions should I set far user accounts to access
camputers?

OK I Cancel Apply

Select the user that you want to grant access to the computer.

In the Access level drop-down list, specify which of the following permissions

you want the user to have:

= Standard user Enables the user to run most of the applications installed
on the computer, but prevents the user from making changes that can
affect other users, including installing or uninstalling most hardware and
software components, deleting system and application files, and modify-
ing many configuration settings.

= Local administrator Enables the user to make changes that affect other
users, such as creating and deleting local user accounts, modifying secu-
rity settings, and installing and uninstalling hardware and software.

Select the Can log on remotely to this computer check box if you want the

user to be able to access the computer using Remote Web Access or a VPN
connection.

8. Click OK to close the Properties sheet.
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Working with Groups

Internal security in Windows SBS 2011 is largely based on permissions. Permissions
specify which Windows SBS 2011 resources a user is permitted to access and how
much access the user receives. By the time you complete your Windows SBS 2011
deployment, the server and workstations have granted your users permissions for
hundreds of files, folders, printers, AD DS objects, and registry settings automati-
cally. Assigning permissions is a regular part of a network administrator’s job, but
fortunately Windows SBS 2011 simplifies the process by enabling you to assign
permissions to groups instead of individual users.

In Windows SBS 2011, a group is an AD DS object that functions as a proxy for all
the other objects that the group has as its members. When you assign permissions
to a group, all the group’s members receive those permissions as well. The groups
that Windows SBS 2011 creates by default are based on specific network functions
and resources. For example, the Windows SBS Remote Web Access Users group has
the permissions needed for users to access computers on the network using the
Remote Web Access (RWA) interface from a remote location. When you grant a user
RWA access to a computer, the Windows SBS Console simply has to add the user
object to the Windows SBS Remote Web Access Users group rather than assign
all the necessary permissions to each individual user account.

Group memberships are completely independent of the AD DS hierarchy. You
can add objects from any container in the domain to a group. If you choose to ex-
pand the AD DS tree by creating your own OUs, you can move user objects to other
OUs as needed and they remain members of their groups.

Groups can also have other groups as members, a practice called group nesting.
When you make one group a member of another group, the permissions you
assign to the top-level group flow downward through the second-level group to its
members as well.

NOTE Windows Server 2008 R2 supports three group scopes: domain local, global,
and universal. In a stand-alone Windows Server 2008 R2 installation, group nesting

is subject to certain limitations, based on the group scopes and other AD DS set-
tings. However, Windows SBS 2011 simplifies the matter. All the groups that Windows
SBS 2011 creates by default are universal groups, and any universal group can be a
member of any other universal group. When you create groups in the Windows SBS
Console, you have no choice but to create universal groups. To create domain local or
global groups, you must use the Active Directory Users And Computers Console.
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Windows SBS 2011 supports two group types, as follows:

= Security groups Administrators use security groups to control access to
network resources. Assigning permissions to a security group gives every
member of the group all those permissions.

= Distribution groups Distribution groups, which are essentially mailing
lists, enable users to send email to all members of the group at once.

Creating a New Group

You can create your own groups to control access to your network resources as
needed. For example, you might want to create a group with limited access per-
missions called New Hires, which you use for individuals that have just joined the
company. Instead of having to assign permissions to each new user object, you can
simply add the users to the New Hires group. Once a user passes the probationary
stage, you can give them greater access by simply moving them to other groups.

To create a new group in the Windows SBS Console, use the following procedure:

www.it-ebooks.info

1. Log on to your Windows SBS 2011 primary server, using an account with
network Administrator privileges. The Windows SBS Console appears.
2. Click Users and groups, and select the Groups tab.
Eg windows Small Dusiness Server 2011 Standard Console
- -
h' . Windows SmallBusiness Server it
o Network s“";"wd:;:: h::t"s"::‘:‘_ Repurls Securily
Juer 0o -
[ [ —
F-Wail [stribution Graups
S Al sers E-mail listfor allus...  allusers@adaturn | raipTReks
S Windows SBS Administratars E-mail list fiur all e B Add a new group
Security Groups 4 Refresh this view
'\-E Windows 585 Remote Web Access Usens Can access Remote Web Access
S wWindows S5 Fax Users Can use the Windows SB5 Faxs...
S Windows 585 Fax Adiminestiaton Can manage the Fas serace m .
"ﬂ. Windows 585 Folder Redu, A t: Folders i d to the ser.
:?'L\\‘lnduw\ S8 Vietual Private Network Users Can access network resounces .,
S Windows SB5 SharePoint VistorsGraup. Have read-anly access ta the in
S5 Winduws 5B SharePomt_Membersbroup Can view, adlel, updlate, delete a..
S Windows 55 SharePoint. GwnersGroup Have administrative access tot.
._"\'EWMMW\ B Lank Users. Can access the Link Lst n Bemn,
S Windows SB5 Admin Toals Group Can access the Administration t..
LEsterns
3. Inthe Tasks list, click Add a new group. The Add A New Group Wizard
appears, displaying the Getting Started page.
4. Click Next to continue. The Add A New Group page appears.
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=10

Add a new group

Group name:

Description:

Group type

i« Distribution group: Send an e-mail message to user accounts that belong to this
SRR distribution group.

i Security group: Control access to files, folders, and applications data far user accounts that
belong to this security group,

[T Enable this security group to receive e-mail

How canTuse groups in my netwark?

Back | [ext I Cancel |

5. Inthe Group name text box, type the name that you want to assign to the
group. Type some informational text in the Description text box, if desired.

6. Select the type of group that you want to create. If you choose the Security
Group option, specify whether you want to be able to send email to the
group by selecting the Enable this security group to receive e-mail check box.

7. Click Next. The Select Group Members For 1 page appears.
S el

Select group members for 1

Users and groups: Group members:
Mame | Description Mame | Description
% Mark Lee Managethe server

L‘_, Amy Jones

2 iartha Dale

«'_B Adam Barr

.fé,Wm(Iows SB5Re.. Canaccess Remote
.gWimlows SB35 Fa.. CanusetheWinda
,gwimluws 5B5 Fa.. CanmanagetheFa
"_@rWimlows 5BS Fo.. Folders are redirect
..Eer(Iows SB5 Wi, Can access netwarl
.gWimlows SBS Sh... Haveread-only aco Remave |
,gwimlﬂws SBS Sh.. Canview, ade, upd

.gWimlows SBS Sh... Have administrative

.gWimlows 5B5Li..  Canaccess thelink

,gwimluws SBS A..  Canaccess the Adn
'gVSSRegistryGroup

Add

« e o T
Back | Add group I Cancel |

Working with Users, Computers, and Groups 195
www.it-ebooks.info


http://www.it-ebooks.info

as members of the new group and click Add.

In the Users and groups list, select the users and groups that you want to add

Click Add group. The wizard creates the group and the A New Group Has

Successfully Been Added To The Network page appears.

10.

Click Finish. The wizard closes.

Managing Group Memberships

Once you have created the user and group objects that you need, you can manage your
group memberships in two ways: by opening the Properties sheet for a user object
and selecting the desired groups, as shown earlier in this chapter, or by opening a
group's Properties sheet and selecting the desired users, as shown in Figure 6-18.

Windows SBS Remote Web Access Users Properties

BT

E-mail

X

;% General information

Group name:

I‘-“-’\n(low: SBS Remote Web Access Users

Description:

ICan access Remaote Web Access

[ Group members

Mame Description

?_, Adam Barr
3) Amy Janes
%, Mark Lee
2 Martha Dale

Manage the server and the ...

Add...

Femove |

o]

Cancel Apply

FIGURE 6-18 The General tab in a group's Properties sheet.
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Managing Disks

= Working with Disks During Installation 197

®  Managing Disk Storage 200

Windows Small Business Server (SBS) 2011 includes a number of tools that
administrators can use to install and manage hard disks and create volumes
on those disks. In this chapter, you'll explore such disk utilities as the Windows

SBS 2011 Setup program, the Disk Management snap-in, and the Diskpart.exe
command-line program. Later, in Chapter 9, “Managing Storage,” you'll learn how
to create shares on the volumes, so that users can access them over the network.

NOTE There is a good deal of vocabulary involved when working with disks
in Windows SBS 2011. Terms such as disk, partition, and volume can refer to the
same resources at different times, but they are not necessarily interchangeable.
Be sure to observe the differences as they are used in the text.

Working with Disks During Installation

Before you can store data on a Windows SBS 2011 hard disk, you must create at
least one volume on it. You create your first volume, which becomes the C drive,
during the operating system installation process, and Windows SBS 2011 uses
that volume to store all the default system, application, and data files. Although

it is possible to create additional simple volumes from within the setup program,
many administrators wait until after the installation process is complete. You must
also wait if you want to create non-simple volumes, such as mirror sets and RAID-5
arrays.
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Loading Disk Drivers During Installation

The first opportunity that you have to manipulate the storage subsystem on a server
running Windows SBS 2011 is during the installation of the Windows Server 2008 R2
operating system. When the Where Do You Want To Install Windows? page appears,
as shown in Figure 7-1, it displays all the disks that the setup program was able to
locate using the device drivers supplied with Windows.

@ £7 Install Windows
Where do you want to install Windows?
| MName ‘ Total Size Free Space | Type |
|I/ Disk 0 Unallecated Space 150.0 GB 150.0 GB ‘
., Disk 1 Unallocated Space 400 GB 400 GB
== Disk 2 Unallocated Space 40.0 GB 40,0 GB
= Dick 3 Unallocated Space 40,0 GB 40,0 GB
+3 Refresh Drive opticns (advanced)
&% Load Driver

FIGURE 7-1 The Where Do You Want To Install Windows? page of the Windows Server 2008 R2
setup program.

Windows Server 2008 R2 ships with a large collection of disk drivers, and if you
purchase an original equipment manufacturer (OEM) version of Windows SBS 2011,
that collection might be augmented with drivers for the specific hardware included
in the computer. The result, in the majority of cases, is that you can see the disks in
the computer during the installation without any special manipulation.

There are times when this is not the case, however. If the Where Do You Want To
Install Windows? page should appear with some or all of the computer’s disks miss-
ing, this means that the system lacks the drivers it needs to access some or all of the
storage subsystem.

If your computer has a drive or array that Windows does not support with its
included drivers, you can at this point load additional drivers yourself by clicking
the Drive options (advanced) link. The additional controls that appear, as shown in
Figure 7-2, include a Load driver link that enables you to supply a CD, DVD, or flash
drive containing driver files that you have obtained from the manufacturer of your
hardware.
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@ £7 Install Windows

Where do you want to install Windows?
| Name | Total Size Free Space | Type ‘ ~
= Disk 0 Partition 1: System Reserved 1000 MB 36.0 MB  System
|;, Disk 0 Partition 2 1269 GB 1268 GB  Primary |
o Disk 0 Unallocated Space 230 GB 23.0GB
S Dizk 1 Unallocated Space 40.0 GB 40.0 GB
. ;, Disk 2 Unallocated Space 40.0 GB 40,0 GB LI
4 Refresh K Delete &” Format Mew
& Load Driver 3 Extend

FIGURE 7-2 The additional controls on the Where Do You Want To Install Windows? page of the
Windows Server 2008 R2 setup program.

Creating Volumes During Installation

By default, selecting a disk during the Windows Server 2008 R2 setup process causes
the program to utilize the entire disk to create a small system volume and a C volume,
on which it installs the entire Windows SBS 2011 environment.

However, the additional controls on the Where Do You Want To Install Windows?
page also enable you to create your own volume for the installation, using only part
of an existing disk. If, for example, your server has a single 500 gigabyte (GB) disk
drive in it, you might want to create a 150 GB volume for the Windows SBS installa-
tion and save the rest for data storage you might need at a later time.

The main restriction on these volume controls is that you cannot create anything
other than a simple volume during the Windows Server 2008 R2 installation. There-
fore, you cannot create a mirrored, spanned, striped, or redundant array of indepen-
dent disks (RAID) volume and use it for your Windows SBS 2011 installation. If you
want to use these advanced volume types to protect your data, you must wait until
the installation is complete, create the volume using the Disk Management snap-in
or the Diskpart.exe utility, and then move your data to the protected volume.

MORE INFO For more information on creating fault tolerant volumes, see “Creating
Volumes,” later in this chapter.
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Managing Disk Storage

You must create at least one volume during the Windows SBS 2011 installation, but
after the installation is complete, you can create as many additional volumes as you
need. You might have additional space to work with on the disk containing your

C drive, and you might have additional disks already installed in the computer. You
can also install additional disk storage on your server by adding internal disk drives,
connecting external drives, or deploying network-based storage devices. Once your
server recognizes the new storage devices, you can create and manage volumes
using the tools and procedures discussed in the following sections.

Using the Disk Management Interface

The primary Windows tool for managing disk partitions and volumes is the Disk
Management snap-in for Microsoft Management Console (MMC). Disk Management
is not a Windows SBS 2011 tool; all Windows versions include it as part of the Com-
puter Management Console. As with all MMC snap-ins, however, you can create

a custom MMC Console that combines Disk Management with any other snap-ins
you use regularly.

To access the Disk Management snap-in, you can use any of the following procedures:

m  Click Start > Administrative Tools > Computer Management and select the
Storage/Disk management node.

m Click Start > Administrative Tools > Server Manager and select the
Storage/Disk management node.

m Click Start. Then click Run and execute the Diskmgmt.msc file.

m  Click Start. Then click Run and execute the Mmc.exe file. Select
File > Add/Remove Snap-in and add Disk management to the console.

When you open the Disk Management snap-in, you see the default interface
shown in Figure 7-3.
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&8 Computer Management.

Fle Action Wisw Hslp

=101 x|

@ | (e Hm|E

& Computer Management (Local) | valume

=l {f} Svstem Tools
(5 Task Scheduler
2] Event viewer
Shared Folders
(%) Performance
) Device Manager
=l &5 storage

(=9 Disk Management
4 Services and Applications 4|

System Reserved

[ Layout [ Type [ File System [ status Actions
= o | Simple  Basic NTFS Fealthy (Boot, Page File, Crash Dump, 1,70 s
)GR155BXFRE_EN_DVD_1 (D) Simple  Basic LUDF

Simple

Healthy (Primary Partition)

Healthy (System, Active, Primary Parti More Actions ’

Basic NTF3

LDisk O
Basic
120,00 GB
Crline

100 MB MTFS

System Reserve

Healthy (System, A

Ll

{c)
119,90 GE NTFS
Healthy (Book, Page File, Crash Dump, Primary Partitio

LsDisk 1
Basic
40.00 GB
Crline

40,00 GB
Unallocated

M Unallocated [l Primary partition

FIGURE 7-3 The Disk Management snap-in.

The two center panes in the console, called Top and Bottom, can each display

one of the following three views:

= Disk list Lists the physical drives installed in the computer and displays
the disk number; disk type, such as Basic or DVD; disk capacity; unallocated
space; current status, such as online, offline, or no media; the device type,
such as SCSI or IDE; and the partition style, such as MBR or GPT.

Walume:

| Layout | Type | File System | Status

| Caparik: | Fres Space

Simple  Basic
—wGR153BXFRE_EN_DVD_1 (D) Simple  Basic
@ 5ystem Reserved Simple  Basic

4

WTFS Healthy (Boot, Pag,.. 119.90GE 86,94 GB
UDF Healthy (Primary P... 6.33 GE 0MB
MTFS Healthy {Swstem, ... 100 MB FZMB

| I

= Volume list Lists the volumes on all the computer’s disks and displays

the volume name; layout, such as Simple, Spanned, or Striped; the disk type,
such as Basic or Dynamic; the file system, such as NTFS or Compact Disk File

System (CDFS); the disk status, such as Healthy, Failed, or Formatting; and
information about the disk’s capacity and its current free space.

Disk. | Type | _apacit | Unallocated Spacel Status | Device Type | Pattition Style |
[ Disk O Basic 120,00 GE 1 MB Online LIMENCWN  MBR
aDigk 1 Basic 40.00GE  40.00 GB Online UMENCWN  MBR
aDisk 2 Basic 40,00 GE 40,00 GB Online UMENCYWHN  MBR
aDisk 3 Basic 40,00GE 40,00 GB Online UMENCYWHN  MBR
aDisk 4 Basic 40.00GE 40,00 GEB Online UMENCYWHN  MBR
t_ﬁ.CD-ROM 0 CC-ROM 6,33 GE O ME Oriline IDE MER
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= Graphical view Contains a graphical representation of the computer's
physical disks, partitions, volumes, and logical drives. The disk status
column (on the left) displays the disk number plus its type, capacity, and
status. The volume status column (on the right) displays the name, size, file
system, and current status for each volume on the disk.

L—=Disk 0

Basic System Reserved || {C:)

120.00 GE 100 MB NTFS 119,90 GB NTFS

Online Healthry (System, Ad | Healthy (Boot, Page File, Crash Dump, Primary Partition)
L ubDisk 1

Basic

40,00 GE 40,00 G

Online Unallocated

The default interface contains the volume list in the top pane and the graphical
view in the bottom. You can modify these defaults as desired. Right-clicking an ele-
ment in any of the three panes displays a context menu containing commands for
managing the selected element.

Initializing a Disk
When you install a new hard disk in your server, or access one for the first time, the
first thing you must do is initialize it by selecting a partition style. To initialize a disk,
perform the following procedure:
1. Click Start. Then click Administrative Tools > Computer Management. The
Computer Management Console appears.
2. Inthe Scope (left) pane, select the Disk management node. The Initialize Disk
dialog box appears.

Initialize Disk x|

‘Y'ou must initialize a disk before Logical Disk Manager can access it.
Select disks:

[ Diiske. 1

Disk 2

Disk. 3

Disk. 4

Usze the follawing partition style far the selected disks:
* MER [Master Boot Record)
" GPT [GUID Partition T able)

Mote: The GPT partition style is not recognized by all previous versions of
Windows. It is recommended for disks larger than 2TB, or disks used on

Itanium-based computers.
|
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3. Select one of the following partition styles for the new disk:

= MBR (Master Boot Record) The default partition style, supporting up
to four partitions and volumes up to 2 terabytes (TB) in size

= GPT (GUID Partition Table) Supports up to 128 partitions and volumes
as large as 18 exabytes (18 x 260 bytes)

4. Click OK. The Disk Management interface appears, with the new disk appear-
ing as unallocated space.

Once you have initialized the disk, you can proceed to create volumes on it.

Creating Volumes

Windows SBS 2011 supports five volume types, as described in Table 7-1. These
volume types provide varying amounts of fault tolerance and performance en-
hancement. The volumes you created during the Windows SBS 2011 installation are
simple volumes, and because the volumes contain the computer’s boot and system
files, they must remain that way. However, you can use any unallocated space on the
system disk, plus the space on your other disks, to create volumes of any type.

TABLE 7-1 Volume Types Supported by Windows SBS 2011

VOLUME
TYPE

Simple

Spanned

Striped

Mirrored

NUMBER OF

DISKS REQUIRED  FAULT TOLERANCE

1

2to 32

2to 32

None.

None. The loss of
one disk destroys
the volume.

None. The loss of
one disk destroys
the volume.

Yes. The volume
survives the loss of
one disk.

www.it-ebooks.info

DESCRIPTION

Consists of space from a
single disk.

Consists of space from mul-
tiple dynamic disks, combined
to create a single volume.

Consists of space from mul-
tiple dynamic disks, combined
to create a single volume. The
system writes data one stripe
at a time to each successive
disk in the volume, increasing
input/output (I/0) efficiency.

Consists of an identical
amount of space on two disks.
The system writes duplicate
copies of all data to both of
the disks, so that all the data
remains available if one disk
fails. The volume size there-
fore equals half of the total
disk space.
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VOLUME NUMBER OF

TYPE DISKS REQUIRED  FAULT TOLERANCE DESCRIPTION

RAID-5 3 or more Yes. The volume Consists of space on at least
survives the loss of  three disks. The system stripes
one disk. data, along with parity informa-

tion, across the disks. If one
disk should fail, the system
can reconstruct the missing
data using the parity informa-
tion on the other disks.

In addition to the volume types, Windows SBS 2011 supports two disk types:
basic disks and dynamic disks. When you first initialize a disk, it appears as a basic
disk. A basic disk can have up to four partitions: three primary partitions and one ex-
tended partition, with the extended partition hosting multiple logical drives. As long
as you create only simple volumes on a disk, it remains a basic disk. The first three
simple volumes you create on a basic disk are the primary partitions. When you
create a fourth simple volume, the Disk Management snap-in creates an extended
partition using all the remaining unallocated space on the disk, and a logical drive of
the size you specified for the simple volume, as shown in Figure 7-4.

L uDisk 1

Basic New Yolume (E:) New Yolume (F:) New Yolume (G:) New Yolume (H:)
40,00 GB 9.77 GE NTFS 9.77 GE NTFS 9.77 GE NTFS 4.88 GE NTFS 5.82 GB
Online Healthy (Primary Partitio | |Healthy {Primary Partitio || Healthy (Primary Partitio | | Healthy (Logical Drive | |Free space

FIGURE 7-4 An extended partition and logical drive in the Disk Management snap-in.

TIP 1tis possible to create a fourth primary partition on a basic disk, but you cannot
do it using the Disk Management snap-in. Instead, you must use the Diskpart.exe tool
from the command prompt.

To create volumes other than simple volumes, you must convert the disks into
dynamic disks. Technically, a dynamic disk has one partition that uses all its available
space. You can then create multiple volumes within that single partition. When you
use basic disks to create a spanned, striped, mirrored, or RAID-5 volume using the
Disk Management snap-in, the tool converts the disks from basic to dynamic auto-
matically. If you delete all the volumes on a dynamic disk (erasing the data on them),
Disk Management automatically converts it back to a basic disk.

The Disk Management snap-in enables you to convert a basic disk into a dynamic
disk manually, by right-clicking a disk and using the interface shown in Figure 7-5,
although this usually is not necessary.
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Convert ko Dynamic Disk 5'

Select one ar more basic disks to convert ta dynamic disks.
Disks:

[J: Disk. 0

[ Disk 1

Digk 2

[ Disk 3

[ Disk 4

Cancel

FIGURE 7-5 The Convert To Dynamic Disk dialog box.

When you convert a basic disk with partitions on it to a dynamic disk, the snap-
in converts each partition to a simple volume, as shown in Figure 7-6. There is a
corresponding command to convert a dynamic disk back to a basic disk, but it only
appears when there are no volumes on the dynamic disk. Therefore, the only way to
convert a dynamic disk to a basic disk is to delete all its data.

=Disk 1

Dynamic New Yolume New Yolume New Yolume New Yolume

40.00 GB 9.77 GE MTFS 9.77 GE MTFS 9.77 GE MTFS .88 GB MTFS 5.82 GB
Online Healthy Healthy Healthy Healthy Unallocated

FIGURE 7-6 Basic disk partitions become dynamic disk volumes.

CAUTION The only drawback to using dynamic disks is that you cannot boot the
computer from any volume on a dynamic disk other than the current boot volume.
This prevents you from using a technique called dual-booting to run two operating
systems on the same computer. This is not a serious problem for most users, as virtual-

ization technology has rendered dual-booting obsolete in most cases.

Creating a Simple Volume

To create a simple volume with the Disk Management snap-in, perform the follow-

ing procedure:

1. Click Start. Then click Administrative Tools > Computer Management. The

Computer Management Console appears.
2. Inthe Scope (left) pane, select the Disk management node.

3. In the graphical view, right-click the unallocated space on any of your disks;
from the context menu, select New simple volume. The New Simple Volume

Wizard appears.

4. Click Next to bypass the Welcome page. The Specify Volume Size page

appears.
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New Simple ¥olume Wizard x|

Specify Yolume Size
Choose a volume size that is between the masimum and minimum sizes.

M aximumn disk space in MB: 40957
Minimum disk space in MEB: 8

Simple volume size in WMB:

< Back I Mext > I Cancel |

5. Inthe Simple volume size in MB box, specify the size of the volume you want
to create and click Next. The Assign Drive Letter Or Path page appears.

New Simple ¥olume Wizard x|

Aszsign Drive Letter or Path
For easier access, you can assign a drive leteer or drive path to your partition.

% Agsign the following diive letter:

' Mount in the following empty MTFS folder:

F
Brovisz,.. |

" Da not assign a drive letter or drive path

< Back I Mext > I Cancel |

6. Select one of the following options and configure its properties:

= Assign the following drive letter Enables you to select the available
drive letter you want to use to access the volume.

= Mount in the following empty NTFS folder Enables you to access the
new volume from within a folder on another existing volume. This makes
the new volume appear in the specified folder, as though it is part of the
existing volume.

= Do not assign a drive letter or drive path Enables you to create the
new volume without any means of accessing it. You can assign a drive let-
ter or mount the volume to a folder at a later time.
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7. Click Next. The Format Partition page appears.

New Simple Yolume Wizard x|

Format Partition
To store data on this partition, you must farmat it first

Chooze whether wou want to format this volume, and if so. what zettings you want to uze.

" Do not format this valume

& Fomat this volume with the following settings:

File system: INTFS 'l
Allocation unit size: IDefauIt 'l

“olume [abel: INew “olume

¥ Perform a quick format

I Enable file and folder compression

< Back I Mest > I Cancel |

8. To format the volume, leave the Format the volume with the following settings
option selected and configure the following properties:

File system Specifies whether you want to format the volume using the
NTFS, FAT, FAT32, or exFAT file system. NTFS provides many more features
than any of the file allocation table (FAT) options, including access control,
compression, and encryption. The only compelling reason to use FAT or
FAT32 is if you must access the volume using an operating system that
does not support NTFS. The exFAT file system is a new, 64-bit version
designed for use on USB flash drives.

Allocation unit size Specifies the size of the individual clusters the sys-
tem uses when allocating space on the volume. For a volume that stores

a great many small files, a smaller value provides more efficient use of
disk space; for a volume that stores extremely large files, a greater value
provides better performance. For most applications, however, the default
setting is preferable.

Volume label Specifies a name, up to 32 characters long, that the sys-
tem uses to identify the volume.

Perform a quick format Selecting this check box causes the wizard to
format the volume without checking for errors. Clearing the check box
causes the wizard to check the disk for errors as it formats the volume and
mark bad sectors as inaccessible. The time required for the error check-
ing depends on the size of the drive. For large drives, it can be a lengthy
process.
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= Enable file and folder compression Selecting this check box along
with the NTFS file system causes the computer to store all the data it
writes on the volume in a compressed form. This provides additional
storage space on the disk, but also places an additional burden on the
system processor, which is responsible for performing all of the real-time
compressions and decompressions.

NOTE You can turn compression on and off for a volume at any time, from the
General tab on the volume’s Properties sheet.

9. Click Next. The Completing The New Simple Volume Wizard page appears.

10. Click Finish. The wizard closes, and the new volume appears in the unallo-
cated space.

L8 Computer Management g =10l %]
Fin Ation View Heb
| HmHm B FE
& Conguter Mansgement (Loce) | Vo [ tnyenst | Typm [ P St [ statn Aatians
H L Srsteen Tocks =] Segle  Dasic NP5 Heakhy (Boot, Page Fle, Crash Dump, Frimery Pa [0 el
1 (D) Tash Schaduer ol R SSFRE EN DVD_L (DY) Sele B LOF Festhy (Frinary Partition)
[ Everk viewer e o (E1) Segie  Base NTFS Mty (Primary Paettion) Mo fca *
gi| Sherd Folders s system Baserved Segle  Lase NIFS Hesithy (System, Active, Prinry Partition)

4| |

L]
g ik 1
1l Servkes o roheations | ook O - ©

120.00 58 100 M8 NTFS 119.5%0 GB NTFS

Crline. Maakthy (Systam, Acth || Haskhy (Doot, Page Pils, Crach Dumg, Primary Partition)

L aisie 1

Basic Nemee Veihurre (E:)
40.00 68 40.00 G NTFS

Crles Hsathy (Privary Parttion]

W unallocated [ Pricary partition

Depending on the computer’s hardware, the size of the volume, and the settings
you selected, it might take several minutes for the formatting to finish.

Creating Other Volume Types

The Disk Management snap-in also includes wizards for creating spanned, striped,
mirrored, and RAID-5 volumes. These wizards are identical to the New Simple Volume
Wizard, except for the addition of a Select Disks page. This page enables you to se-
lect the disks you want to use to create the volume and specify the amount of space
you want to use on each disk.

When the wizard finishes creating a volume, the allocated space on all of the

disks involved changes color to reflect the properties of the new volume, as shown
in Figure 7-7.
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L_sDisk 2 | —
Dynamic spanned Yolume (I:) Striped Yolume (X) RAID-5 Yolume {K:) Mirrored Yolume {L:)

40.00 GE 9,77 GB NTFS 9,77 GB MTFS 9,77 GB NTFS 10,70 GB NTFS

Orling Healthy Healthy Healthy Healthy

Copisks I P | e—
Dyniamic Spanned Yolume (I:) Striped Yolume (X) RAID-5 Yolume {K:) Mirrored Yolume {L:)

40.00 GB 9.77 GB NTFs 9.77 GE MTFS 9,77 GB NTFS 10,70 GE NTFS

Gnline Healthy Healthy Healthy Healthy

_uDisk 4 N |
Dyniamic Spanned ¥olume {I:) Striped Yolume {1} RAID-5 ¥olume {K:)

40.00 GB 9.77 GE NTF3 9.77 GE MTF3S 9,77 GB NTF3 10,70 GB

nline Healthy Healthy Healthy Unallocated

FIGURE 7-7 New spanned, striped, mirrored, and RAID-5 volumes in the Disk Management snap-in.

Creating Spanned Volumes

When creating a spanned disk, as shown in Figure 7-8, you must select at least 2 and
no more than 32 disks, and you can specify any amount of space on each disk.

New Spanned Yolume x|

Select Disks
“fou can select the disks and set the disk size for this volume.

Select the disk you want to use, and then click Add.

Available: Selected:
T EEEE T Disk2 403
Disk 3 057 MB e |

Disk 4 40957 ME

< Riemove |
< Remave Al |

Total volume zize in megabytes [MB): 40957
b awimum available space in B 40957

Select the amount of space in ME:

|4095? _|:;l
< Back I

FIGURE 7-8 The Select Disks page in the New Spanned Volume Wizard.

Hewt > | Cancel

The disk you selected when creating the volume appears already in the Selected
list, with all its available disk space allocated. You can modify the amount of space
you want to devote to the drive as needed. The Available list contains all the other
disks in the system with available space. After selecting one or more disks and
clicking the Add button, you can modify the amount of space allocated from each
additional disk as well. The Total volume size in megabytes (MB) indicator specifies
the total amount of space on all the disks you selected.
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Creating Striped Volumes

When creating a striped volume, as shown in Figure 7-9, you must select at least
2 and no more than 32 disks, and you must specify the same amount of space on
each disk.

New Striped Yolume x|

Select Disks
“You can select the disks and set the disk size for this volume,

Select the disks you want to use, and then click Add.

Available: Selected:

40357 ME
Disk 3 40957 MB
Disk 4 40957 MB < Remave |
< Remove All |

Total valume size in megabytes [MB): 40957
Maximum available space in MB 40957

Select the amount of space in MB: |4095? _|:;l

T Back ezt > | Cancel

FIGURE 7-9 The Select Disks page in the New Striped Volume Wizard.

The process of selecting disks for a striped volume is essentially the same as that
for a spanned volume, except that the amounts of space allocated on each disk au-
tomatically adjust themselves as needed. For example, if the disk you selected when
creating the volume has 40,000 MB free, and you add a disk that has only 20,000 MB
free, the wizard automatically adjusts the configuration to use 20,000 MB from both
disks because all the selected disks must contribute the same amount of space. As
with a spanned drive, the Total volume size in megabytes (MB) indicator specifies the
combined allocated space in all the selected disks.

CAUTION As mentioned earlier, it is critical to understand that spanned and
striped volumes do not add fault tolerance, and are, in fact, less fault tolerant than
the other volume types. The loss of one disk in a spanned or striped volume causes
the entire volume to be lost, including the data on other undamaged disks.

Creating Mirrored Volumes

When creating a mirrored volume, as shown in Figure 7-10, you can select only two
disks, and you must specify the same amount of space on each disk.
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MNew Mirrored Yolume x|

Select Disks
*fou can select the disks and set the disk size for this volume.

Select the disks pou want to use, and then click Add.

Available: Selected:
i 24956 MB
A e Add > |

Disk 4 40957 ME < Remove |
< Remave All |

Total volume size in megabvtes (MB): 0
td awimum available space in MB 40957

Select the amount of space in ME: |4095? _I::l
¢ Back I flExt > | Cancel

FIGURE 7-10 The Select Disks page in the New Mirrored Volume Wizard.

The Select Disks page in the New Mirrored Volume Wizard functions just as
when you created a striped volume, except that you can select only two disks, and
the Total volume size in megabytes (MB) indicator specifies the amount of space
allocated on each disk, not the sum of both. A mirrored volume stores two copies
of each file, thereby realizing a volume size that is half of the total allocated space.

NOTE A mirrored disk array enables the computer to survive the failure of one disk
with service interruption or data loss. Another variation on this technology is to create
a mirrored array using two disks that are connected to different host adapters. This
technique, called disk duplexing, enables the computer to survive the failure of a disk
or a host adapter.

Creating RAID-5 Volumes

When creating a RAID-5 volume, as shown in Figure 7-11, you must select three or
more disks, and you must specify the same amount of space on each disk.
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New RAID-5 Yolume x|

Select Disks
“You can select the disks and set the disk size for this volume.

Select the disks pou want to use, and then click Add.

Available: Selected:

Bk 1 GU5E Fi ! i Disk 2 40357 MB

R TR

Disk 4 40957 ME < Remove |
< Remave All |

Total wolume gize in megabvtes (ME): 0
farimum available space in MB 40957
Select the amount of space in ME: 40957 _:I

< Back I ext > | Cancel

FIGURE 7-11 The Select Disks page in the New RAID-5 Volume Wizard.

The system provides fault tolerance by calculating a parity value for each bit in
the array. A parity value is a sum of the corresponding bits on each disk in the array.
Every bit has a binary value of 0 or 1, so the sum of all the bits in a particular loca-
tion on the array must be 0 or 1. (This is why all the disks in the array must have the
same amount of space.) If one of the disks in the array is lost, the system can use
the parity information to recalculate the value of the missing bits.

For example, in a 4-disk array, the values of the first bit in each of the first 3 disks
might be 0, 1, and 1, as shown in Figure 7-12.

Disk 1 Disk 2 Disk 3 Disk 4

1 | 0 1 1

FIGURE 7-12 Bit 1 values on a four-disk RAID-5 array (before parity).

Adding them together (in binary) gives you a parity value of 1, which the system
writes to the first bit in the fourth disk, as shown in Figure 7-13.
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Disk 1 Disk 2 Disk 3 Disk 4

s | 0 1 1 1

Parity

FIGURE 7-13 Bit 1 values on a four-disk RAID-5 array (with parity).

If the second disk in the array fails, as shown in Figure 7-14, one of the four cor-
responding bits is lost.

Disk 1 Disk 2 Disk 3 Disk 4
t1 | 1 1
Parity

FIGURE 7-14 Bit 1 values on a four-disk RAID-5 array, after disk failure.

When this occurs, the system can look at the values of the first bit in the remain-
ing disks (0 and 1) and the value of the parity bit (1), and know that the value of the
missing bit must be 1, as shown in Figure 7-15. (If the parity bit were 0, the missing
bit would have to be 0.) When the malfunctioning drive is replaced, the system cal-
culates the value of each missing bit and reconstructs the data on the new disk.

Disk 1 Disk 2 Disk 3 Disk 4
Bit 1 0 1 1
Parity

FIGURE 7-15 Bit 1 values on a 4-disk RAID-5 array, after disk reconstruction.

In this way, a RAID-5 array can yield a greater amount of available storage space
than a mirrored array. On a RAID-5 volume, the size of the volume specified by
the Total volume size in megabytes (MB) indicator is based on the size of the disks,
multiplied by the number of disks in the array, minus 1. Thus, a RAID-5 array that
consists of four 100 GB drives will have a volume size of 300 GB.

100 x (4-1) = 300
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A RAID-5 volume can suffer the failure of any one disk without data loss. When a
disk fails, overall performance of the array suffers, more so while the array is recon-
structing the data on a newly installed disk.

The RAID-5 capability provided by Windows Server 2008 R2 is known as
software-based RAID because the system processor is responsible for performing all
of the bit parity calculations. Administrators who are serious about RAID data pro-
tection might want to consider a hardware-based RAID solution, instead. Hardware-
based RAID uses a separate host adapter with its own processor to offload the
bit parity calculations from the system processor. This provides greater efficiency
without overburdening the computer’s main processor.

Shrinking and Extending Volumes
With certain limitations, Windows SBS 2011 also enables you to shrink and extend
volumes after you have created them, with no loss of data. When you right-click

a volume and select Shrink Volume, a Shrink dialog box appears, as shown in
Figure 7-16.

T — X
Total size betfare shrink in ME: 10358
Size of available shink space in MB: 7836

Enter the amount of space to shrink in ME:

Total size after shrink in ME: 3122

i “You cannot shrink a valume bepond the paint where any unmavable files are located.
See the 'defrag” event in the Application log for detailed information about the
operation when it has completed.

See Shiink a Basic Yolume in Disk kManagement help for mare information.

Shrink, I Cancel

FIGURE 7-16 The Shrink dialog box.

The dialog box enables you to specify how much disk space you want to free up
by shrinking the volume, based on the amount of data currently stored there. The
space freed by the shrink process is added to any contiguous unallocated space
located just after the shrinked drive.

Volume shrinking is subject to the following limitations:

= You cannot shrink volumes formatted with any of the FAT file systems; you
can shrink only NTFS volumes.

= You cannot shrink striped, mirrored, or RAID-5 volumes.

= To shrink a volume, the amount of free space on the volume must be at least
equal to the amount of space you want to reclaim.
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When you right-click a volume and select Extend volume, the Extend Volume
Wizard appears. The wizard consists of a Select Disks page (see Figure 7-17), just
like the one you see when creating a non-simple volume. This is because you can
conceivably extend a simple volume onto one or more additional disks, creating a
spanned volume in the process.

Extend Yolume Wizard x|

Select Disks
*f'ou can use space on one of more disks to extend the valume.

Available: Selected:
ek 5956 MB
R fdd s |

Dizk 3 3333 MB < Remove |
< Fiemave All |

Total valume size in megabytes [ME): 20957
M aximum available space in MB 9399

Select the amount of space in MB: ISBSS _|::l
< Back I Next > I Cancel

FIGURE 7-17 The Select Disks page from the Extend Volume Wizard.

The ability to extend volumes is subject to the following limitations:

= You cannot extend volumes formatted with any of the FAT file systems; you
can only shrink NTFS volumes.

= To extend a volume on a basic disk into noncontiguous space on the same
disk, you must convert it to a dynamic disk.

= You cannot extend mirror or RAID-5 volumes.

= You can extend a boot volume or system volume only into contiguous space
on the same disk; you cannot extend them onto other disks.

NOTE In this context, the term contiguous space refers to unallocated space im-
mediately following the volume you want to extend.

Using Diskpart.exe

In addition to the graphical interface that the Disk Management snap-in provides,
Windows Server 2008 R2 also includes a command-line utility called Diskpart.exe
that can perform all the same tasks, and a few that Disk Management cannot, such
as creating a fourth primary partition on a basic disk.
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Diskpart.exe has two operational modes: a script mode and an interactive mode.
To use script mode, you create scripts containing multiple Diskpart commands and
execute them from the command line using the following syntax:

diskpart /s scriptfile
To use interactive mode, you run Diskpart.exe from the command line without

any parameters. This runs the program and generates a DISKPART> prompt, as
shown in Figure 7-18.

osoft Windows [Version 6.1.76881
Copyright {c> 208689 Microsoft Corporation. A1l rights reserved.

C:s\Windowsssystem32>diskpart

Microsoft DiskPart version 6.1.7688

Copyright <C> 1997-2888 Microsoft Corporation.
On computer: SBE1

DISKPART> _

FIGURE 7-18 The DISKPART> prompt generated by Diskpart.exe in interactive mode.

To use Diskpart in interactive mode, you execute commands from the DISKPART>
prompt. Typically, you use various commands to specify what storage resource you
want to manage and then use other commands to work with that resource.

For example, to create a new partition on a basic disk, you must first specify the
disk where you want to create the partition. The list disk command displays a list of
the disks on the system, as shown in Figure 7-19.
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mmand Prompt - diskparkt

IC:s\Windowsssystem32>diskpart

Microsoft DiskPart version 6.1.7688
Copyright <C> 1997-2888 Microsoft Corporation.
On computer: SBE1

DISKPART> list disk
Status

Online 1824 KB

FIGURE 7-19 Output of the Diskpart.exe list disk command.

To work with a particular disk, you use a command like select disk 4, which shifts
the focus of the program to that disk. It executes all your commands from this point
on disk 4, until you change the focus. In the same way, you can change the focus of
the program to a specific partition or volume on the current disk.

Once you have selected a disk, you can create a partition using a command like
the following:

create partition primary size=10000

This command creates a 10 GB primary partition on the currently selected disk.
Using other commands, such as add, convert, delete, extend, format, and shrink,
you can manipulate disks, partitions, and volumes, just as you can from the Disk
Management snap-in.

NOTE The Disk Management snap-in is somewhat informal about disk terminology,

often confusing the terms partition and volume. Diskpart.exe is more precise. You can-
not create a volume on a basic disk using Diskpart, nor can you create a partition on a

dynamic disk.
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Working with Permissions

= Understanding Windows SBS Security Principles 219

= Working with Permissions 224

S ecurity is one of the primary concerns of any network administrator, of course,
and Windows Small Business Server (SBS) 2011 is designed to help administra-
tors keep their networks safe without the need for extensive training in security
principles. As mentioned in previous chapters, Windows SBS 2011 is based on the
open architecture of Windows Server 2008 R2 and other Microsoft products, but
instead of leaving the user to design an effective and secure configuration, the
product arrives preconfigured. The designers of Windows SBS have made many
of the decisions that are ordinarily left up to administrators, and in doing so, they
have created a networking environment that takes advantage of the software'’s
security capabilities.

Network security is not just a matter of design and deployment, however. It is
an ongoing concern, and administrators must be aware of the Windows SBS secu-
rity architecture and the tools they can use to maintain and enhance it.

Understanding Windows SBS Security Principles

Security is essentially a matter of controlling access to network resources. In
theory, one can create a perfectly secure system simply by denying everyone
access to it, but this is hardly a feasible solution for a data network. Some of the
basic security principles for the small business network administrator to consider
are as follows:

= Allow users to access the network resources they need to perform their
jobs.
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= Prevent unauthorized network users from accessing administrative tools and
settings.

= Allow network users to access the Internet without providing Internet users
unrestricted access to the network.

The following sections examine the primary mechanisms and design decisions in
Windows SBS 2011 that enable administrators to realize these goals.

Authenticating Users

Authentication, one of the two fundamental security functions, is the process of
verifying a user’s identity in preparation for granting that user access to a protected
resource. To authenticate a user, a system requires at least one of the following:

= Something the user knows The most common form of authentication
requires users to supply a piece of information, such as a password, which the
system already possesses. The complicating factor in this type of authentica-
tion is the security of the passwords, which can conceivably be intercepted
during transmission or compromised by the user. Windows SBS 2011 uses
password-based authentication by default, with authentication protocols that
protect the passwords from capture during network transmission.

= Something the user has Some security systems require users to possess a
smart card or other identifying device that they must supply to the computer
before they can access protected resources. Windows SBS 2011 supports
smart card authentication, but it is not configured to do so by default. The
main drawback of this authentication method is the additional cost for the cards
and the card reader hardware. Smart cards can also be easily lost or stolen, so
users are nearly always required to provide a password as well.

= Something the useris Some security systems require users to confirm
their identities by scanning physiological characteristics, such as fingerprints.
This technology is known as biometrics. Biometrical authentication is one of
the most secure systems available because fingerprints and other physiological
characteristics are difficult to spoof or steal. Windows Server 2008 R2 does
not include direct support for biometrical authentication (although Windows 7
now does, in the form of the Windows Biometric framework), but it does
support modular authentication protocols that enable the system to interact
with third-party hardware and software authentication solutions.

Active Directory Domain Services (AD DS) is responsible for authenticating
network users in Windows SBS 2011. When you create user accounts, you specify
passwords for them, which AD DS stores in its database. When users log on from
their workstations, they type their passwords as part of the authentication process.

The biggest problem with password-based authentication is the tendency of the
passwords to be compromised. There are two potential avenues of compromise:
the network and the users themselves. If client applications transmit passwords
over the network in clear text, it is possible for someone to capture the network
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packets and read the passwords inside them. Even if a client application encrypts
the passwords before transmitting them, a potential intruder can often identify the
data string that contains the encrypted password and use it to create an illicit logon
by replaying it back to a server, still in its encrypted form.

To protect the user passwords, AD DS uses Kerberos, an advanced authentication
protocol that enables clients to log on without transmitting passwords over the
network in any form, clear or encrypted. Named for the three-headed dog of Greek
mythology that guards the entrance to Hades, Kerberos is a highly complex protocol
that requires three elements to function: the client attempting to access a protected
resource, the server hosting the protected resource, and an authentication provider.
In Windows SBS 2011, the AD DS domain controller is the authentication provider,
and it is involved in every security transaction, even when a user accesses a resource
on another server. To avoid transmitting passwords over the network, Kerberos uses
cryptographic values derived from the passwords to create unique tickets that clients
and servers exchange to gain access to protected resources. Because the tickets are
generated for a specific use at a specific time, intruders capturing the packets can-
not replay them or derive user passwords from them.

Passwords are also vulnerable to low-tech forms of compromise, typically result-
ing from users’ sloppy or naive security habits. Users often write passwords down,
give them to coworkers for the sake of convenience, or are duped into supplying
them through social engineering. To address these problems, Windows SBS 2011
uses Group Policy settings to compel users to change their passwords at regular in-
tervals. You can modify these settings to suit the security needs of your organization.

NOTE Social engineering is the term used to define the process by which intruders gain
access to protected resources by manipulating users into providing their credentials or
other information. For example, a friendly stranger claiming to be from the company’s
IT department calls a user on the phone and says that he has been instructed to upgrade
the user’s account, but he needs the user’s password to do so. The user, without
verifying the caller’s identity, supplies the password and thinks no more of it. In many
cases, social engineering is a far easier and more effective tactic for penetrating a
network’s security than other high-tech alternatives.

Authorizing Users

The other fundamental security function is authorization, which is defined as the
process of specifying which protected resources an authenticated user is permitted
to access. Authentication confirms the user's identity, but authorization actually
provides access to the network resources. In Windows SBS 2011, various permission
systems authorize users to access protected resources.

Although they function in much the same way, Windows SBS 2011 has separate
permission systems for each of the following resources:

= NTFS files and folders
= Folder shares
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= Printer shares
= AD DS objects
= Registry keys

Permissions are flags that enable a particular user or group of users to perform
specific actions on a specific resource. For example, a user who possesses the
Read permission for an NTFS file is allowed to read the contents of the file, but the
user cannot modify the file nor do anything other than read it without additional
permissions.

Windows stores permissions as a part of the objects they protect. Each protected
element has an access control list (ACL) that consists of individual access control
entries (ACEs). Each ACE consists of a security principal (the user, group, or computer
receiving access) and the permissions assigned to that security principal. In Windows
SBS 2011, when you open the Properties sheet for a file, the Security tab contains
the interface you can use to modify the file's ACL, as shown in Figure 8-1. Other
elements, such as folder and printer shares, AD DS objects, and registry keys, have
different types of permissions, but you use the same interface to manage them.

A welcome Properties x|

" General  Secuity | Dela\lsl Previous Varsinnsl
Object name:  C:hinetpubiwsnsarootywelcome. png

Group or user names:

TS TEM

%Administratnrs [ADATURM Administratars]
B2 Users [ADATUM Jzers]

B2 1I5_IUSPS [2DATUMMIS_IUSRS)

;3_, Trustedinstaller

To change permissions, click Edit. f&l Edit... |

Permiszions for SYSTERM Allows Deny
Full contral

tdodify

Read & execute

Fiead

Wfrite

Special permissions

Far special pemmissions or advanced settings, Advanced |
click Advanced.
Leain about access control and permissions

Ok I Cancel | Apply |

FIGURE 8-1 The Security tab on a file's Properties sheet.

In Windows SBS 2011, as with all the other Windows operating systems, permis-
sions are always a part of the protected element, not the entity receiving access to
that element. Each file on an NTFS volume, for example, has an ACL specifying the
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users and groups that can access it. If you move the file to another NTFS drive, the
ACL goes with it. However, user and group objects in the AD DS database do not
have a list of the files and other resources they are permitted to access.

Combining Permissions

Access control—the process of regulating who can use specific system resources—is
one of the fundamental tasks of the network administrator. Windows SBS 2011, like
all of the Windows operating systems, uses permissions to control access to shares,
file systems, printers, and many other resources.

Shared folders have their own independent set of permissions, completely sepa-
rate from the other Windows permission systems, such as the NTFS permissions
you use to control access to files and folders. The main difference between share
permissions and NTFS permissions is that share permissions apply only when a user
attempts to access a protected resource over the network. NTFS permissions apply
both over the network and on the local console.

For example, users who have the NTFS permissions needed to access a server
folder, but who lack share permissions for that same folder, can access it from the
server console, but not over the network. Users that have share permissions but lack
NTFS permissions cannot access the folder at all.

NOTE The FAT file systems that Windows Server 2008 R2 supports have no built-in
access control capabilities. Therefore, a computer with FAT volumes must rely on share
permissions, as they are the only form of access control available. However, in today’s
computing environment, there are few—if any—compelling reasons to use the FAT file
systems, so the need to rely on share permissions for access control is now a rarity.

Because users must have both share and NTFS permissions to access a particular
resource from the network, many administrators choose to avoid confusion by using
only one of the available permission systems. NTFS permissions are the logical choice
because they provide more comprehensive and flexible protection. In fact, this is the
approach that Windows SBS 2011 takes in its default shares. All three of the default
shares that Windows SBS 2011 creates for user access have the Allow Full Control
permission assigned to the Everyone special identity, which means that all network
users can connect to them without restriction. To control access to the shares on a
granular level, Windows SBS 2011 assigns NTFS permissions.

NOTE A special identity is a Windows element that stands for all objects sharing
a specific trait or condition. For example, assigning permissions to the Authenti-
cated Users special identity causes all users that are logged on to the domain to
receive those permissions.
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Establishing Permission Policies

One of the key elements of network administration is making sure that all the people
sharing responsibility for a specific function are on the same page with regard to
how they should use that function. In small businesses, this is sometimes not a big
problem because there are only a few administrators (or maybe only one) who need
to receive the word. On the other hand, administration on small business networks
is often more informal than it is on larger ones, and administrators are less likely to
establish policies and see to it that everyone follows them.

With regard to share and NTFS permission systems, it is important for someone
to decide early on how administrators should use them on this particular network
and see to it that those decisions are enforced. In some cases, this might simply be
a matter of one person declaring that administrators should leave all share permis-
sions wide open and use only NTFS permissions to secure resources. Other permission
policies might dictate that administrators use Allow permissions, but not Deny
permissions, and specify when and if administrators can block or otherwise control
permission inheritance.

It is certainly not required that administrators of small business networks avoid
using share permissions for access control, but it is recommended. Using share
permissions and NTFS permissions is like having two locked doors that require two
different keys to get into your house. Sure, it's safer, but consider carefully whether
it is really necessary.

Whichever combination of permissions you choose to employ on your network,
failure to create explicit policies in these matters can lead to chaos in the future
when a user cannot gain access to a resource. If one administrator prefers to use
share instead of NTFS permissions, or Deny instead of Allow permissions, or explicit
permissions on every folder instead of inherited ones, troubleshooting becomes a
nightmare, with everyone trying to maintain their own standards at the same time.

Working with Permissions

In Chapter 9, “Managing Storage,” you learn how to create a new shared folder
using the Provision A Shared Folder Wizard supplied with Windows SBS 2011 and
configure both the NTFS and the share permissions for that folder in the process.
The wizard provides some simple preset combinations of share permissions and also
full access to the permission editing interface for both systems. It's a good idea for
administrators to have a basic idea of how these permission systems work before
they start using them, so the rest of this chapter is devoted to an introduction to
the share and NTFS permission systems, as well as an explanation of the permission
editing interfaces for each one.
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Using Share Permissions

The share permission system is the simplest of the permission systems in Windows
Server 2008 R2. It functions just like the NTFS and other permission systems in
Windows, except that there are only three permissions you can assign. As with the
other permission systems, you can allow or deny each of the permissions to any
security principal available on the system or in the domain. Table 8-1 lists the three
share permissions and the tasks they enable users to perform.

TABLE 8-1 Share Permissions and Associated Tasks
SHARE PERMISSION ALLOWS OR DENIES SECURITY PRINCIPALS THE ABILITY TO:

Full Control = Change file permissions
= Take ownership of files

m Perform all tasks allowed by the Change permission

Change = Create folders

= Add files to folders

= Change data in files

= Append data to files

» Change file attributes

= Delete folders and files

m Perform all actions permitted by the Read permission
Read = Display folder names, file names, file data, and attributes

= Execute program files

m Access other folders within the shared folder

Assigning the Allow Full Control share permission to everyone is a simple solu-
tion that, on a small business network, is typically successful in removing the share
permission system from everyone's consideration. There are certain inconveniences
that are possible as a result—someone could conceivably take ownership of a share
and deny everyone else all permissions to it—but this is a futile gesture because
there is nothing to stop you, or anyone else, from taking ownership back and revok-
ing those permissions.

When you create a new share using the Provision A Shared Folder Wizard,
the SMB Permissions page, shown in Figure 8-2, enables you to select from three
preconfigured share permission assignments, none of which is equivalent to the
Allow Full Control for Everyone assignment that Windows SBS 2011 uses for its
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default shares. However, when you select the Users and groups have custom share
permissions option and click Permissions, a Permissions dialog box for the share
appears, enabling you to assign any permissions you want.

E® Provision a Shared Folder Wizard —al x|

~ | SMB Permissions
=

Stej
P Specily share permissions for SMB-based access to the shared folder. For network
Shared Folder Location access ko a shared folder, the more restictive of the share permissions and NTFS
permissions determing the level of access granted to users or groups.
NTFS Permigsions

Share Protocols
SME Settings Share path:

_ WSBS1Ninetpub
SME Permissions Ir\ S
l elect one of the following basic share pemissions or create custom share permissions.
Quota Palicy Select I the fall b. h te custom sh
File Screen Policy
DFS Mamespace Publishing % Allugers and groups have only Read access
Review Settings and Create o
Share g " Administiators have Full Control; all other users and groups have onlp Read acoess

Confimation Administrators have Full Control; all other users and aroups have only Read access

and Wiite access

" Users and groups have custom share permissions,

Fermmissions... |

Faor more information about sharing and permissions. see Managing Permizzions
for Shared Folders.

< Previous I Next > I Cancel

FIGURE 8-2 The SMB Permissions page of the Provision A Shared Folder Wizard.

This same Permissions interface is accessible from the shared folder's Properties
sheet. To assign the Allow Full Control permission to a folder share that you have
already created, use the following procedure:

1. Log on to your Windows SBS 2011 server using a domain account with
administrative privileges.

2. Open Windows Explorer and browse to the shared folder you want to manage.
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3.

I=EY

LJ = Computer = Documents (G:) + > K53 I Search Documents (G:) [.‘]
Organize - Open  Includeinlibrary +  Sharewikh v Mew Folder * [l @
. -
‘¢ Favorites =1 Mame | Date modified

7 Lbraries

1™ Computer
:_?, Lacal Disk {C:)
o CD Drive (D:) GR1SSBxFRE_EN_DVD_|
[l g Data(E:)
[l . Users
=3 shares
. AdamBarr

. AmyJones
MarklLee
. MarthaDale
[# —a Mirrored Data (F:)

=]l 0
Data Date modified: 11§20/2010 £:21 PM
) File Folder

Right-click the shared folder and, from the context menu, select Properties.
The Properties sheet for the folder appears.

ﬂ

General | Shalingl Sec:urityl Previous Yersions I Customize |

I IDala
Tuype: File falder
Location: G
Size: 0 bytes

Size on disk: 0 bytes

Contains: OFiles, 0 Folders

Created: “esterday, Movember 20, 2010, B:21:09 P

Attributes: ¥ Read-only [Only applies ko files in folder]

I Hidden Advanced... |

Claze I [Cancel Apply
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4. Click the Sharing tab.

LI

"General  Sharing | Securityl Previous Yersions I Custamize |

— Metwork File and Folder Sharing
| Daa
L J,_l Shared

Metwark Path:
%5B514Data

—Advanced Sharing

Set custom permissions, create multiple shares, and set other
advanced sharing options.

@ Advanced Sharing |

Close | Cancel | Apply |

5. Click Advanced sharing. The Advanced Sharing dialog box appears.

zl

[~ Settings

Share name:

I Data

Add Remave

Lirnit the number of simulbaneous users ko: I 16777:3:

Comments:

Permissions | Caching |

[s]4 I Cancel | Apply |

6. Click Permissions. The Permissions dialog box for the share appears.
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n Permissions for Data LI

Share Pemmiszions |

Group or user hames:
n Everpone

Add... Remove |

Peimissions for Everyone Allow Deny
Full Cantrol O a
Change O m]
Read a

Leamn about access conbiol and permissions

Ok I Cancel | Apply |

NOTE This is the same Permissions dialog box that appears when you select the
Users and groups have custom share permissions option in the Provision A Shared

Folder Wizard.

7. In the Group or user names list, select Everyone.
8. In the Permissions for everyone box, select the Allow full control check box
and click OK.
9. Click OK to close the Advanced Sharing dialog box.
10. Click OK to close the Properties sheet.
11. Close Windows Explorer.

Using NTFS Permissions

Once you grant to the Everyone special identity the Allow Full Control share permis-
sion, anyone can access the shared folder over the network. However, users cannot
access the files in the shared folder unless they have appropriate NTFS permissions.
NTFS permissions apply whether the user is accessing the files over the network or is
seated at the computer where the files are stored.

Unlike the relatively simple share permissions system, NTFS permissions provide
much more detailed control over the access granted to a specific security principal.
You might want to limit some users to reading a file while granting others permis-
sion to modify the contents of the same file. Still others might be able to create new
files in the same folder.
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Standard Permissions and Special Permissions

The NTFS file system includes two types of permissions: standard permissions and
special permissions. Standard permissions are the ones that most administrators use
on an everyday basis. The six NTFS standard permissions and the privileges they
provide when you apply them to files and folders are listed in Table 8-2.

TABLE 8-2 NTFS Standard Permissions

STANDARD WHEN APPLIED TO A FOLDER,
PERMISSION ENABLES A SECURITY PRINCIPAL TO

Full Control = Modify the folder permissions
= Take ownership of the folder

= Delete subfolders and files
contained in the folder

= Perform all actions associated
with all the other NTFS folder
permissions

Modify m Delete the folder

= Perform all actions associated
with the Write and the Read &
Execute permissions

Read & = Navigate through restricted
Execute folders to reach other files and
folders

= Perform all actions associated
with the Read and List Folder
Contents permissions

List Folder = View the names of the files and

Contents subfolders contained in the
folder

Read m See the files and subfolders

contained in the folder

= View the ownership, permis-
sions, and attributes of the
folder
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WHEN APPLIED TO A FILE, ENABLES
A SECURITY PRINCIPAL TO

= Modify the file permissions
= Take ownership of the file

= Perform all actions associ-
ated with all the other NTFS
file permissions

Modify the file
Delete the file

Perform all actions associ-
ated with the Write and the
Read & Execute permissions

Perform all actions associat-
ed with the Read permission

Run applications

= Not applicable

Read the contents of the file

= View the ownership, permis-
sions, and attributes of the
file
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STANDARD WHEN APPLIED TO A FOLDER, WHEN APPLIED TO A FILE, ENABLES
PERMISSION ENABLES A SECURITY PRINCIPAL TO A SECURITY PRINCIPAL TO

Write = Create new files and subfolders m Overwrite the file
inside the folder = Modify the file attributes
= Modify the folder attributes = View the ownership and
= View the ownership and per- permissions of the file

missions of the folder

When you open the Properties dialog box for an NTFS file or folder, select the
Security tab, and click Edit, you see the interface shown in Figure 8-3, which is
quite similar to the share permission interface you worked with earlier. In fact, all
the Windows Server 2008 R2 permission systems use the same basic interface, the
differences being the names of the permissions you can select and the number of
available permissions.

. Permissions for Data x|

Secuiity |

Object name:  G:\Data

Group or uger names:

B2 STSTEM

3‘ tark. Lee [MarkLee@adatum. locall

;‘ Ay Jones [Amywl ones@adatum. local)
%Administratnrs [ADATURM Administratars]
B2 Users [ADATUM Jzers]

Permissions for CREATOR
OwHhER

Allows Deny
Full contral a O -
fdodify a a
Fead & execute a O
List falder contents m] o —
Fiead m} o .

Leain about access control and permissions

Ok I Cancel | Apply |

FIGURE 8-3 The Security tab of an NTFS file.

Standard permissions are easy to use, but they are not the most detailed form
of permissions available on NTFS volumes. In actuality, standard permissions are
preconfigured combinations of special permissions. Special permissions provide the
finest possible control over your NTFS files and folders. There are 14 special permis-
sions, as listed in Table 8-3.
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TABLE 8-3 NTFS Special Permissions

SPECIAL PERMISSION

Traverse Folder/
Execute File

List Folder/
Read Data

Read Attributes

Read Extended
Attributes

Create Files/Write
Data

Create Folders/
Append Data

Write Attributes

Write Extended
Attributes

FUNCTIONS

The Traverse Folder permission allows or denies security
principals the ability to move through folders that they
do not have permission to access so they can reach files
or folders that they do have permission to access. This
permission applies to folders only.

The Execute File permission allows or denies security
principals the ability to run program files. This permission
applies to files only.

The List Folder permission allows or denies security principals
the ability to view the file and subfolder names within a
folder. This permission applies to folders only.

The Read Data permission allows or denies security principals
the ability to view the contents of a file. This permission
applies to files only.

Allows or denies security principals the ability to view the
NTFS attributes of a file or folder.

Allows or denies security principals the ability to view the
extended attributes of a file or folder.

The Create Files permission allows or denies security
principals the ability to create files within the folder. This
permission applies to folders only.

The Write Data permission allows or denies security prin-
cipals the ability to modify the file and overwrite existing
content. This permission applies to files only.

The Create Folders permission allows or denies security
principals the ability to create subfolders within a folder.
This permission applies to folders only.

The Append Data permission allows or denies security
principals the ability to add data to the end of the file but
not to modify, delete, or overwrite existing data in the
file. This permission applies to files only.

Allows or denies security principals the ability to modify
the NTFS attributes of a file or folder.

Allows or denies security principals the ability to modify
the extended attributes of a file or folder.
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SPECIAL PERMISSION
Delete Subfolders
and Files

Delete

Read Permissions
Change Permissions

Take Ownership

Synchronize

FUNCTIONS

= Allows or denies security principals the ability to delete
subfolders and files, even if the Delete permission has not
been granted on the subfolder or file.

= Allows or denies security principals the ability to delete
the file or folder.

= Allows or denies security principals the ability to read the
permissions for the file or folder.

= Allows or denies security principals the ability to modify
the permissions for the file or folder.

= Allows or denies security principals the ability to take
ownership of the file or folder.

= Allows or denies different threads of multithreaded, multi-
processor programs to wait on the handle for the file or
folder, and synchronize with another thread that might
signal it.

When you assign a standard permission to a security principal, you are actually
assigning a combination of special permissions. The standard permissions and their
corresponding special permissions are listed in Table 8-4. However, it is also possible
to work with special permissions directly.

TABLE 8-4 NTFS Standard Permissions and their Special Permission Equivalents

STANDARD PERMISSIONS

Read

Read & Execute

SPECIAL PERMISSIONS

m List Folder/Read Data

= Read Attributes

= Read Extended Attributes
= Read Permissions

= Synchronize

m List Folder/Read Data

= Read Attributes

= Read Extended Attributes
= Read Permissions

= Synchronize

= Traverse Folder/Execute File
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STANDARD PERMISSIONS

Modify

Write

List Folder Contents

SPECIAL PERMISSIONS

Create Files/Write Data

Create Folders/Append Data
= Delete

List Folder/Read Data

Read Attributes

Read Extended Attributes

Read Permissions

Synchronize
Write Attributes
Write Extended Attributes

Create Files/Write Data

= Create Folders/Append Data
= Read Permissions

= Synchronize

= Write Attributes

= Write Extended Attributes
m List Folder/Read Data

= Read Attributes

= Read Extended Attributes
= Read Permissions

= Synchronize

= Traverse Folder/Execute File
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STANDARD PERMISSIONS SPECIAL PERMISSIONS

Full Control = Change Permissions

m Create Files/Write Data

= Create Folders/Append Data

= Delete

= Delete Subfolders and Files

m List Folder/Read Data
= Read Attributes

= Read Extended Attributes

= Read Permissions
= Synchronize

= Take Ownership
= Write Attributes

= Write Extended Attributes

When you open the Properties sheet for an NTFS file or folder, click Advanced on
the Security tab, and then click Edit, the Advanced Security Settings For Data dialog

box appears, as shown in Figure 8-4. This dialog box is the closest you can come to

working directly with the ACEs in the file or folder’s ACL.

. Advanced Security Settings for Data

Permissions |

Ta view or edit details far a permission entry, select the entry and then click Edit.

Object name: GiData

Permission enkriegs:

Permission Inhetited From

Al
Mark Lee {MarkLee@ada.,. Special

Allow CREATOR OWMNER Special [}

Allow SYSTEM Full control [H]

Allow Administrators (AOATUM...  Full control @,

Allaw Users (ADATUM Users) Madify [=H]
Add... Edit. .. Remove

¥ Include inheritable permissions From this object's parent

™ Replace all child ohject permissions with inheritable permissions From this object

Manaaging permission entrisgs

This Folder only

Subfolders and files only

This folder, subfolders a...
This folder, subfolders a...
This folder, subfalders a...

x|

o]

Cancel

Apply

FIGURE 8-4 The Advanced Security Settings For Data dialog box for an NTFS file or folder.
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In this interface, you can see each of the ACEs that apply to the file or folder you
selected when opening the dialog box. For each entry, the interface displays the
following information:

m Type Specifies whether the entry contains an Allow or Deny permission.
You cannot change this field on an existing entry.

= Name Specifies the security principal that will receive the permissions. By
editing an entry, you can change the security principal as needed.

= Permission Specifies the permissions the security principal will receive. If
the special permissions the entry assigns combine to form a standard permis-
sion, the name of that standard permission appears in this field. In the case of
a nonstandard combination of special permissions, the word Special appears
here. By editing an entry, you can change the permissions as needed.

= Inherited from Specifies the name of the parent folder from which the
entry received the specified permissions. If the entry is applied directly to
the selected file or folder, then a <not inherited> indicator appears here. You
cannot change this field on an existing entry.

= Apply to Specifies whether the entry should apply the specified permis-
sions to the selected folder only, or to specific subordinate elements in the
folder. By editing an entry, you can change this field to specify virtually any
combination of subordinate folders and files.

To modify an entry, you click Change permissions, select the entry, and click
Edit to open a Permission Entry dialog box for the selected folder, as shown in
Figure 8-5.

l Permission Entry for Documents {G:) x|
Object |
Mame: | EEEERC - NG TINEETE) Change. .. |
Apply bo! ITh\s Folder, subfolders and Files j
Permissions: Allow Dery
Full contral a | -
Traverse folder [ execute file O
List Folder [ read data O
Read attributes O
Read extended attributes O
Create files | write data O
Create folders | append data O
Wirite attributes O
Wirite extended attributes o -
Delete subfolders and files a O
Delete O -
r Apply these permissions to objects andfor Clear all |
containers within this container only
[Manaqing permissions

FIGURE 8-5 A Permission Entry dialog box.
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In this dialog box, you can choose the special permissions you want to apply,
change the security principal, and specify that you want to apply the permissions
to any of the following combinations of files and folders:

= This folder only

= This folder, subfolders, and files
= This folder and subfolders

= This folder and files

= Subfolders and files only

= Subfolders only

= Files only

Using Group Permissions

Although it is possible to assign permissions to individual users, the general rule of
thumb for network administrators is to assign permissions to groups instead. You
can then grant permissions to users simply by adding them to a group. This way,
when creating accounts for new users, or when a user changes jobs within the
organization, you only have to manage group memberships instead of assigning
and revoking a large number of permissions to different resources.

Understanding Permission Inheritance

Permissions always flow downward through a tree hierarchy by default. In the case
of an NTFS volume, the permissions you assign to a folder are inherited by all the
files and subfolders in that folder. Therefore, if you grant a user permission to access
the root of a disk, that user receives the same permission for all the subordinate files
and folders on that disk.

As a general rule, administrators design the directory structures of their disks to
accommodate this phenomenon by placing the more restricted folders lower in the
directory tree. For example, Windows SBS 2011 creates a Users folder on the C drive
during the operating system installation and grants the Users group the following
NTFS permissions to it:

= Allow Read & Execute
= Allow List folder Contents
= Allow Read

These permissions enable all members of the Users group to look at the con-
tents of the folder, but they can't modify or delete the files there. Beneath the Users
folder are individual subfolders, named for each person who has logged onto the
system. These folders contain the user profiles, with each user receiving the Allow
Full Control permission for his or her profile folder. Thus, the permissions become
more specific as you move downward through the tree.
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It is possible to prevent folders from inheriting permissions from their parent
folders, if necessary. One way to do this is to assign Deny permissions for a particular
folder to a particular user or group. As you can see in the permission interfaces shown
earlier, Windows SBS 2011 enables you to allow permissions or deny them. Deny
permissions always override Allow permissions, so even if a user inherits permissions
to a particular folder from a parent, an explicit Deny permission for that folder takes
precedence. Another way to prevent permission inheritance is to open the Advanced
Security Settings dialog box and clear the Include inheritable permissions from this
object’s parent check box.

Both of these methods are effective ways of controlling permission inheritance,
but they can complicate the access control process enormously, particularly if you
have multiple administrators with different philosophies managing permissions for
your network. Most administrators avoid using Deny permissions entirely and leave
the default permission inheritance policies in place.

Understanding Effective Permissions

As you have seen, Windows SBS 2011 users can receive NTFS permissions for a par-
ticular file or folder in a variety of ways, including these:

= From explicit user assignments
= Inherited from parent folders
= Through group memberships

In many cases, users receive permissions for a specific file or folder from multiple
sources, and those permissions can sometimes conflict. In a case like this, it is impor-
tant for administrators to understand how Windows SBS resolves these permission
conflicts. The combination of Allow and Deny permissions for a file or folder that a
security principal receives from all possible sources is called its effective permissions
for that resource. The three basic rules to remember when evaluating permission
combinations are as follows:

= Allow permissions are cumulative. When a security principal receives
different Allow permissions from various sources, the system combines
them to form the effective permissions. For example, if a user inherits the
Allow Read and Allow List Folder Contents permissions for a file from its
parent folder, and receives the Allow Write and Allow Modify permissions for
the same file from a group membership, the user’s effective permissions
for the file is the combination of all four permissions.

= Deny permissions override Allow permissions. When a security principal
receives both Allow and Deny permissions from any single source, the Deny
permissions take precedence over the Allow permissions. For example, if
a user receives the Allow Full Control permission for a file from one group
membership and the Deny Full Control permission for the same file from
another group membership, then the Deny Full Control permission overrides
the Allow Full Control permission, preventing the user from accessing the file
in any way.
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= Explicit permissions take precedence over inherited permissions. When

you explicitly assign a security principal permissions to a file or folder, these
permissions override any permissions that the security principal inherits from
a parent folder or receives from group memberships. For example, if a user
inherits the Deny Full Control permission for a file from its parent folder, as-
signing the user the Allow Full Control permission for that file overrides the
inherited permission and provides the user with full access.

Because the interactions of the various permission sources can sometimes be
difficult to evaluate, the Advanced Security Settings dialog box for an NTFS file or
folder enables you to view the effective permissions for a specific user or group. To
view effective permissions, use the following procedure:

1.

2.

5.

6.

Log on to your Windows SBS 2011 server using a domain account with ad-
ministrative privileges.

Open Windows Explorer and browse to the parent folder of the folder you
want to access.

Right-click the file or folder whose effective permissions you want to view.
From the context menu, select Properties. The Properties sheet for the file or
folder appears.

Click the Security tab.

ﬂ

| Generall Sharing  Security | Previous Yersions I Custamize |
Object name:  G:\Data

Group or user names:

82 5VYSTEM
3; Mark Les [MarkLes@adatum. local]

e e (el eesiEacdah m laes &
1 | &
To change permissions, click Edit. Edit... |

Permizsions for CREATOR
OwNER

Allow Dieny

Full control =
adify

Read & execute
List folder contents
Fead

it hd

For special permissions or advanced settings. A |
click Advanced.
Learn about access control ahd pemissions

Close I Cancel | Apply |

Click Advanced. The Advanced Security Settings dialog box for the file or
folder appears.

Click the Effective permissions tab.
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. Advanced Security Settings for Data x|

" Permissions I Auditing I Owner  Effective Permissions |

The follawing list displays the permissions that would be granted ta the selected group or user, based solely on the
permigzions granted directly through group membership.

Object name: G:\Data

Group or user name:

I Select... I

Effective permissions:

O Full contral =
O Traverse folder / execute fie

O List folder / read data

O FRead attributes

[ Read estended attributes

O Create files  wite data

[ Create folders / append data

O ‘wiite athibutes

O 'write extended attibutes LI

How are effective permissions determined?

oK | Cancel | Apply |

7. Click Select. The Select User, Computer, Service Account, Or Group dialog box
appears.

Select User, Computer, Seryice Account, oF Group 2l1x|

Select this object type:

IUseL Group. ar Built-in security principal Object Types

Fram this location:

Iadatum.local Locations...

Enter the object name ta select [examples)

Check Names

Advanced .. Cancel

8. Inthe Enter the object name to select text box, type the name of the secu-
rity principal whose effective permissions you want to view and click OK.
The security principal appears in the Group or user name text box and the
Effective permissions box displays the permissions that the security principal
currently possesses.

A4
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. Advanced Security Settings for Data x|

| PEImISSIDnSI Aud\hngl Owner  Effective Permissions |

The following list displays the permissions that waould be granted ta the selected group or user, based solely on the
permizzions granted directly thraugh group membership.

Object name: G:\Data

Group or user name:

IMark Les Select... I

Effective permissions:

Full contral =
Traverse folder / execute file

List folder / read data

Fiead attributes

Read extended attributes

Create files / write data

Create folders / append data

Wfrite attributes

“write extended attributes LI

How are effective permissions determined?

oK | Cancel | Apply |

NOTE Selected gray check boxes indicate permissions that the security principal
has inherited from a parent folder. Selected white check boxes indicate permissions
explicitly assigned to the security principal.

9. Click OK to close the Advanced Security Settings dialog box.
10. Click OK again to close the Properties sheet.
11. Close Windows Explorer.

Assigning NTFS Permissions

When you create a new share using the Provision A Shared Folder Wizard, the NTFS
Permissions page, shown in Figure 8-6, provides access to the Permissions dialog
box for the folder you intend to share. You can also modify the NTFS permissions for
any file or folder using its Properties sheet.

Working with Permissions 241
www.it-ebooks.info


http://www.it-ebooks.info

W Provision a Shared Folder Wizard =] 5]

- NTFS Permissions
[}~

Stey
P Specify MTFS permizzions to control how individual users and groups access this folder
Shared Folder Lacation locally. For network access to a shared folder, the more restrictive of the NTFS
permissions and the share permizzions configured for the share protacal determing the
NTFS Permissions level of access granted to users and groups.

Share Protocols

ShB Settings
o Pathy
ShEB Permizsions S
Gucta Palicy
File Sereen Policy Do you want ta change the NTFS permissions for this folder?
DF5 Mamespace Publishing ¢ Mo, do not change MTFS permissions
Rieview Settings and Create .
Share " Yes, change NTFS pemissions

Canfitmation To change MTFS permissions. click Edit Permissions.

Edit Permissiots,. |

For more information about sharing and permissions, see Managing Permissions
for Shared Folders.

< Previous | Mext > I Cancel

FIGURE 8-6 The NTFS Permissions page in the Provision A Shared Folder Wizard.

To assign NTFS permissions to a folder, use the following procedure:

1. Log on to your Windows SBS 2011 server using a domain account with
administrative privileges.

2. Open Windows Explorer and browse to the parent folder of the folder you
want to manage.

3. Right-click the folder whose NTFS permissions you want to manage and,

from the context menu, select Properties. The Properties sheet for the folder
appears.

4. Click the Security tab.
5. Click Edit. The Permissions dialog box for the folder appears.
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l Permissions for Data LI

Security |
Object name:  G:\Data

Gro

52, 5YSTEM
;; W ark Lee [MarkLee@adatumn. local)

;; Arny Jones [Amponestaiadatum, local)
B2, Adriristrators (ADATUMSAdministrators)

B2, Users (ADAT UM\ sers)
Add... BRemave |

Pemissions for CREATOR
OwHNER Allow Dieny

Full control =
tadify

Read & execute
List folder contents

Fead

ooooo
ooooo

Leamn about access conbiol and permissions

Ok I Cancel | Apply |

6. Click Add. The Select users, computers, service accounts, or groups dialog
box appears.

7. In the Enter object names to select text box, type the name of the security
principal to which you want to assign permissions and click OK. The secu-
rity principal appears in the Group or user names list.

l ‘ermissions for Data il

Security |

Object name:  G:\Data

Group or user names:

82, 5vSTEM B
3; M ark Lee [MarkLee@adatumn. local)
;; Ay Jones [Amw ones@adatunm local] J

QFJAdministrators [ADATUM Y Adminiztrators]

o

1| | ¥
Add... | BRemave

Permissions for Martha Dale Allow Dieny
Full control O | ——
Modify a a
Fead & execute a
List folder contents o —
Fead a .

Leamn about access conbiol and permissions

Ok I Cancel | Apply |
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8. With the security principal you added selected, select the check boxes for the
permissions you want to allow or deny. Then click OK.

9. Click OK again to close the Properties sheet.
10. Close Windows Explorer.

Understanding Resource Ownership

One of the peculiarities of the NTFS permission system is that it is possible to revoke
all permissions from all users, leaving no one with the ability to access a particular file
or folder. To prevent files and folders from being so orphaned, every NTFS element
has an owner. The owner of a file or folder always has the ability to modify the per-
missions for that file or folder, even if the owner does not possess any permissions
himself or herself. By default, the owner of a file or folder is the user who created it.
However, any user who possesses the Allow Take Ownership special permission or
the Allow Full Control standard permission can assume ownership of a file or folder.
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Managing Storage
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= Working with Shares 249

= Using Folder Redirection 264

= Enforcing Quotas 270

= Using File Server Resource Manager 271

hared storage is one of the primary reasons for the invention of the local area

network (LAN), and Windows Small Business Server (SBS) 2011 creates a number
of shared folders as part of its default configuration. Once you have installed
Windows SBS 2011, you can add more storage to your server and create as many
shares as needed to support your users. You can also deploy additional servers on
the network to provide even more file services.

Understanding the Default Windows SBS 2011
Storage Configuration

One of the main features of Windows SBS 2011 is the comprehensive setup pro-
cedure, which prevents new administrators from having to perform complex
component installations and configurations. As discussed in Chapter 3, “Installing
Windows Small Business Server (SBS) 2011," and elsewhere, the Windows SBS setup
process makes many configuration and administration decisions for you, and this
necessarily entails a certain amount of compromise.

One of the areas in which compromise is necessary is in the server’s storage
configuration. One of the traditional rules of server administration is to keep your
operating system and application files on one volume and your data on another.
This simplifies the process of locating specific files and facilitates proper backup
procedures.
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Windows SBS cannot comply with this rule because the setup program cannot
realistically modify the installation of applications such as Microsoft Exchange or
Windows Server Update Services (WSUS) to accommodate the additional volumes
that might be present in the computer. The decision the product designers had to
make was between keeping the installation procedure as simple as possible and
providing additional flexibility. They chose the former.

As a result, the Windows SBS setup program places all the operating system files,
application files, and data files on the same C drive that the program creates during
the installation process. Once the server installation is complete, as discussed in
Chapter 7, "Managing Disks,” you are free to create as many additional volumes as
you need, using advanced storage technologies such as spanning, striping, mirroring,
and RAID-5, if desired.

Moving Data Stores

The concession that Windows SBS 2011 makes to the “separate disks” rule described
earlier is to make it a simple matter to move your application from its default loca-
tion on the C drive. After you create additional volumes on your disks, you can use
the Windows SBS Console to move your Exchange, SharePoint, and Windows Server
Update Services (WSUS) data stores to a volume on another disk.

This capability enables administrators to move data stores for several reasons,
including the following:

= To separate your data from the operating system files

= To optimize system performance by separating data read operations from
programming reads

= To allocate additional storage space to a data store that is running out of
space on the C drive.

= To store application data on a fault tolerant volume, such as one using mir-
roring or RAID-5

Before you actually move your data to a new location, consider the following
prerequisites:

= Destination volumes are ready You must install the new disks and any
drivers they might need, create the new volumes, and format them using the
NTFS file system.

= Sufficient space is available Make sure that the destination volume has
sufficient free space to hold the application data, including room for future
expansion.

= Users are not accessing the data Perform the move during off hours,
when users are not logged on to the network, or make sure that users are
not accessing the data while you perform the move.
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To move Windows SBS application data to another location, follow these steps:

1. Log on to your Windows SBS 2011 server, using an account with network
Administrator privileges. The Windows SBS Console appears.

2. Click Backup and server storage, and then click the Server storage tab.

3. Select the Local disk (C;) drive. The console displays how much data for each
of the Windows SBS—installed applications is stored on the disk.

Shared Folders
and Web Siles  Server Slorage

Current Usage

Free Space

Backugp and

Reports

cal ik {0 14 GB 118 GB
caMimored Data (£} 40 GB JLME

culocuments ) 40 G8 SLME
calata{G) 4068 JLME

LIT.1 G
I
HIGE
I

9 oK
@ ok
9 oK

Searage Tasks

() Mave Bschange Server Data
() Mave ShareDaint Foundation Data

& Local Disk (C) 1499 GB

sed Space: SharePaint Foundation
Dara

Euchange Server Data

Users’ Shared Data
Usenn' Recliected
Documents Data
Wancluers Upslate
Repasitary Data
Other

Free Space:  LIT1GR

s
ME

g
Me
KB

L1

442

1268

2] ) Move Users' Shared Data

(%) Move Users' Redirected Documents
Data

() Mowe Windows Update Repostory
Data

& Tell me mare ahaut managing
starage af server data

) Refresh this view

4. In the Tasks pane, click one of these tasks:

Move Exchange Server data

Move SharePoint Foundation data
Move users’ shared data

Move users’ redirected documents data
Move Windows Update repository data

The Move Data Wizard for the task you selected appears, displaying the
Getting Started page.

5. Click Next. The Choose A New Location For The Data page appears.
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Move Users' Shared Data

Choose a new location for the data

Current lacation:
Local Disk {C:) 84.5 GB free
Users’ Shared data (73.0 MB)

Mew location:

Drive Free Space  Total Space
w Documents (Gi 39,9 GB 39,9 GB
g Data [E:) 39.9 GB 39.9 GB
@ Mirrored Data () 39.9 GB 39.9 GB

How do Imove the data on my server?

=10l

Back | Move I Cancel

NOTE |If you have not configured a backup job yet or if you are using a product

other than Windows Server Backup to perform your backups, a message box
appears, warning you to back up your data before you attempt to move it.

In the New location list, select the volume where you want to store the data
and click Move. The wizard moves the data to the selected volume and
reconfigures Windows SBS 2011 to access the data from its new location.

A page appears, indicating that the data was moved successfully.

Move Users’ Shared Data o) x|

The Users’ Shared data was moved successfully

Qriginal lacation : Local Disk {Z:) 84.5 GB free
Mew location : Data (E) 39.5 GB free
Users’ Shared data (73.0 MB)

/A Tyouareusing a backup application from a third party, make sure that you include the new

location in your backups.

Ensure that Shadow Copies are enabled on the new location. For related information, see "Shadow
Copies of Shared Folders” at the Microsoft Web site,
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7. Click Finish.

NOTE Once you have moved data to a new location, be sure to enable shadow
copies on the new folder and reconfigure your backup software to find the data
on its new volume.

There is no wizard to move shares that you have created yourself. To move
manually created shares, you must stop sharing them, move the folders to the new
location, re-create the NTFS permissions, if necessary, and then share the folders
again.

Using the Default Shares

As you have learned in previous chapters, creating volumes makes a hard disk ac-
cessible to the operating system, but to make the volumes accessible to users on
the network, you must create shared folders on them. Windows SBS 2011 creates a
number of shared folders, commonly called shares, during the installation process.
Some of these shares are intended for use by applications, such as Microsoft Exchange
Server and WSUS, but the following three shares are meant for direct access by users:

= Public Contains folders accessible to everyone, for the purpose of storing
files that individuals want to share with other users on the network

= RedirectedFolders Contains the user profile folders for each account that
has folder redirection enabled

= UserShares Contains a subfolder for each user on the network, to which
only that user has access permissions

You can also create as many additional shares on your server as you need to sup-
port your users.

NOTE To create shares, you can use the Provision A Shared Folder Wizard, accessible
from the Windows SBS Console or the Share And Storage Management Console. You
can also create shares directly from a folder’s Properties sheet.

Working with Shares

Once you have created volumes on your server disks, you are ready to create shares.
The Windows SBS Console provides access to the Provision A Shared Folder Wizard,
which is the same tool you can use to create shares in the Share And Storage Man-
agement Console, a tool included with Windows Server 2008 R2. Once you have
created shares, you can manage their basic properties from within the Windows SBS
Console as well.
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Creating a New Share Using Windows SBS Console

To create a new shared folder or volume with the Windows SBS Console, use the
following procedure:

1. Log on to your Windows SBS 2011 server, using an account with network
Administrator privileges. The Windows SBS Console appears.

2. Click Shared folders and web sites and then select the Shared folders tab.

3. Inthe Tasks list, click Add a new shared folder. The Provision A Shared Folder
Wizard appears, displaying the Shared Folder Location page.

® Provision a Shared Folder Wizard

10| x|
- Shared Folder Location

Steps

Specify the folder that you want to share. On a volume with appropriate characteristics
and space, select an existing folder or create a new one. IF an appropriate volume does
not exist, click Provision Storage and create one

Shared Folder Location
NTFS Permissions

Share Protocals

Location,
Quota Policy Il Browse.
File Screen Policy
Review Setings and Create Available volumes
Share Volume [ Capacity [ Free Space [ Tvpe B
Confimation Minored Data .. 40.0 GB 33.3GB Mirrar J
System Feser.. 100 MB 71.9MB Simple
C] 120 GB S2EGE Simple =
4 - - ) | _>|_I
[ Details

“olume:  Mirrored Data [F:]
Shadow copies: Mot configured
Indexing:  Mat configured

Highly available server:  Volume is nat clustered

Provision Storage...
< Brevious | Tdewt > I Cancel

4. Click Browse. The Browse For Folder dialog box appears.

Browse For Folder x|

Select a folder

Ml 5psy
PaNy=]
L oef
L f$
L of

FH EHEE

Folder: I 5B51

WMake Mew Folder | oK I Cancel
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5. Select the volume on which you want to create the share. If you want to share
a folder on the volume, browse to the folder and select it. You can also click

Make new folder to create and share a folder on the selected volume. Then
click OK.

MORE INFO You can click Provision storage to start the Provision Storage Wizard,
which enables you to create new volumes. However, this wizard can create only
simple volumes. To create a striped, spanned, mirrored, or RAID-5 volume, use the

Disk Management snap-in or the Diskpart.exe command line utility, as described
in Chapter 7.

6. Click Next. The NTFS Permissions page appears.

E5# Provision a Shared Folder Wizard o [
- NTFS Permissions
E

Stey
= Specify NTFS permissions to control how individual users and groups access this folder
Shared Folder Location lacally. For netwark sccess o a shared folder, the mare restrictive of the NTFS
permissions and the share permissions configured for the share pratocol determing the
NTFS Permissions level of access granted to users and groups.

Share Protocols

(uota Policy R
‘st

File Screen Policy Ig Dats

Review Settings and Create

hare Do you want ta change the NTFS permissions for this folder?

Confimation
@ Mo, do nat change NTFS permissions
€~ Yes. change NTFS pemissions

To change MTFS permissions, click Edit Permissions.

Edit Permizsions..

Far more infarmation about sharing and permissions, see Managing Permizsions
for Shared Folders.

< Previous | Mexst > I Cancel |

MORE INFO For more information on using NTFS permissions, see Chapter 8,
“Working with Permissions.”

7. Leave the default No, do not change NTFS permissions option selected and
click Next. The Share Protocols page appears.
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E5# Provision a Shared Folder Wizard

- Share Protocols
_

Steps:

Shared Folder Location
NTFS Permissions

Share Protocols

SMB Sellings

SMB Permissions

(uata Policy

File Screen Policy

DFS Mamespace Publishing

Review Seftings and Create
Share

Confimation

Select each protocol over which users can access this shared folder.

I sMe

Share name:

Share path:

[\SBS 1D ats™1

I HFS

Share name:

Share path:

@ Services for NFS is not installed on this server.

< Previous | Next > I

Cancel |

8 [=] ]

Leave the SMB check box selected and in the Share name text box, type the

name under which the share will appear on the network.

NOTE The NFS option is dimmed because the Services for Network File System
role service is not installed on the server running Windows SBS 2011 by default.

Network File System (NFS) is a file sharing protocol used by most UNIX and Linux
distributions. If you have UNIX or Linux clients that need access to your Windows

shares, you can install the role service and configure your shares to use NFS as

well as Server Message Block (SMB) file sharing.

Click Next. The SMB Settings page appears.
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E5# Provision a Shared Folder Wizard 1= x|
~ | SMB Settings
A
Steps:
Specify how this shared folder is to be used by clients accessing it over the SMB
Shared Folder Location pratocal. ‘Y'ou can uze the description to add comments about haw the shared falder
iz used. You can also contiol advanced SMB settings including the marimum
NTFS Permissions connections allowed, access-based enumeration, and offine availability.
Share Protocols
SMB Seltings Share path
SMB Permissions I[\\SBS1\Data“1
Quata Palicy Drescription:
File Screen Policy
DFS Mamespace Publishing
Review Seftings and Create
hare
Confirmation )
—Advanced settings
User limit: IMaximum allowed
Accesbazed enumeration: IDisah\ed
Dffline settings: ISe\ected files and programs available offline
To change these settings, click Advanced. Advanced
< Previous | Mext > I Cancel |

10. Click Advanced to open the Advanced dialog box, in which you can configure

the following SBS settings:

m User limits Specifies the maximum number of users allowed to access
the share at one time.

ﬂ

“ou can limit the number of users that can access the share at the same:
time. This can be useful for managing the server load.
User limit

% Maximum allowed

© Allow this number af users:

[ |

Ancess-based enumeration filters shared folders visible to & user based on
the individual user's access rights, preventing the display of folders or
other shared resources that the user does not have rights to access.

I” Enable access-based enumeration

Cancsl |
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m  Access-based enumeration When enabled, allows only the users with
access permissions to see the share on the network.

s Offline settings Specifies whether users can save copies of the files in
the share to local drives using Offline Files.

x|
.Usar Limitz  Caching |

“ou can choose whether and how the contents of the share are
available to users who are offline.

& Drly the files and programs that users specify are available offline
= Enetile BranchCache

Mo filez of programs from the share ate available offline.

" Allfiles and programs that users open from the share are
automatically available offline

rl [Dptimized far perfamance

/1. Please see Help for details before choosing this option.

For more information about caching, see Configuing Offline

Availability for a Shared Fesource.
oo |

Click OK to close the Advanced dialog box.
Click Next. The SMB Permissions page appears.

n a Shared Folder Wizard

=Dl

SMA Permissinns
@)

Slep

Specily sh tor SME-hased o e Fout nesbwik.
Shared Fakder Location et b 8 chared fokler, ictive of the share pemmives INTFS
- peimissions deteiming the level of access gianled to usess of groups.
MNTFS Permizzion:
Shaee Prctocols
SHB Settrng: Shave pothc
SMB Pemissions [(5B5TDals"T
Quots Pokcy Sedect ot of the following basic th, 5 creste custom shane
Fie Screen Pobcy

DFS Namespace Publahng (= All users and groups have onbe Riead access
Flaview Setfings snd Cieate

Shae 1 Admiritiatoss have Full Contiol, ol olher users nd groups have onlp Reed sceess
Lok, ¢~ Admiisiratoes have Ful Conirol; f other users and groups have onky Read asccess
and Wil access

1 Usets and grouns hawe custom share peimissions:

For more nfoemalion sbout shesing end pesmissions, see Managing Pemersions
fun Shiave Foblers.

cPievios |[ Neas | Concel
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13.

14.

Select one of the preset permission options or click Permissions to open a
Permissions dialog box, in which you can specify the share permissions you
want to assign to your users.

ns for Data~1 x|

=

Security |

Group ar uger names:

Add... Remove |

Peimissions for Everyone Allow Deny
Full Contral O a
Change O a
Fead a

Learn about access conbiol and pemissions

Ok I Cancel | Apply |

Click Next. The Quota Policy page appears.

5 Pr n a Shared Folder Wizard o [=] 3}

Quota Policy

Steps:
You can specify quata to limit the maximum size of this shared folder.
Shared Folder Location
MTFS Permissions Fath,
Share Protocls JoData
SME Settings ™ &pply quota
SMB Permissions % Create quota on path
Quota Palicy = Auto apply template o create quotas on existing and new subfalders

File Screen Palicy
Detive propertiss from this quat template

DFS Namespace Publishing
) [100 M Linit |
Review Settings and Create
hare Summary of quota propesties:
Confirmation Bl Quota: ghData =
- Source template: 100 MB Limit

Limit: 100 B [Hard]
El- Matification: 4
o il Arpin (AR F il LI

@ Tooreate or edit quota templates, uss Fils Ssiver Resource Manager

Far mare information abaut quotss, see Quota Management.

<Provious || New> | Concal
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15.

16.

256

To set a quota on disk space consumption for each user, select the Apply
quota check box and then select Quota options and a quota template.

MORE INFO For more information on using quotas, see the section entitled
“Enforcing Quotas,” later in this chapter.

Click Next. The File Screen Policy page appears.

W Provision a Shared Folder Wizard

._ File Screen Policy

Steps:

Shared Folder Location
MTFS Permigsiors

Share Protocals

SME Settings

SMB Permissions

Quota Palicy

File Screen Policy

DFS Mamespace Publishing

Review Settings and Create
Share

Confimation

Yiou can apply a file screen to a shared folder ta contral the tupes of files that the folder

can contain.

Fath:

Ig “Data
r Apply file screen

Deiive properties fiom this file soreen template:

IBIock Audio and Yideo Files

Summary of file screen properties:

B} File screen: osData

- Source template: Block Audio and Video Files

- Soreening type: Active
-~ File groups: Audio and Yidea Files
Matifications: Email, Event log

@ To create or edit file screen templates, use File Server Resource Manager.

For more information about file screens. see Eile Screening Management.

< Previous | Mest > I

=10 x|

Carcel |

To use file screening, select the Apply file screen check box and then select a
file screen template.

Click Next. The DFS Namespace Publishing page appears.
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17.

E5# Provision a Shared Folder Wizard 1= x|

@ DFS Namespace Publishing

Stey
= *You can publish an SME share to a DFS namespace by specifying an existing
Shared Folder Location namespace and the falders pou want ta create in the namespace. The last falder in the
namespace path will have the new share as a folder target.
NTFS Permissions

Share Protocols o
SMB Settings Publish the SME share to a DFS namespace

SMB Permissions Parent folder in namespace:

X | Brovse...
(uata Policy

Example: W50 omainkHameFolder

File Screen Policy

DFS Mamespace Publishing Mew folder name:

Review Seftings and Create

Share Example: Hame o HewFolder\Mame

Confimation
Preview of namespace path:

For more information about DFS Mamespaces, see Mamespaces.

< Previous | Next > I Cancel |

To add the share to a DFS namespace, select the Publish the SMB share to a

DFS namespace check box and specify a namespace location and a folder
name.

NOTE The Distributed File System (DFS) is a feature of Windows Server 2008
R2 that enables you to combine shares from various locations into a single virtual
namespace. To use DFS, you must install the File Services\Distributed File Services

role service using the Server Manager Console and then create and configure a DFS
namespace.

Click Next. The Review Settings And Create Share page appears.
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18.

19.

258

n a Shared Folder rd 1= x|
Review Settings and Create Share
Steps:
Ta provision a shared folder with the following settings, click Create. To change any of
Shared Folder Location these setting, click Previous or select the appropriate page in the arientation pane.
NTFS Permissions
Share Protocols Share folder settings:
SME Settings Share =]
Share location: g:\Data
SMB Permizsions MTFS permissions:
- ADATUMAAmp ones = Allow:: Modify | Read & Execute | List Folc
Huata Palicy ADATUMMarkLez = Allow: Ful Cantrol [inherited)
CREATOR OWNER = &llowe: Full Control [inherited)
Fle Sereen Poliey NT AUTHORITASYSTEM = Allow: Ful Cortrol fnherted)
DFS Mamespace Publishing BUILTIN'Administrators = &llow:: Full Control (inkerited]
BUILTINUsers = &llow:: Modify | Read & Execute | List Folder Cc
Review Seftings and Create Share over SMB: Data™1
hare Share path: \WSBS1\Data™
Description:
Confimation User limit: Maximum slloved
Offline setting: Selected files and pragrams available offline
SMB permissions:
Everyane = Allow:: Read
=
KN 3
< Previous | Create I Cancel |
Click Create. The wizard creates the share and the Confirmation page
appears.
n a Shared Folder =101 x|

- Confirmation

Steps:
Shared Folder Location
WTFS Pemmissiors
Share Protocals
SMEB Settings
SMB Permissions
Quota Palicy
File Screen Policy
DFS Mamespace Publishing

Review Settings and Create
Share

Confimation

| You have sucoesshuly completed the Provision a Shared Folder Wizard

Tasks |Ennrs |

Task I Status

8 Share over SMB Success

Close

Click Close. The wizard closes.
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Creating a New Share Using Windows Explorer

It is also possible to create a share outside of the Windows SBS Console, by accessing
the folder itself in the Windows Explorer interface. These two share creation methods
are interchangeable; shares you create in the Windows SBS Console appear as shared
in Windows Explorer, and shares you create in Windows Explorer appear on the
Shared Folders tab in Windows SBS Console. The main difference between the two
methods is that the Windows SBS Console provides more comprehensive control over
the share and all the necessary permissions, but for most administrators, which tool
you use is a matter of personal preference.

To create a share in Windows Explorer, do the following:

1. Log on to your Windows SBS 2011 Server, using an account with network
Administrator privileges.

2. Click Start. Then click All Programs > Accessories > Windows Explorer. The
Windows Explorer window appears.

3. Browse to the folder you want to share, right-click it, and from the context
menu, select Properties. The Properties sheet for the share appears.

4. Click the Sharing tab.

= Mirrored Data (F:) Properties x|
SecLiity I Previous Yersions I Quata | Customize |
General | Tools I Hardware Sharing

— Metwork File and Folder Sharing
. FA
©p” Mot Shared

Metwaork Path:
Mot Shared

Shate,.. |

&dvanced Shaiing

Set custom permissions, create multiple shares, and set other
advanced sharing options.

f&' Advanced Sharing...

Ok | Cancel | Apply |

5. Click Advanced sharing. The Advanced Sharing dialog box appears.
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x

[ share this folder

I~ Settings

Share name:

| i
Add Remaoyve

Lirnit: thie: number of simulbaneous users bo; I 3:

Comments:

Permissions | Caching |

[s]:4 I Cancel | Apply |

6. Select the Share this folder check box.
In the Share name text box, type the name under which the share will appear

7.
on the network.
8. Click Permissions. The Permissions dialog box for the share appears.
x
Share Peimiszionz |
Group or user names:
Add... BRemave |
Permiszions for Everpone Allow Dieny
Full Control O a
Change O m]
Read a
Leamn about access contiol and pemissions
Ok I Cancel | Apply |
9. Specify the permissions you want to assign to the share and click OK.

10. Click OK to close the Advanced Sharing dialog box.
11. Click Close to close the Properties sheet.
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NOTE Unlike the Provision A Shared Folder Wizard, the Advanced Sharing
dialog box does not provide the ability to set NTFS permissions or configure SMB
settings, file quotas, file screen policies, or DFS namespace settings as you create
the share. You can, however, configure these settings after you have created the
share, using the various tools available in Windows Server 2008 R2.

Managing Shares

Using the Windows SBS Console, you can view all the shared folders on your server,
both the default shares and any new ones you have created. To view the shares,
open the Shared Folders And Web Sites page, and then click the Shared folders tab,
as shown in Figure 9-1. By selecting a share and using the controls in the Tasks list,
you can stop sharing the folder or modify its properties, as described in the follow-
ing sections.

Eg windows Small Business Server 2011 Standard Console

s ¢ &

Users and Shared Folders  Backup and

Groups Netwark and Web Sibes  Server Slorage Reports Securlty

Shaved Folders | Web Sites | O hep -
T e — . —
i Data e 309 68 Mot confiqured
A Pulbshe CAlsers'\Pulslic LTLGB Hat configueed Shared Folders Tasks
L RedinectedFolders CAllsers'\FolderRedmections L7168 Hat configueed )
A Usens P 30.9GB Mot configured & Add a new shared folder
& UseShares CAlsers' Shares urise Hot configured lalh Redwect folders for user accounts to

the server

@ How dalmave shared falders to a
diferent lacatian?

3 Refvesh this view

5 items

FIGURE 9-1 The Shared folders tab in the Windows SBS Console.

Configuring Share Permissions Using Windows SBS Console

To change a share’s permissions, you must first open its Properties sheet. Select
the share and then select Change folder permissions from the Tasks list to open the
share's Properties sheet. Then select an entry in the Users and groups list to see
the share permissions assigned to that entry. For example, Figure 9-2 shows that
Everyone has the Allow read permission.
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; .
L | Share Permissions

— Users and graups

Add ar remaove...

Allow Deny
Full Contral I~ o
Change 'l o
Read i~ o

OK I Cancel Apply |

FIGURE 9-2 The Properties sheet for a shared folder in the Windows SBS Console.

For the default shares, Windows SBS 2011 grants the Allow full control permission
to the Everyone special identity. Changing the permissions for the default shares is
not recommended. The shares you create yourself receive the permissions that you
specify in the Provision A Shared Folder Wizard. You can modify these permissions
by selecting an entry in the Users and groups list and selecting the check boxes for
the permissions you want to assign. To manage the entries in the list, click Add or
remove to display the Shared Folders dialog box, as shown in Figure 9-3.
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B Shared Folders =13l x|

Set shared folder permissions for users and groups

Ta set shared folder permissians for users and graups, select them, and then click Add ar Remave.

Selected users and groups:

All users and groups:

Mame - Mame
L Mark Lee 52, Everyone
3‘; Amy lones

& Martha Dale

2, Adam Barr

52, Windows SBS Remote Web Access U £dd

52, Windaws SBS Fax Users Remove
52, Windows SBS Fax Administrators

52 Windows SBS Folder Redirection Acc

52 Windaows SBS Virtual Private MNetwaorl

2 All Users =
4| | _’I_I | |
OK I Cancel |

FIGURE 9-3 The Shared Folders dialog box in the Windows SBS Console.

BEST PRACTICES Remember that in addition to share permissions, users must have
the appropriate NTFS permissions to access a shared folder. To simplify the administra-
tion of your shares, the recommended practice is to always grant Everyone the Allow
full control share permission and use NTFS permissions to control access to the shared

folders.

Configuring Share Permissions Using Windows Explorer

Whether you create a folder share with the Windows SBS Console or with Windows
Explorer, you can use either tool to modify its share permission assignments. To
manage share permissions using the Windows Explorer interface, you open the

Advanced Sharing dialog box and click the Permissions button, just as you did earlier

when creating a share.
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Using Folder Redirection

It is preferable to store user data on server drives rather than local workstation
drives for several reasons:

= Backups Backing up one or two servers is much faster, easier, and often
cheaper than backing up multiple workstations.

= Mobility With all data files stored on server drives, users can work from
any computer and move to another location as needed.

= Replacement Deploying new client computers in the place of older ones
is a simple matter of replacing the hardware; no migration of data files is
necessary.

Folder redirection is a Windows feature that enables client workstations to store
the contents of their data folders on a server drive automatically. The process is
completely invisible to the workstation user.

A Windows workstation creates a folder for each person who logs on at the
computer in the C:\Users folder. Each of these user folders contains a separate user
profile for that person. A user profile is a set of folders and registry files that store
the documents and configuration settings belonging to a particular user. A typical
user profile consists of the folders listed in Table 9-1, some of which are hidden, plus
a hidden registry file.

TABLE 9-1 User Profile Folders

VISIBLE FOLDERS

HIDDEN FOLDERS

Contacts AppData
Desktop Application Data
Documents Cookies
Downloads Local Settings
Favorites My Documents
Links NetHood
Music PrintHood
Pictures Recent
Saved Games Send To
Searches Start Menu
Videos Templates
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To a user viewing his or her own profile, the Documents, Music, Pictures, and
Video folders appear as My Documents, My Music, My Pictures, and My Video,
respectively. When a user logs on at the workstation using a local or domain ac-
count, the system loads that individual's profile and uses it throughout the session
until the user logs off. During the session, the My Documents folder in the user’s
profile becomes the operative My Documents folder for the system, as do all the
other folders in the profile. Folder redirection is simply a means of storing a copy
of certain user profile folders on another computer, usually a file server. Once the
folders are redirected to the server, that user can log on at any computer, and the
system copies the redirected folders to the user’s local profile on that computer.

Windows SBS 2011 implements folder redirection using Group Policy settings
that specify which folders to redirect and where to store them, as shown in Figure 9-4.
During the operating system installation, the Windows SBS 2011 setup program
creates a Group Policy object (GPO) called Small Business Server Folder Redirection
Policy and links it to the domain/MyBusiness/Users/SBSUsers organizational unit

object. This way, every user on the network loads the GPO during the domain logon
process.

JE Group Palicy Management:

=l8ix
d Fle Action Vew Window lelp | =lg ]
e w| #m[iE 0% = [Hm
:Ym Small Business Server Folder Redirection Policy
et Scepe| Detats Selings | Defegabon |
# m:::.::fm iy Small Business Server Folder Redirection Palicy =

| Dabacollected ore 11/22/2010 5.34.23 AM
| Computer Conhguration [Enabled)

Mo peiting: defined.

o Update Servives Chent, Computers Pobcy
o] Update Seraces Camemon Sattings Poley
o] Updete Services Server Computers Polcy
A Windows S5 CSE Paley

i, Wirndows. SBS User Pokcy

| Deenan Controliers

Microsol L Exchange Securily Groups

| lser Canfigusation (Enabled)

My Windows Seltings
3 Group Pokcy Cbpecls Fuolder Redwection
| Def auk Domain Controers Polcy Desh

SeMing: Basic [Hedirect everyone's folder to the same location]

Update Services omputers Pobcy

|/ Update Services Commen Settings Policy
17/ Update Services Server Compubers Polcy
11 windows SB5 Chent - Windows 7 and Windows Visti
| Windows 515 Chent - Windows YF Policy
1 Windows SES Cherk Policy
1) Windows SIS CSE Policy
11 windows SBS User Pollcy
@ [ WL Fikers
] Searter GROS
hes
Group Policy Modelng
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Led |
[

i

Path: \\SBS1\RediectedFolders\ XUSERNAME X\Dackiop =
ptians

Girant uses axchitres nghts to Daskiop Enahlad

Meves the contents of Deshtop ta the new Enahlad
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Alsu ke redeection pobcy bo Wirdows 2000, Enabled

Windows 2000 server, Windows XI", and

Winclows Saives 20003 eperating spstams
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FIGURE 9-4 Policy settings in the Small Business Server Folder Redirection Policy GPO.
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Understanding the Folder Redirection Defaults

The Group Policy settings for folder redirection are located in the GPO in the follow-
ing container: User Configuration\Policies\Windows Settings\Folder Redirection, as
shown in Figure 9-5. By default, Windows SBS 2011 redirects only the Desktop and
Documents folders, along with the Music, Pictures, and Videos subfolders beneath
the Documents folder.

B Group Policy Management Editor =] 3]

File  Action Wiew Help

=55 H@

'=[ Small Business Server Folder Redirection Palicy | | Name
il Computer Configuration ~| AppData(Roaming)
= K‘_) User Corfiguration | Deskiop
I [ Policies | skart Menu
'_. Software Settings | Documents
=[] Windows Settings I Pickures
2| Seripts {Lagon/Lagaff) | Music
T Security Settings '—\u'ideos
=] Folder chion = .
[Z AppDatalRoaming) - Favorites
D Deskiop — Contacts
(2 Start Menu - Downloads
(2 Documents Links
(27 Pictures I Searches
21 Music | Saved Games
(2] videos
[Z Favorites
[Z Contacts
(2 Downloads
(2] Links —
[Z1 Searches

[Z Saved Games

“ Palicy-based QoS _|L|
4 I I »

FIGURE 9-5 The Folder Redirection policies in a GPO.

You can modify the settings in the Small Business Server Folder Redirection
Policy GPO with the Group Policy Management Editor Console by right-clicking one
of the folders under the Folder redirection node and opening its Properties sheet, as
shown in Figure 9-6. The most common modification that administrators are likely
to make is to redirect additional folders, such as Startup and Favorites, to provide
users with a more complete server-based environment.
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Documents Properties llil

Target | Seltings |

D “Y'ou can specify the location of the Documents folder.

Setting:

This falder will be redirected to the specified location.

T arget falder location

ICreale a folder for each uzer under the root path j

Root Path:
I\\S B515\RediectedFolders

Browsze |

For uiger Clair, this folder will be redirected to:

WAWSBS514RediiectedFolderz\Claitty Documents

QK I Cancel Apply

FIGURE 9-6 The Properties sheet for a Folder Redirection policy.

Table 9-2 lists the default settings for the Desktop and Documents folders and
explains their functions. The Music, Pictures, and Videos folders have only one set-
ting: Follow the Documents Folder, which causes the workstation to treat them as
subfolders beneath the Documents folder and redirect them using the Documents
folder settings.

TABLE 9-2 Default Folder Redirection Group Policy Settings for the Desktop and Documents Folders

SETTING DEFAULT VALUE FUNCTION

Setting Basic—Redirect Causes workstations to redirect
Everyone's Folder to the Desktop or Documents
the Same Location folder for all users to the same

server share. The alternative is to
redirect the folders to differ-
ent locations based on group
memberships.
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SETTING DEFAULT VALUE

Target Folder Create a Folder for

Location Each User Under the
Root Path

Root Path \\SERVER\

Redirectedfolders

Grant the User Enabled
Exclusive Rights

to Desktop/

Documents

Move The Contents of  Enabled
Desktop/Documents to
the New Location

Also Apply Redirec- Enabled
tion Policy To Windows

2000, Windows 2000

Server, Windows XP,

And Windows Server

2003 Operating Systems

Policy Removal Redirect the Folder
Back to the Local User-
profile Location When
Policy Is Removed

FUNCTION

Causes workstations to create a
separate folder for each user on
the server share. The alterna-
tives are to redirect the folders
to each user’s home directory,
to a single folder for all users,
or to the user’s local userprofile
location.

Specifies the server share
where you want to store the
redirected folders.

Prevents anyone except the
user from receiving permission
to access the redirected folder.

Causes the workstation to copy
the contents of the redirected
folders on its local drive to

the target folder on the server
share.

Provides compatibility with
earlier operating systems that
use different folder names in
their user profiles, such as My
Documents.

Causes the workstation to copy
the contents of the redirected
folders back to the local drive
in the event that an administra-
tor disables the Folder Redi-
rection Group Policy settings.
The alternative is to direct the
folders back to the local drives
without copying their contents
from the server, thus rendering
those contents inaccessible.
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TIP If you have migrated to Windows SBS 2011 from Windows SBS 2008 or Windows
SBS 2003, you will likely have a Small Business Server Folder Redirection GPO on your
new server that was migrated from your old server. If this is the case, the Root Path
setting in that GPO will contain the UNC name of your old server. Before Folder Opera-
tion will function on your network, you must change this setting to point to the name
of your new server running Windows SBS 2011.

Enabling Folder Redirection
Although Windows SBS 2011 creates the Small Business Server Folder Redirection
Policy GPO by default, and even creates a folder for each user in the FolderRedirections
share, it does not enable folder redirection for each user by default. To enable folder
redirection, perform these steps:
1. Log on to your Windows SBS 2011 server, using an account with network
Administrator privileges. The Windows SBS Console appears.
2. Click Users and Groups, and then select the Users tab.
3. Select one of the users in the list and, in the Tasks list, select Edit user account
properties. The Properties sheet for the user account appears.

4. Click the Folders tab.

= Adam Barr Properties x|

General
Remote Access 1} L Ivlanage folders for this user account
E-Mail

—Manage shared folders on the server
Computers

¥ Enforce shared folder quota

m Mamimum shared folder size {in GB): Iz,g 3:

Graups

Web Sites

— Redirect folders to the server

™ Enable folder redirection to the server

¥ Enable falder redirection quata
Maximum amount of data that can be Ig.] 3:
redirected to ser B}

oK I Cancel Apply
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5. Select the Enable folder redirection to the server check box.

Enabling folder redirection also imposes a 2 GB quota on the user’s re-
direction folder by default. To modify this default, clear the Enable folder
redirection quota check box to disable the quota or modify the value in the
Maximum amount of data that can be redirected to server (GB) spin box.

6. Click OK to close the Properties sheet.

Moving Redirected Folders

Although you can change the location of your users’ redirected folders by modify-
ing the Root Path setting in the Small Business Server Folder Redirection Policy GPO,
it is far easier to use the Move Users' Redirected Documents Data Wizard in the
Windows SBS Console. The wizard not only changes the Group Policy settings but it
also modifies the permissions for the target folder and creates the necessary share
for you automatically.

To start the Move Users’ Redirected Documents Data Wizard, use the procedure
in "Moving Data Stores,” earlier in this chapter, and select the Move Users’ Redirected
Documents Data task. The wizard then prompts you for a new location and moves
the folders.

Enforcing Quotas

One of the longstanding rules of personal computing is that no matter how much
disk space you have in a computer, you eventually end up filling it and needing
more. In a server environment, the problem of disk space consumption is com-
pounded by the number of users storing their files on the server drives. Windows
SBS 2011 helps administrators to address this problem by establishing quotas that
limit the amount of server disk space a user can consume.

For each user account you create, Windows SBS 2011 creates two quotas: one for
the user’s folder in UserShares and one for the user’s folder in RedirectedFolders. The
user’s UserShares folder has a 2 GB hard quota, by default. A hard quota is one in
which the system prevents the user from consuming more than a specified amount
of disk space. When the user’s disk space consumption reaches 85 percent of the
2 GB, the system sends a warning email to the user and the administrator, and
records an event in the system log. If the user consumes the entire 2 GB, the server
stops accepting data. To the user, it appears as if the server has run out of disk
space, although in reality, it is only that user’s space that has been consumed.

As mentioned in the previous procedure, there is also a 2 GB quota on the user’s
folder in RedirectedFolders. However, this is a 2 GB soft quota. A soft quota generates
the same warnings to the user and administrator as a hard quota, but it does not
prevent the user from exceeding the allotted amount of disk space. A soft quota,
therefore, is only a warning that serves to inform users and administrators of the
user's current disk consumption.
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The main reason for using a soft quota, in this case, is to prevent applications
that store their data in the user’s redirected folders from running out of disk space,
causing errors that could affect the functionality of the application.

As mentioned earlier, the Add A New User Account Wizard creates the two quotas
for each user account, but it is up to you, the administrator, to enable them. You can
also modify the default amount of disk space you allot to each user individually. To
enable the quotas for an existing user account, use the following procedure:

1. Log on to your Windows SBS 2011 Server, using an account with network
Administrator privileges. The Windows SBS Console appears.

2. Click Users and groups, and then select the Users tab.

3. Select one of the users in the list, and in the Tasks list, select Edit user account
properties. The Properties sheet for the user account appears.

4. Click the Folders tab.

5. Select the Enforce shared folder quota check box and modify the Maximum
shared folder size setting, if desired.

6. Select the Enable folder redirection to the server check box and modify the
Maximum amount of data that can be redirected to server setting, if desired.

7. Click OK.

TIP For more detailed administration of quotas, and to create your own additional
quotas, you must use the File Server Resource Manager Console, accessible from the
Administrative Tools program group. In addition to quotas, the console also enables
you to create file screens, which specify the types of files that users are permitted to
store on the server. For example, you can create file screens that prevent users from
storing audio and video files on the server.

Using File Server Resource Manager

Windows SBS 2011 incorporates simple quota controls into the Windows SBS Con-
sole application, but for more detailed administration of quotas, and to create your
own additional quotas, you must use the File Server Resource Manager Console.

The File Server Resource Manager Console is part of the File Services role, which
Windows SBS 2011 installs automatically. You can launch the console in any one of
the following ways:

m  Click the Start menu. Then click Administrative Tools > File Server Resource
Manager.

= Launch the Server Manager Console and, in the Scope (left) pane, browse to
the Roles\File Services\Share and Storage Management\File Server Resource
manager node.

= Open the Run dialog box or a Command Prompt window, type fsrm.msc
and press Enter.
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The console appears as shown in Figure 9-7.

Ev,— File Server Resource Manager _ |E| ll

Fle Action Yiew Help

g-sblls_efl

Mame | Actions

File Screening Management Q?Fi\e Sereening Management
Storage Reports Management ﬁstorage Reports Management Connect to Another Computer .,
ZQ'J Classification Management: ﬁclassiﬁcatiun Management Confiure Options...
@ File Management Tasks BFi\e Management Tasks i ,
(=

|5 Export Lisk..,

Help

|
FIGURE 9-7 The File Server Resource Manager Console.

Creating a Quota Template

A quota template is a collection of settings that specify whether a quota should be
hard or soft, what thresholds the system should apply to a quota, and what actions
the system should take when a user reaches a threshold. Using quota templates
simplifies the process of creating quotas for multiple users with the same settings.

Quota templates are permanently linked to the quotas created from them. When
you use a template to create quotas, you can modify the template at a later time,
and the system will apply the changes you made to the template to all the quotas
you have created from that template.

The File Server Resource Manager Console includes a number of predefined
templates, as shown in Figure 9-8, which you can use as is, or use to create your
own templates.
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Ev,— File Server Resource Manager _ ID 5I
Fle Action Yiew Help

€= sEIHE

ED File Server Resaurce Manager (Local) | Quota Template 4| Limit | Quo... | Description

=8 ?WE; "“ta”ageme”t 3] 100 ME Limit 100 MB Hard
okas
@ Quota Templates E‘ 200 ME Limit Reports to User 200 MB Hard
5 File Screening Management 3] 200 MB Lirit with 50 MB Extension 200 ME Hard
i3 Storage Reports Menagement 3] 250 MB Extended Limit 250 1B Hard
= Classification Managemenkt

[ File Management: Tasks E Monitor 200 GB Walume Usage 200 GB Saft
E‘ Manitor 500 ME Share 500 ME Saft

FIGURE 9-8 The default quota templates in the File Server Resource Manager Console.

To create a new quota template, follow this procedure.

1. Log on to your Windows SBS 2011 server, using an account with network
Administrator privileges. The Windows SBS Console appears.

2. Click Start and then click Administrative Tools > File Server Resource Manager.
The File Server Resource Manager Console appears.

3. Expand the Quota management node. Then right-click the Quota templates

node and, from the context menu, select Create quota template. The Create
Quota Template dialog box appears.
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Create Quota Template il

Copy properties from quota template [optional)
|100 B Limit =l Copy |

Settings |

Template name:

Description [optional]:

— Space limit
Lirnit:

|1DD ME >

' Hard quota: Do nat allow users to exceed limit

" Soft quota: Allow users to exceed limit (use for monitoring)

r— Motification thresholds

Threshold | E-mail | Event Log | Command | Fieport |

Add... Edit... Bemaye

Help | Cancel |

To create a new quota template from one of the existing templates, select a
template in the Copy properties from quota template drop-down list and click
Copy. The settings from the template appear in the dialog box, so that you
can modify them as needed.

4. Inthe Template name text box, type the name you want to use to identify
the template. Optionally, in the Description text box, type a descriptive string
for the template.

5. In the Space limit box, specify the amount of storage space you want to allot
to each individual user and whether you want to create a hard quota or a

soft quota.
6. In the Notification thresholds box, click Add. The Add Threshold dialog box
appears.
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7.

8.

Add Threshold

Generate notifications when usage reaches [%):
I 85
E-mail Message | EventLog | Cnmmandl Report |

™ Send e-mail to the following administrators:
[&dmin Email
Format: account@domain. Use semicolons to separate accounts.

[ Send e-mail ko the user wha exceeded the threshald

— E-mail meszage
Type the text to use for the Subject line and message.

To identify the quata, limit, uzage, or ather information about the current threshald, you
cah uze Inzert Wariable to inzert a variable in wour text.

Subject:
I[Quola Threshald]® quata threshald excesded

Message body:

Uzer [Souce lo Dwner] has exceeded the [Huata Threshald]? quata threshold for ;I
the quata on [Quota Path] on server [Server] The quota limit i [Quata Limit ME] ME,

and [Quota Uszed MB] MEB curmrently is in use [[Quota Used Percent]Z of limit). _I

Select varable to insert:
I[Admin Email] j Inzert Yariable |

Irserts the e-mail addresses of the administrators who receive the e-mail

Additional E-mail Headers...

Help Cancel

In the Generate notifications when usage reaches (%) text box, enter a thresh-

old in the form of a percentage of the space limit you specified earlier.

Use the controls on the following tabs to specify the actions you want taken

when a user reaches the specified threshold:

= Email message Select the appropriate check box to specify whether
you want the system to send an email message to an administrator, to

the user, or both. For administrators, you can specify the email addresses

of one or more persons separated by semicolons. For the user, you can

modify the text of the default email message.
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Add Threshold

Generate notifications when usage reaches [%):
I 85
E-mail Message | EventLog | Cnmmandl Report |

¥ Send e-mail to the following administrators:
[ [&dmin Email]
Format: account@domain. Use semicolons to separate accounts.

[ Send e-mail to the user wha exceeded the threshald

—E-mail meszage
Type the text to use for the Subject line and message.

To identify the quata, limit, usage, or ather infarmation about the current threshald, you
cah uze Inzert Y ariable to insert a variable in pour text.

Subject:
I[Quola Thieshald]® quata threshald excesded

Message body:
Uszer [Source [o Dwner] has exceeded the [Quata Threshold]% quata threshold for ;I
the quota on [Quota Path] on server [Server] The quota limit i [Quata Limit MB] MEB,
and [Quota Used MB] B currently is in use [[Quota Used Percent]® of limit).

Select vanable to insert:
I[Admin Email] j Inzert Yariable |

Irserts the e-mail addresses of the administrators who receive the e-mail

Additional E-mail Headers. ..

Help | Cancel

NOTE Windows SBS 2011 must be running the Simple Mail Transfer Protocol
(SMTP) service to be able to send email messages. To install SMTP, you must use

Server Manager to add the SMTP Server feature.

= Eventlog Select the Send warning to event log check box to create
a log entry whenever a user reaches the threshold. You can modify the

wording of the log entry in the text box provided.
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Add Threshold

Generate notifications when usage reaches [%):
I 85
" Emai Meszage EwventLog | Cnmmandl Heport'

¥ Send waming to event log

[ Warning message

Tupe the text ta uge for the log entry.

you can use Insert Variable ta insert a variable in pour text.

Log entry:

Uzer [Source lo Owner] has exceeded the [Quota Threshold]: ;I
quota threshald for the guota on [Quota Path] on server [Server].

The quota limit iz [ucta Limit MB]MB. and [Quata Used MB] MB
cumently is in use [[Quota Used Percent]’ of limit).

-]
Select varisble to insert:

I[Admin Email] j Inzert Variable

Ingerts the e-mail addresses of the administrators who receive the e-mail

To identify the quata, limit, usage or other infoimation about the curent threshold,

Help Cancel

s Command Select the Run this command or script check box to specify
a program or script file that the system should execute whenever a user
reaches the threshold. You can also specify command arguments, a work-

ing directory, and the type of account the system should use to run the

program or script.
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Add Threshold x|

Generate notifications when usage reaches [%):
I 85
" Emai Messagel EventLog Command | Heport'

¥ Riun this command or script:

I Browse... |

— Command settings

Command arguments:

Specify the directary ta wn the command in:

Warking directory.. |

— Command security

To maintain security of the server, use the most restrictive account possible. This wil
help safequard the spstem if the process i compromize

Fiun the command as:

@ Local Service
Same level of access as Users account. Accesses network resources az a null
session with ho credentials.

" Metwork Service
Same level of access as Users account. Accesses network resources uzing the
credentials of the maching account.

 Local System

Full access to the spstem. Do not use this account unless full access is required,
and you are certain the process cannot be compromised

Help | Cancel

= Report Select the Generate reports check box, and then select the
check boxes for the reports you want the system to generate. You can
also specify that the system email the selected reports to an administrator
or to the user that exceeded the threshold.
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Add Threshold x|

Generate notifications when usage reaches [%):
I 85

" E-mail Messagel Ewvent Logl Command Feport |
™ Generate reports
Select reports ta generate:

[ Duplicate Files -
[ File Screening Audit

O Files by File Group

O Files by Dwner

O Files by Property

O Large Files

O Least Recently Accessed Files j

Feview Selected Feports |

When a quota or file screening event generates incident reparts, default repart
zettings are used. To modify the default settings, use the Configure Options task.
Storage Reports tab.
I Send reparts o the fallowing administiatons:
Jlésdrin Ernail]

Format: account@domain. Use a semicolon to separate multiple accounts.
™| Send reports o the user who erceeded the treshold

The reports will be zaved in Zaystemdrive®\StorageR eportshlncident.

To change the locations where reports are saved, use the Configure O ptions task, Repoit
Locations tab.

Help Cancel

9. Click OK to close the Add Threshold dialog box and add the new threshold to
the Notification thresholds list on the Create Quota Template dialog box.
10. Repeat steps 6 through 9 to create additional thresholds, if desired. When

you have created all of the thresholds you need, click OK to create the quota
template.
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Creating a Quota

Once you have created a quota template or if you plan to use the predefined tem-
plates without modification, you can proceed to create quotas, using the following

procedure.

1.

2.

280

Log on to your Windows SBS 2011 server, using an account with network
Administrator privileges. The Windows SBS Console appears.

Click Start, and then click Administrative Tools > File Server Resource Manager.
The File Server Resource Manager Console appears.

Expand the Quota Management node, right-click the Quotas folder and, from
the context menu, select Create quota. The Create Quota dialog box appears.

Create Quota

Quota path:

I Erowse..

{* Create quota on path
" Auto apply template and create quotas on existing and new subfolders

— Quota properties

Y'ou can either uze properties from a quota template or define custom
quota properties.

How da you want to configuie quata properties?

% Derive propertias from thiz quota template [recommended]:

| 100 ME Linit =l

= Define custom quota properties
Custom Properties ... |

Surmary of quota properties:
= Guota -
i Source template: 100 ME Limit
~ Limit: 100 MB [Hard)
- Notification: 4
- Warning(85%): Email
- Warning(35%): Email, Evert log ;I

Help Cancel

In the Quota path text box, type or browse to the name of the volume or

folder for which you want to create a quota.

Select one of the following application options:
= Create quota on path Creates a single quota for the specified volume

or folder

= Auto apply template and create quotas on existing and new sub-
folders Causes the system to automatically create a quota, based on a
template, for each subfolder in the designated path, and for every new

subfolder created in that path
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6. Select one of the following quota properties options:
= Derive properties from this quota template Configures the quota
using the settings of the template you select from the drop-down list
= Define custom quota properties Enables you to specify custom set-
tings for the quota. Clicking the Custom properties button opens a Quota
Properties dialog box for the selected volume or folder, which contains
the exact same controls as the Create Quota Template dialog box dis-
cussed in the previous section.
7. Click Create. The new quota appears in the console’s Details pane.

Creating a File Screen
In addition to creating quotas, the File Server Resource Manager Console can also
create file screens. A file screen is a filter similar to a quota that prevents users from
storing particular types of files on a server volume. The most common application
for file screens is to prevent users from storing non-work-related—and possibly
illegally obtained—files on servers, especially files that consume large amounts of
storage space, such as audio and video files.
Windows SBS 2011 does not create any file screens by default, but you can cre-
ate them yourself. The process of creating a file screen is similar to that of creating
a quota: you specify the file types you want to filter and configure the actions you
want the server to take when a user attempts to store a file of a forbidden type. As
with quotas, you can create file screen templates and configure the server to gener-
ate email, log entries, and reports.
To create a file screen, follow these steps:
1. Log on to your Windows SBS 2011 server, using an account with network
Administrator privileges. The Windows SBS Console appears.
2. Click Start and then click Administrative Tools > File Server Resource Manager.
The File Server Resource Manager Console appears.

3. Expand the File screening management node, right-click the File screens
folder and, from the context menu, select Create file screen. The Create File
Screen dialog box appears.
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Create File Screen

File screen path:

|| Browse... |

— File screen properties

“You can either use properties from a file screen template ar define custom
file screen properties.

How da you want to configuie file screen properties?

' Derive properties from this file screen template [recommended)

I Block Audio atnd Video Files j

" Define custom file screen properties:
[Custom Properties ... |

Summary of file screen properties:

[=)- File screen:

i Saurce template: Block Audia and Videa Files
- Sereening tupe: Active

- File groups: Audio and Video Files

+ Notifications: Email, Event log

In the File screen path text box, type or browse to the name of the volume or

folder on which you want to screen files.
Select one of the following properties options:

Derive properties from the file screen template Configures the file
screen using the settings of the template you select from the drop-down

list.

Define custom file screen properties Enables you to specify custom
settings for the file screen. Clicking the Custom properties button opens a
File Screen Properties dialog box for the selected volume or folder, which
contains the Settings tab shown here, plus the same Email message, Event
log, Command, and Report tabs as in the Quota Properties dialog box.
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File Screen Properties on e:,

Copy properties fram template [optional):

IBIUCK Audio and Yideo Files

Setlings | E-mail Message I Event Lngl Command I Hepnrtl

File screen path:
|e b

Screening twpe:
% Active screening: Do not allow users to save unauthorized files

" Passive scresning: Allow users to save files [use for monitoring)

=l Copy |

i~ File groups
Select file groups to block:

O #udic and Video Files -

O Backup Files

O Compressed Files

O E-mail Files

[ Executable Files

O Image Files

[ Office Files

O System Files
[ HE S, ra. 2
< | »

I aintain file groups:

Create...
Edi...

To zelect a file group to
edit, highlight its label

Help

Cancel |

6. Click Create. The new file screen appears in the console’s Details pane.

In addition to file screens, you can also create file screen exceptions, which over-

ride the influence of file screens. This way, if you choose to screen out all audio

and video files for an entire volume, you can still create an exception for one folder
where users are permitted to store legitimate video files.
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Generating Storage Reports

Keeping track of usage is an important element of storage management, and File
Server Resource Manager is capable of generating a variety of reports to aid admin-
istrators in this process.

The reports that the console can create are as follows:

Duplicate files Creates a list of files that are the same size and have the
same last modified date.

File screening audit Creates a list of the audit events generated by file
screening violations for specific users and during a specific time period.
Files by file group Creates a list of files sorted by selected file groups in
the File Server Resource Manager Console.

Files by owner Creates a list of files sorted by selected users who own
them.

Large files Creates a list of files conforming to a specified file spec that are
a specified size or larger.

Least recently accessed files Creates a list of files conforming to a speci-
fied file spec that have not been accessed for a specified number of days.
Most recently accessed files Creates a list of files conforming to a specified
file spec that have been accessed within a specified number of days.

Quota usage Creates a list of quotas that are exceeding a specified per-
centage of the storage limit.

Using the File Server Resource Manager, you can generate reports as needed, on
the fly, or configure the console to create them according to a schedule you specify.
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Sharing Printers

= Understanding Windows Printing 285
= Deploying Network Printers 292
= Deploying Printers on Clients 312

=  Managing Printers Using the Windows SBS Console 315

P rinter sharing is one of the original applications for which local area networks
(LANSs) were invented. The ability to send jobs to printers over the network
eliminates the need to purchase multiple, redundant printers and prevents users
from having to bother the person who has the printer attached to his or her
computer. Windows Small Business Server (SBS) 2011 includes all the printer-
sharing capabilities of Windows Server 2008 R2, as well as incorporating basic
printer management capabilities into the Windows SBS Console.

This chapter explains how you can adapt the printing capabilities of Windows
to your network environment. Once you understand the basic structure of the
Windows printing architecture, you can easily provide your users with controlled
access to the printers on your network and manage access to those printers as
needed.

Understanding Windows Printing

In addition to the hardware that actually does the printing, Windows computers
have a number of other components devoted to their print architecture. The main
components of a shared printer solution in the Windows environment are as follows:

= Print device In Windows, the term print device refers to the actual hardware
that produces the hard copy output from a print job. Windows enables you
to share a print device that is connected to any computer on the network
using a universal serial bus (USB), IEEE 1394 (FireWire), or other port; or
connected directly to the network.

285
www.it-ebooks.info


http://www.it-ebooks.info

1.

Printer Although the term is commonly used to refer to the hardware, the
term printer, in Windows, actually refers to the logical representation of a
print device that appears in the operating system and on the network. You
can create a printer in Windows without there being an actual print device
connected to the computer or the network, and it will appear in the Devices
And Printers Control panel just as if the hardware were present. A Windows
printer tells the system which port, or interface, it must use to connect to the
print device, as well as the printer driver the system must use to process its
print jobs and communicate with the print device.

Print server A print server is the component responsible for holding print
jobs in a queue and sending them, one at a time, to the print device. A print
server can be a dedicated hardware component that connects the print de-
vice to the network, but more often, one (or more) of the computers on the
network functions as the print server. In Windows printing, you can create a
single print server that receives jobs from all the clients on the network and
feeds them to the print device, or each client can function as its own print
server, sending jobs directly to the print device.

Printer driver The printer driver is the software component that receives
output from applications generating print jobs and converts it into a data
stream using a page description language (PDL), which consists of commands
that the print device understands. Windows printer drivers generate print jobs
using an interim format called Enhanced Metafile (EMF). The EMF data is then
converted into a device-specific RAW format, either by the client or the print
server, depending on the printer configuration. The print server then stores
the RAW data in the print queue until the print device is ready to accept it.

NOTE Although many sources, including Microsoft documents, use the term printer
to refer to the printing hardware, this chapter uses the term print device to refer to the
hardware, while printer refers to the Windows logical component.

Administrators can distribute these components around the network in various
ways, to accommodate the printing strategy they want to create. Every computer
that generates print jobs must have a printer and a printer driver, but you can locate
print servers and print devices anywhere on the network.

Windows Printing Process

The process by which a computer prints a document includes the following steps
and is shown in Figure 10-1:

A user working with an application activates its print function, selects one of
the printers installed on the computer, and configures application-related
settings, such as what pages of the document to print.
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2. The application calls the printer driver associated with the selected printer,
enabling the user to configure printer-related settings, such as which paper
tray to use.

3. The printer driver converts the application’s print output into XML Paper
Specification (XPS) or EMF commands and data, which it sends to the print
server.

4. The print server stores the job in a print queue called a spooler, in which it
waits until the print device is ready to accept the job.

5. When the print device is ready, the print server reads the job from the
spooler, converts it from EMF to a Printer Control Language (PCL) format, if
necessary, and sends it to the print device using the appropriate port.

6. The print device receives the job from the print server, processes the com-
mands and data, and generates the hard copy output.

Workstation Print Server

EEEEE
Application
[T I

Spooler

’
>

Printer Driver Print Device

FIGURE 10-1 The Windows printing process.
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Designing a Network Printing Solution

The printing architecture on a small business network is usually not complicated.
Small businesses typically have, at most, two or three print devices, but administra-
tors still have to make design decisions such as the following:

= How will the print devices connect to the network?
= Which computer(s) should function as print servers?
= Who has access to the print devices and when?

= Who is responsible for daily printer maintenance?

Connecting Print Devices

Before you can share a print device with your Windows SBS 2011 network, you must
connect the hardware to one of the computers on the network or connect it directly
to the network. Most of the print devices on the market today connect to a computer
using a USB or IEEE 1394 port, and many also have an integrated network interface
adapter, which enables you to connect the device directly to your Ethernet or wireless
network. Older print devices might connect to a computer using a parallel or serial
port, and, in some cases, you can purchase a network interface adapter as an
expansion card that plugs into the printer. Finally, you can purchase an external print
server device that connects directly to the network and has a port for connecting the
print device.

The type of print device connection you use should depend on your network de-
sign, the layout of your office, and, as always, your budget. When you connect a print
device to a computer, as shown in Figure 10-2, that computer functions as a print
server, receiving jobs from other computers on the network and feeding them to the
print device. Any Windows computer, whether server or workstation, can function as
a print server. However, if your users do a lot of printing, the print server functions
can impose a significant burden on a workstation that does not have much more
than the minimum recommended Windows hardware to support them. A constantly
running printer can also be an annoyance to a user trying to accomplish other tasks
on the workstation.
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Physical Connections

q Print Traffic Flow

FIGURE 10-2 A print device connected to a computer.

If at all possible, connecting the print devices to server computers is preferable to
workstation connections unless the servers are in a location that would be inconve-
nient for users having to retrieve their printed documents. For example, if you plan
to locate your servers in a locked data center or server closet, it would not be practi-
cal to locate your print devices there as well.

The best solution, by far, is to connect your print devices directly to the network.
This solution enables you to locate your print devices anywhere a network connec-
tion is available. You can also designate any computer on the network as a print
server, which enables you to use your server computers for their intended purpose,
no matter where they are located, as shown in Figure 10-3.
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Physical Connections

q Print Traffic Flow

FIGURE 10-3 A print device connected to the network with a single print server.

It is also possible for each computer to function as its own print server, sending
jobs directly to the print device, as shown in Figure 10-4. The only drawback to net-
work-attached print devices is that units with network adapters tend to be more
expensive than those without them.
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Physical Connections

q Print Traffic Flow

FIGURE 10-4 A print device connected to the network, with each computer acting as its own
print server.

Selecting a Print Server

The first deciding factor in selecting a computer to function as a print server is the
type of print device connections you plan to use. As mentioned earlier, if you con-
nect a print device directly to a computer, that computer must function as the print
server. Network-attached printers provide greater flexibility.

In addition to the type of connections you plan to use, however, you should also
base your selection of a print server on the following factors:

= Print volume The more printing your users do, the greater the burden on
the print server. Large numbers of documents use more print server resources
than small numbers, lengthy documents use more resources than brief ones,
and graphical documents use more than plain text.
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= Print rendering When a print server is running Windows Server 2008 R2
or Windows 7, you can specify whether the client or the print server should
render the print jobs. Client-side rendering (CSR) reduces the burden on the
print server.

= Computer resources Print volume and CSR both affect the resources used
by print server functions. For example, a workstation with the minimum rec-
ommended system requirements can function adequately as a print server,
but its functionality as a workstation might be compromised.

Controlling Access to Print Devices

In many cases, administrators grant users unrestricted access to the print devices on
the network. However, you might want to regulate access to color print devices, or
other units with expensive consumables such as letterhead paper. Windows print-
ers have their own permission system, which functions similar to NTFS and share
permissions. You can specify which users can send jobs to a printer and also control
access based on other factors, such as the time of day and the user’s priority.

REAL WORLD Print devices are some of the few network hardware components
that require maintenance on almost a daily basis. Part of your printing solution should
include a decision as to who is responsible for the print devices’ regular maintenance,
including tasks such as loading media, clearing paper jams, and replacing toner or ink
cartridges. These are thankless tasks that many people try to avoid, so it is important to
delegate them decisively. Otherwise, you might find a huge backlog of print jobs left in
the queue because the print device is out of paper or toner, and no one has bothered
to replenish them.

Deploying Network Printers

The process of deploying a printer on your Windows SBS 2011 network consists of
the following basic steps:

= Connect the print device to the computer or network.
= Create a printer on the print server and install drivers.
= Share the printer.

= Configure clients to access the printer.

These steps are discussed in the following sections.

Connecting a Print Device

For most of the print devices on the market today, the process of connecting the device
consists of simply plugging a cable into a USB or IEEE 1394 port on the computer
you intend to use as a print server, or plugging a cable into any network connection.
Keep in mind, however, that many print devices do not include the required USB or
network cable in the box, so you might have to purchase one separately.
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Older print devices might use a parallel or serial port connection to connect to a
computer. Parallel connections use a large, heavy cable that is limited to a maximum
length of 6 to 9 feet. Serial cables are thinner and lighter, and can be longer, but
print devices with serial connectors are relatively rare.

To connect a print device that does not have a built-in network adapter directly
to the network, you can purchase a device that provides a network connection.
Some print device models have an expansion slot that can accept a proprietary
network adapter/print server made by the print device manufacturer, but external
print server devices are also available that are not proprietary, which enable you
to connect any print device to your network. Print server devices supporting either
wired or wireless networks are available, providing you with virtually unlimited
freedom in placing your computers.

NOTE The network interface adapters that print devices use are different from those
you install in computers. The expansion slots in print devices are not standardized like
those in computers, so the adapters that fit into them use proprietary designs that are
uniquely designed for specific print devices.

Creating a Printer

USB and IEEE 1394 are both Plug and Play interfaces, so when you connect a print
device to a Windows computer using one of those ports and turn on the print device,
the system typically detects it and automatically starts a Plug and Play hardware de-
tection and installation sequence. During the installation process, Windows creates
a printer, configures the port that provides access to the print device, installs printer
drivers, and typically offers to share the printer with the network as well.

All the current Windows operating systems include a large collection of printer
drivers, but if your print device is a newly released model, or a particularly obscure
one, the system might prompt you to supply drivers. Print devices typically include a
driver disk, and manufacturers usually have the latest drivers available on a website.
Your print device might also include additional software, such as a print device man-
agement application. In most cases, Windows can access the print device without
any special software other than drivers, so installing these other products is usually
optional.

Installing a Local Printer Manually

If you have a print device that does not use a Plug and Play interface, such as one
that connects to the computer's parallel or serial port, you have to run the Add
Printer Wizard. The following procedure illustrates the process of installing a printer
connected to a server running Windows SBS 2011 using a parallel or serial port:

1. Click Start, and then click Devices and printers. The Devices And Printers
Control panel appears.
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rxzDevices and Printers

QOU Fﬁ » Hard... = Devices and..,

Add a device

- m I Seatch Devices and Printers \ﬂ

Add a printer

‘windaws can display enhanced device icons and infarmation fram the Internet. Click ta change.

“ x
+ Devices (4)
Genetic Non-PrP SBS1 YMware Virtual USE VMware, ¥Mware
Moritar Mouse Wirbual 5 5CSI Disk,
Device
+ Prinkers and Faxes(3)
WA P |

Generic | Text Only

Microsoft %P5 Microsoft %pS
Document Writer Docurnent
Wriberd: 1

j / 7 items
=

2. Click Add printer. The Add Printer Wizard appears, displaying the Choose An
Option page.

x
£ o _
L) = Add Printer

Choose an option

/| Add a local or network printer as an administrator
Use this option to reopen Add Printer Wizard as an administrataor,

<» Add a network, wireless or Bluetooth printer

Make sure that your computer is connected to the network, or that your Bluetooth or wireless printer is
turned on,

[dexk | Cancel
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3.

4.

Click Add a local or network printer as an administrator. The What Type Of
Printer Do You Want To Install? page appears.

X
£y -
k ) == Add Printer

YWhat type of printer do you want to install?

<» Add alocal printer

Use this option only if wou don't have a USE printer. {Windows automatically installs USE printers when wau
plug them in.)

=» Add a network, wireless or Bluetooth printer

Make sure that your computer is connected to the network, or that your Bluetooth or wireless printer is
turned on.

[t | Cancel

Click Add a local printer. The Choose A Printer Port page appears.

ﬂ

@ = Add Printer

Choose a printer port

A printer port is a type of connection that allows your computer to exchange information with a printer.

@ Use an exsting port: A

" Create a new port:

Type of part: ILoca\ Port j

Leave the Use an existing port option selected and choose the correct port

from the drop-down list. Then click Next. The Install The Printer Driver page
appears.
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£
6 gﬁ Add Printer

Install the printer driver

./ Choose your printer from the list. Click Windows Update to see more models.

To install the driver from an installation CD, click Have Disk.

Manufacturer I;I Printers -
Canaon _ 5 Generic / Text Only

Epsan (5] Generic IBM Graphics 9pin

Fuji Xerax 5 Generic IBM Graphics 9pin wide

Generic [ZIMS Publisher Color Printer

Gestetnar LI [ZIMS Publisher Imaaesetter j

Have Disk... |

[l This driveris digitally signed.
Tell me why driver signing is impartant

Mext | Cancel

6. From the list on the left, select the manufacturer of the print device.

NOTE If your printer does not appear in the list, you must obtain a printer driver
from the manufacturer and click Have disk to install it.

7. From the list of the manufacturers’ printers on the right, select your print
device and click Next. The Type A Printer Name page appears.

x
6 g@ Add Printer

Type a printer name
Brinter name: I M5 Publisher Imagesetter
This printer will be i lled with the S Publisher I driver.
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9.

10.

Specify the name that the system will use to identify the print device and
click Next. The wizard installs the printer and the Printer Sharing page
appears.

x

) O )
k’j =1 Add Printer

Printer Sharing

I you want to share this printer, you must provide a share name. You can use the suggested name or
type a new ane. The share name will be visible to other network users.

¢~ Da not share this printer

& Share this printer so that others on your netwark can find and use it

Share name: | 1S Publisher Imagesetter

Location: I

Comment: I

cot |

Leave the Share this printer so that others on your network can find and use it
option selected and, in the Share name text box, specify the name by which
the printer will be known on the network. Optionally, you can also specify
additional information about the printer in the Location and comment text
boxes.

Click Next. The You've Successfully Added the printer page appears.

x

N O _
k) = Add Printer

You've successfully added MS Publish ter

[V Set as the default printer

Li hlashaati £

Ta check if your printer is
test page.

Print a test page |

ly, ar ta see

prap for the printer, print a

Cancel
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11. Click Finish. The wizard closes and the printer appears in the Devices And

Printers Control panel.

!;,. evices and Printers

e _— =
ek)v m - Hard... - Devices and... e m I Search Devices and Printers [:]‘
Add adevice  Add a printer = - @
‘windows can display enhanced device icons and infarmation from the Internet. Click bo change. x
+ Dievices (4)
= - -
Generic Non-PrP 3651 Wiware Virtual USE YMuware, VMware
Morikor Mouse Wirkual 5 SCSI Disk
Device

+ Prinkers and Faxes(4)

= S (8 -

Generic | Text Only Microsoft XPS

Microsaft ¥PS M5 Publisher
DocumEnt Writer Document Imagesetter
Wrikerd: 1
/ 8 items
P s
=l -,,]‘
CAUTION

If you open the Windows SBS Console immediately after installing a
printer using this procedure, the printer does not appear in the Printers list on the
Network/Devices page. This is because although the Add Printer Wizard has shared
the printer, it has not added it to your Active Directory Domain Services (AD DS) do-

main. To complete the installation, you must perform one of the procedures discussed
in “Sharing a Printer,” later in this chapter.

Installing a Network-Attached Printer

The process of installing a print device that connects directly to the network and
creating a printer for it is largely determined by the hardware manufacturer. In
most cases, you simply connect the print device to the network and run an instal-
lation program on the computer that you want to function as the print server. The
program detects the print device on the network, creates a Transmission Control
Protocol/Internet Protocol (TCP/IP) port that points to the print device's IP address,
creates a printer using that port, and installs the appropriate drivers. The program

might also provide you with the opportunity to share the printer and install ad-
ditional proprietary tools.
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A print device that connects directly to a network has a network interface adapt-
er, just like a computer, and like a computer, it must have an IP address. Most of the
network print devices manufactured today include a Dynamic Host Configuration
Protocol (DHCP) client, which enables them to obtain an IP address from the DHCP
server on your network. Others might have a preconfigured IP address, which you
can learn from reading the product documentation or by printing out a test page.

As with most other types of network peripherals, many network print devices
have an integrated web server, which provides a configuration interface, like the one
shown in Figure 10-5. This interface typically enables you to specify whether you
want the print device to obtain its IP address using DHCP or use a specific address
that you configure manually.

Dievice Status

Device Status [~ Product support
Supplies Status Shop for Supplies Product Support
Device Configuration Device Status

Metweork Summary
Print Information Pages

Status: Ready @
Evert Log

Supplies Summary

Order HP Approximate Pages
Supply

Black Cartridge I cc: cesosk Gathering Data

Supplies Detail

FIGURE 10-5 The configuration interface for a network-attached printer.

Installing a Network Printer Manually
For a network-attached print device that does not have an installation program,
or for a print device connected to a stand-alone print server that does not have an
installation program, you can install a printer with a TCP/IP port manually using the
following procedure:
1. Click Start, and then click Control Panel. The Control Panel window appears.
2. Click Hardware. Then click Devices and printers. The Devices And Printers
Control panel appears.
3. Click Add a Printer. The Add Printer Wizard appears, displaying the Choose
An Option page.
4, Click Add a local or network printer as an administrator. The What Type Of
Printer Do You Want To Install? page appears.
5. Click Add a network, wireless, or Bluetooth printer. The No Printers Were
Found page appears.
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x|
6 gﬁ Add Printer

Mo printers were Found.

Printer Mame I Address

| Search again |

<% The printer that I want isn’t listed

Cancel

6. Click The printer that | want isn't listed. The Find A Printer By Name Or TCP/IP
Address page appears.
£
6 @ Add Printer
Find a printer by name or TCP/IP address
" Find a printer in the directory, based on location or feature
% {Select a shared printer by name
Browse... |
Example: \\computername'printername or
http://comp pri p /. printer
© Add a printer using a TCP/IP address or hostname
7.

Select the Add a printer using a TCP/IP address or hostname option and click
Next. The Type A Printer Hostname Or IP Address page appears.
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ﬂ

gﬁ Add Printer

Type a printer hostname or IP address

Device type: N -

Hastname or IP address: I

Part name: I

¥ Query the printer and automatically select the driver to use

In the Device type drop-down list, select TCP/IP device.

In the Hostname or IP address text box, type the name or IP address of the
print device or the stand-alone print server to which the print device is con-
nected; then click Next.

If the wizard can communicate with the print device, the print device identi-
fies itself, and the Type A Printer Name page appears, specifying a default
name for the print device and the driver that the wizard will install.

x|
6 = Add Printer

Type a printer name

Brinter name: HP LaserJet P2050 Series PCL6

This printer will be installed with the HP Laserlet P2050 Series PCLG driver.

Cancel
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If the wizard cannot communicate with the print device, the Install The
Printer Driver page appears, as shown earlier in this chapter, in which you
must select the manufacturer and model of the print device.

10. Change the default Printer name, if desired, and click Next. The wizard in-
stalls the printer and the Printer Sharing page appears.

11. Leave the Share this printer so that others on your network can find and use it
option selected and, in the Share name text box, specify the name by which
the printer will be known on the network. Optionally, you can also specify
additional information about the printer in the Location and comment text
boxes.

12. Click Next. The You've Successfully Added The Printer page appears.

13. Click Finish. The wizard closes, and the printer appears in the Devices And
Printers Control panel.

Creating a DHCP Reservation for a Printer

DHCP client support is a common feature in network printer devices; it greatly
simplifies the print device installation process. However, the D in DHCP stands for
“Dynamic,” meaning that it is possible for a client’s IP address assignment to change.
If, for example, a network print device is disconnected or offline long enough for its
DHCP lease to expire, the DHCP server might assign it a different address when you
reconnect it to the network. The print device can communicate with the network,
but the print clients might still have ports that reference the old IP address.

MORE INFO For more information on IP address assignment and DHCP, see Chapter 2,
“A Networking Primer.”

One of the best ways to ensure continued connectivity for a DHCP-equipped
network print device is to create ports using the print device's name instead of its
IP address. This way, even if the address changes, the name remains the same.

Another way is to create a reservation for the print device on the DHCP server. A
DHCP reservation is an |IP address that you permanently assign to a specific client,
based on the Media Access Control (MAC) address encoded into its network inter-
face adapter hardware. The print device still obtains its IP address from the DHCP
server, but the server always assigns it the same address as long as the print device
is connected to the same IP subnet.

BEST PRACTICES Although it might be possible to configure your print device
manually to use a static IP address, creating a DHCP reservation is a better solution,
so that all your IP address assignments are documented and managed in one place. If
you manually assign an IP address in your DHCP scope to a device on your network,
the DHCP server might attempt to assign that same address to another device later.
DHCP servers check the network for IP address duplication before they complete each
address assignment, but there is no way to know how the print device will react to an
address conflict.
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To create a DHCP reservation for your network print device, use the following
procedure:

1. Connect your print device to the network and configure it to obtain its
IP address using DHCP.

2. Log on to your Windows SBS 2011 server, using an account with network
Administrator privileges.

3. Click Start, and then click Administrative Tools > DHCP. The DHCP Console

appears.
=10l x|

File  Action Yiew Help

& |==d
ot Conkents of DHCP | Status
shs1,adatum local j sbs1, adatum local

4. Expand the node representing your server and browse to the scope that the
Connect To The Internet Wizard created on your server.

% pHCP =10l x|
File  Action Wiew Help

e | 10X = H=

?‘ DHCR Conkents of Scope |
=] ﬂ shsi . adatum. local |} Address Pool
=] j) IPvd | @ Address Leases
(SRSl Scope [10.0.0.0] adatum.lacal

] Reservations

(4} Address Paol | 5cope Options

[ Address Leases
|5 Reservations
[, Scope Options
(3 Server Options
[F| Filkers
B IPve

5. Expand the scope and click the Address pool node.
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File  Action Yiew Help

DHCP

g [=[ 5]

€9 #nd=HE

¥ DHCP

=] f! sbs1.adatum local

| End IF Address
10.0.0.254

Start IP Address
$010,0,0.1

6.

- TP [H10.0.0.1
[= || Scope [10,0.0.0] adatum.local
ER Adr oo
@ Address Leases
1| Reservations
_, Scope Options
-3 Server Options
F| Filers
B Py

<]

10.0.0.10

i

Note the range of addresses available for distribution. Then right-click the

The Add Exclusion dialog box appears.

21

Type the IP address range that you want to exclude. If you want to
exclude a single address, type an address in Start P address only.

e
E———

Add

Start [P address:

End IP address:

Address pool node and, from the context menu, select New exclusion range.

Cloze |

7. Inthe Start IP address and End IP address text boxes, specify a range of
addresses at the end of your scope that is large enough to support all your
network print devices. Click Add, and then click Close. The new exclusion
range appears in the Address pool list.

HCP 1Ol x|
File Action Wiew Help
L A NEREY
? D_HCP Start IP Address | End IP Address | Description
= _=_| sPsl.adatum‘\oca\ Si0.0.0.1 10.0.0,254 Address range For diskribution
= 1P 10,000 10.0,0.10 1P Addresses excluded from distribution
=1 [ scope [10.0.0.0] adatumlocal | [Fin0.0200  10.0.0.204 1P Addresses excluded From distribution
i} Address Pool
@ Address Leases
1| Reservations
", Scope Options
-3 Server Options
#| Fileers
P
‘ | |
8. Click the Address leases node.
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9.

10.

11.

12.

13.

14.

15.

Locate the lease for your print device in the list and adjust the column widths
in the console so that you can see the entire Unique ID value for the lease.

NOTE Your print device most likely has a host name that you do not recognize,
one that is different from the names you have assigned to your network computers.

Click the Reservations node, which displays an empty list, and then click the
Address leases node again.

Right-click the Reservations node and, from the context menu, select New
reservation. The New Reservation dialog box appears.

2

Provide information for a reserved client.

Reservation name: I

|P addiess: 0. . .

MAL address: I

Description: I

Supported tppe:
& Both

" DHCP
" BOOTP

Add Cloze |

In the Reservation name text box, type the name of your network print
device.

In the /P address text box, type one of the IP addresses in the exclusion range
you just created.

In the MAC address text box, type the Unique ID value for your print device's
current address lease.

NOTE The Unique ID value is the hardware address assigned to the print device’s

network interface adapter by the manufacturer.

Click Add, and then click Close. The reservation appears in the Address leases
list, with a Lease expiration value of Reservation (inactive).
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=lojx|

Eile | Action ¥iew Help

o =l sl REREIN 7 Mo

& pHep Client IP Address | Mame: | Lease Expiration [Type [ Unique
B g sbs1.adatum local %10.0.0.14 LI .adatum local 12/6/2010 10:06:06 PM DHCP  000c2905f08c
E g Pt £%10.0.0.241 HPLI2050 Reservation (inactive) More  Otcldecalf12

£ ] Scope [10.0.0.0] adatum.local
i} Address Pool
) Address Leases
| Reservations
_» 3cope Options
3 Server Options
F| Filers
B IPve

4 | |
\ | |

16. Turn the print device off or unplug it from its power source. Wait 30 seconds;
then turn the print device back on or plug it back in. Wait another 30 sec-
onds for the print device to initialize.

17. Inthe DHCP Console, on the Action menu, click Refresh. The print device's
original address lease disappears from the Address leases list, and the reser-
vation you created now has a Lease expiration value of Reservation (active).

18. Close the DHCP Console.

From now on, each time the DHCP server receives an IP address request from
the print device containing the MAC address you specified, the server assigns the
address in the reservation you created.

Sharing a Printer

Once you have installed a printer on one of your network computers, you must
share it to make it accessible to all the other computers on the network, if you have
not done so during the installation. When you share a printer, Windows also enables
you to add printer drivers for other Windows platforms. This way, when a client
computer on the network installs the printer, it can download the correct driver
from the print server automatically.

Installing a printer on one of your network computers is only one piece of the
printing solution; you must share the printer to make it accessible to the other
computers on the network. In many cases, you can share the printer as you create
it using the Add Printer Wizard, or you can set up sharing after the installation is
complete.

Be aware, however, that the Add Print Wizard's Sharing page lacks one critical facil-
ity: It does not list the shared printer in AD DS. When you share a printer without
adding it to AD DS, computers on the network can send jobs to the printer, but they
cannot search the directory for it, and, more importantly, administrators cannot
manage the printer using the controls on the Network/Devices page of the Windows
SBS Console.
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The console populates the Devices list by searching the AD DS database for
printer objects, so if you have a shared printer on your network that does not ap-
pear in the console, you can add it to the directory in one of two ways:

m By clicking List a shared printer in this console in the Tasks list on the

Network/Devices page and specifying the path to the printer share, using
the interface shown here.

Show shared printer in the console |

Tao list your shared printer in the Admin Console, we will need you to
manually enter its network address

Metwarl path of printer { \\.computer'share |

Browse...

Haw dao Ifind this?

oK I Cancel | Apply |

= By opening the Sharing tab in the printer's Properties sheet, and selecting
the List in the directory check box.
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!;,! M5 Publisher Imagesetter Properties x|

"General Sharing IPorls | Advancedl Co\orMaﬂagemBntI Secuntyl Device Sattingsl

./ Youcan share this printer with other users on your network. The
Z¥7  piinter will not be lable when the comp is sleeping or turned
off,

| @J Change Sharing Options

1w Share this printer
Share name: | M5 Publisher Imagesetter

[V Render print jobs an client computers

[~ Listinthe diledoryj;

Dirivers
Ifithis printer is sharedwith users running different versions af
Wit ouvs, wou mayswant to install additional drivers, so thatthe
users do et have to find the print driverwhen they connect to the

shared| printer,
Additional Drivers, . |

ak, | Cancel | Spply |

Alternately, you can install the printer first, and then set up sharing. This proce-
dure adds your printer to the AD DS database automatically. To share an existing
printer on your server running Windows SBS 2011, use the following procedure:

1.

308

Log on to your Windows SBS 2011 server, using an account with network
Administrator privileges.

Click Start, and then click Control panel. The Control Panel window appears.
Click Hardware. Then click Devices and printers. The Devices And Printers
Control panel appears.

Right-click the printer you want to share and, from the context menu, select
Printer properties. The Properties sheet for the printer appears.
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MS Publisher Imagesetter Properties

x|

General | Shanngl Parts I Advancedl Calor Managementl Securlt_ul Device Settlngs'

. ‘i
- MS Publisher Imagesette:
Location: I
Lomment:
Madel: MS Publisher Imagesetter
Features
Colar: Yes

Paper available:

Letter d

Double-sided: No
Staple: Mo

Speed: Unknown
Maximum resolution: 600 dpi LI

Preferences... | Print Test Page |

ok I Cancel | Spply |

5. Click the Sharing tab.

™S Publisher Imagesetter Properties

x|

General Sharing | Ports I Advancedl Colar Managementl Securityl Device Settingsl

., You can share this printer with other users on your network. The
=z printer will nat be available when the ¢ iter is sl

p is sleeping or turned
off.

| @ Change Sharing Options I
1 Share this printer

Share narme: | MS Publisher Imagesetter

¥ | Render pint jobs on cliznt cormputers

™| Listin the directony

Drivers

Ifithis printeris shared with users running different versions of
it ms, wou ey vant o install additional drivers, sothat the
users donot have to find the print driverwhen they connect to the

shared prirter,
Aditional Drive |

Ok | Cancel | Apply |
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6. Click Change sharing options. The sharing controls are activated.

!;! M5 Publisher Imagesetter Properties x|

"Gereral  Sharing | Parts I Advancedl Calor Managementl Securlt_ul Device Settlngs'

./ You can share this printer with other users on your network. The
= printer will nat be avai when the comp is sleeping or turned
off.

— 1 Share this printer

Share name: | M5 Publisher Imagesetter

[¥ | Render pritt jobs on client cornputers

™ Listinthe directany

Drivers
If this printer is shared with users running different versions of
Windows, you may want to install additional drivers, so that the
users do not have to find the print driver when they connect to the

shared printer.
Additional Drivers... |

ok I Cancel | Spply

7. Select the Share this printer check box.

8. In the Share name text box, type the name by which the printer will be

known on the network.

9. Select the Render print jobs on client computers check box, if you want to

minimize the processing load on the print server.
10. Select the List in the directory check box.

11. Click Additional drivers. The Additional Drivers dialog box appears.
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Additional Drivers

You can install additional drivers sa that users on the following systems can

download them automatically when they connect.

S|

Ok | Cancel I

Processor Type Installed
[ Hanium Type 3 - User Made Ma
04 Type 3 - User Made es
O a6 Type 3 - User Mode Mo

12. Select the check boxes for the platforms you want to install and click OK. A
Printer Drivers dialog box appears for each platform you selected.

Install print drivers {#86 processor)

&4 Please provide a printer driver.

g

Type the path where the file is located, and then click.
Ok

Copy files from:

Cancel |

ﬂ Browse |

|

13. Type or browse to the location of the printer driver for each platform and

click OK.

14. Click OK to close the Additional Drivers dialog box.

15. Click OK to close the printer’s Properties sheet.
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Deploying Printers on Clients

After you install a print device, create a printer for it, and share the printer with the
network, you can add the printer to client computers as needed. To install a network
printer on a Windows 7 client, use the following procedure:

1. Click Start, and then click Control panel. The Control Panel window appears.

2. Click Hardware. Then click Devices and printers. The Devices And Printers
Control panel appears.

[F=3 HoR Fx3)
@Ov‘ﬁ_ﬁ e« Hard... » Devicesan.. » - | ‘y| | Search Devices and Printers ¥ |
Add a device Add a printer =l ~ @

4 Devices (4)

T

CLIL Generic Man-PnP Viware Virtual Vhiware, Vivlware
IManitar USE Mause Virtual 5 SCSI
Disk Device

4 Printers and Faxes (4)

HP Laserlet 4100 ..HP Laserlet Micrasoft XPS

Fax
Series PCLB P2050 Series Dacument Writer
PCLG on ezf=:2
J / 8 items
P
= gjf

3. Click Add a printer. The Add Printer Wizard appears, displaying the What
Type Of Printer Do You Want To Install? page.
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= Add Printer

What type of printer do you want to install?

= Add a local printer
Use this option only if you don't have a USB printer. (Windows automatically installs USB printers
when you plug them in.)

- Add a network, wireless or Bluetooth printer

Make sure that your computer is connected to the network, or that your Bluetooth or wireless
printer is turned on,

4. Click Add a network, wireless or Bluetooth printer. The Searching For Available
Printers page appears briefly and then the Select A Printer page appears.

@ = Add Printer

Select a printer

Printer Mame Address
@MS Publisher Imagesetter on SBS1

I | Seorch again

= The printer that I want isn't listed

5. Select the printer you want to install and click Next. A Windows printer
Installation progress indicator box appears as the system installs the printer.
Then the You've Successfully Added The Printer page appears.
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| r= Add Printer

You've successfully added MS Publisher Imagesetter on SBS1

Brinter name: IS Publisher Ima =r an SBSL

This printer has been installed with the MS Publisher Imagesatter driver.

6. Click Next. Another You've Successfully Added The Printer page appears.
7. Click Finish. The wizard closes, and the printer appears in the Devices And
Printers Control panel.

===
- —
®U7|@ <« Hard... » Devicesan.. » -‘&,H Search Devices and Printers 2|
Add a device Add a printer Seewhat's printing = - @

4 Devices (4)

B NP

CLIL Generic Non-PnP Vhdware Virtual VMware, Yhiware
Monitor USE Mouse Virtual 5 SCSL
Disk Device

4 Printers and Faxes (3)

= E: & E: & [

HP LaserJet 4100 Microsoft XPS Microsoft XPS M5 Publisher

Series PCLE Document Document Writer Imagesetter on
Writer=: 1 SBSL

M3 Publisher Imagesetter on SBS1 State: @ L
Model: MS Publisher Imagesetter

% Category: Printer
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MORE INFO In addition to installing printers on client computers manually, you can
also deploy a printer to all the clients on the network using Group Policy settings. For
more information, see Chapter 13, “"Managing Windows SBS 2011.”

Managing Printers Using the Windows SBS Console

Once you have deployed your print devices, created printers for them, shared them,
and listed them in the AD DS directory, you can manage them all from the Windows
SBS Console on your primary server, no matter which computers you are using as
print servers. When you click the Network button in the console and select the Devices
tab, you see a list of the shared printers on the network, as shown in Figure 10-6.

Eg windows small Business Server 2011 Standard Console

' i CW < ™

jows Srriall Businmss Server o1
Users and Shared Folders  Backup and - ozt
Groups and Web Sites  Server Slorage ks bt

Fax devices

The Fax service is nat installed. Ta install it click *Start the Fax service.” Device Tasks

@ Add ashared printer to the network

Printers

2 M Publisher Imagesetter il

o i @ How doladd a new fax device?

() Start the Fax service

2, Configure the Windows SB5 Fax
Administratars group

B2, Configure the Windows 585 Fax Users
group

3 Refresh this view

Litem

FIGURE 10-6 Installed and shared printers in the Windows SBS Console.

By selecting a printer and clicking one of the items in the printer-specific Tasks
list, you can perform the management tasks described in the following sections.

Managing Queued Print Jobs

When you select a printer and click Printer jobs in the Tasks list, a window appears,
named for the printer and containing a list of the jobs currently waiting in the print
queue, as shown in Figure 10-7. With the appropriate permissions, you can pause,
resume, and cancel individual print jobs, as well as pause and cancel the entire
queue.
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£ MS Publisher Imagesetter O] x
=

Printer Document  Yiew

Docurnent Mame | Status | Cwiner | Pages I Size | Submitted |
Test Page Error - Prinking  MarkLee 1 &4.5 KB/54.6 KB Z:40:11 PM 12/5/2010
res:,I’J‘iesetup.d\l,l’HardAdmin.htm MarkLee 1 93,2 KB 24106 PM 12/5/2010

| |

|2 daocurmentis) in queue |

sz

FIGURE 10-7 The Print Queue window for a shared printer.

Controlling Printer Access

As mentioned earlier in this chapter, Windows printers have their own system of
permissions, which you can use to specify who is allowed to access and manage your
shared printers. By default, Windows grants the Allow Print permission to the Everyone
special identity on all printers. This enables all users to send jobs to the printers. The
other permission assignments, and the capabilities provided by the various print
permissions, are listed in Table 10-1.

TABLE 10-1 Windows Printer Permission

PERMISSION CAPABILITIES DEFAULT ASSIGNMENTS
Print = Connect to a printer = Everyone

= Print documents = Administrators

= Pause, resume, restart, and = Server Operators

cancel the user's own documents o print Operators

Manage = Cancel all documents = Administrators
Printers = Share a printer = Server Operators
= Change printer properties = Print Operators

= Delete a printer

= Change printer permissions

Manage = Pause, resume, restart, and m Creator Owner
Documents cancel all users’ documents = Administrators
= Control job settings for all = Server Operators
documents

= Print Operators
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To limit printer access to specific users, you must revoke the permissions from
the Everyone special identity and then grant the Allow Print permission to the users
or groups that you want to give access to the printer. To modify the default print
permissions, use the following procedure:

1. Log on to your Windows SBS 2011 server, using an account with network
Administrator privileges. The Windows SBS Console appears.
2. Click Network, and then select the Devices tab.

3. Select the printer that you want to manage and, in the Tasks list, click Printer
properties. The Properties sheet for the printer appears.

:'—-_' MS Publisher Imagesetter Properties x|

General |5haling| Parts | Advancedl Calar Managementl Securityl Device Settings|

A
_y MS Publisher Imagesetter|
Location: I
Caomment:
Madel: M5 Publisher Imagesetter
Features
Color: Yes Paper available:
Double-sided: Mo Letter |
Staple: Mo
Speed: Unknown
Maximum resolution: 600 dpi LI
Preferences... | Print Test Page |

’TI Cancel | Apply |

4. Click the Security tab.
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#=AMS Publisher Imagesetter Properties ﬂ

.Generall Shanngl Parts I Advancedl Color Management  Security |Dewce Settlngs'

Group or user names:

e

82 CREATOR DWNER
3; M ark Lee [MarkLee@adatumn. local)
QJAdmlmstratnrs [ADATUMAdminiztrators)
QFJSelvar Operators [ADATUM S erver Dperators)
3,2‘ Print Operators [ADATUMPrint Operators)

Add.. Remove

Peimissions for Everyone Al Deny

Print
Manage this printer

tanage documents

ooomE
oooo

Special peimizzions

For special permissions or advanced settings, click Advanced. Advanced

Learn about access contiol and permissions

ok I Cancel | Spply |

The Group or user names list in the top half of the tab specifies all the security
principals possessing permissions to the selected printer. The Permissions
list in the bottom half of the tab specifies the permissions assigned to the
selected security principal.

To revoke existing permissions, select one of the security principals in the
Group or user names list and clear any or all of the Allow check boxes in

the Permissions list.

To grant new permissions, click Add. The Select Users, Computers, Service
Accounts, Or Groups dialog box appears.

Select Users, Computers, Service Accounts, or Groups x|

Select this object type:

IUsers, Groups. or Built-in security principals Object Types. |

Fram this location:

Iadatum.local Locations... |
Enter the object names to select [examples]:
Check Marmes |

Advanced... | Cancel |
4
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In the Enter the object names to select text box, type the name of the user or
group you want to add to the list and click OK. The user or group appears in
the list.

Select the security principal you just added and, in the Permissions list, select
the check boxes for the permissions you want to assign.

Click OK. The Properties sheet closes.
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Deploying Updates

= Understanding the Update Process 322

= Configuring WSUS Using the Windows SBS Console 332

= Configuring the Windows Update Client Using Group Policy 340

M

icrosoft releases updates for its operating systems at least once per month,
and while some are relatively minor, many of those updates are intended

to address important issues. The classifications that Microsoft uses to describe its
update releases are as follows:

Critical update A bug fix that addresses a specific problem not related to
security.

Definition update An addition to the definition database that a product
uses to detect viruses or other malware.

Driver An update to a software component that enables the computer to
use a specific hardware device.

Feature pack An update providing new functionality between major
product releases.

Security update A bug fix that addresses a specific security-related
problem. Security updates are further classified according to their severity:
critical, important, moderate, or low.

Service pack A cumulative, tested update package containing all the up-
dates since the product release or the last service pack. Service packs might
also include new features.

Tool A new feature designed to perform a specific task or tasks.

Update rollup A cumulative, tested collection of updates for a specific
component, such as Internet Explorer, or addressing a specific area, such as
security.

Update A bug fix that addresses a specific noncritical problem not related
to security.
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Keeping servers and workstations updated is one of the most important jobs of
a network administrator, and Windows Small Business Server (SBS) 2011 includes
features that simplify the process.

Understanding the Update Process

All the current Windows operating systems include a Windows Update client, which
you can configure to connect to the Microsoft Update servers on the Internet at
regular intervals, download the latest operating system updates, and install them, all
without user intervention. However, in a network environment, Windows Update has
several limitations in its default configuration, including the following:

= Client configuration In a network environment, configuring and activat-
ing the Windows Update client on each individual computer is a time- and
labor-intensive task. The larger the network, the longer and more difficult
the task.

= Bandwidth utilization When each computer on the network performs
its own separate downloads from the Microsoft Update servers, as shown in
Figure 11-1, your Internet connection can become saturated with multiple
downloads of the same files. This can consume a great deal of bandwidth
and slow down other processes, especially when large updates, such as
service packs, are involved.

Microsoft Update servers

AURANY
NURANY
\URNANY

Windows Update clients

FIGURE 11-1 Individual Windows Update clients downloading updates from the Internet.
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= Update evaluation You can configure the Windows Update client to
download updates and wait for a user to install them, but the decision of
whether to install a specific update is then out of the hands of the network
administrator. In this default configuration, the only way to regain control
would be to travel to each computer and manually install the updates.

Fortunately, Windows SBS 2011 includes tools that address all these problems.

Windows Server Update Services

Windows Server Update Services (WSUS) is a Windows Server 2008 R2 role that en-
ables network administrators to deploy what is essentially a Microsoft Update server
on their local networks. WSUS downloads all the latest updates from the Microsoft
Update servers on the Internet, and then the clients on the network download their
updates from the WSUS server.

To use WSUS with Windows Server 2008, an administrator must download the
WSUS product, install it on a server, configure it to download updates, approve
the updates for deployment, and configure the clients on the network to use WSUS.
Beginning with the Windows Server 2008 R2 release, WSUS is incorporated into the
operating system as a role. In Windows SBS 2011, the setup program performs all
the installation and configuration tasks automatically. Your Windows SBS server then
becomes a WSUS server, in addition to performing its other roles.

NOTE Windows SBS 2011 uses the simplest possible WSUS architecture, which con-
sists of a single WSUS server that provides updates for all the network clients. How-
ever, it is also possible to create more complex WSUS installations for larger networks,
in which one WSUS server functions as the source for other WSUS servers.

When you use WSUS to deploy updates, instead of each computer download-
ing the same files from the Internet independently, only the WSUS server uses the
Internet connection, as shown in Figure 11-2. The WSUS server downloads a copy of
each selected update and saves it in a local data store, making it available for access
by all the computers on the network. Because the WSUS server has to download
only one copy of each update, the amount of Internet bandwidth consumed by
the update process is reduced drastically. WSUS also provides administrators with the
opportunity to research, evaluate, and test updates before deploying them to the
network clients.
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Microsoft Update servers

\LBANNY
\LBANNY
\LBANNY

WSUS server

’

-

FIGURE 11-2 WSUS downloading a single copy of each update and distributing it to the network.

Windows Update clients

By incorporating WSUS into its default installation, Windows SBS 2011 completes
many of the configuration tasks that Windows Server 2008 R2 administrators must
perform manually. When the Windows SBS installation is finished, the WSUS server is
ready to download a catalog of updates from the Internet, a process called synchro-
nization. WSUS then automatically approves certain updates for distribution, down-
loads them, and prepares to deploy them to the clients on the network. You can also
modify the default behavior of WSUS using the Windows SBS Console or the Update
Services snap-in for the Microsoft Management Console (MMC). For example, If you
want to evaluate or test updates before deploying them, you can configure WSUS
to perform the downloads and store them until an administrator approves them for
distribution.
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Group Policy and Windows Update

WSUS addresses the problems of bandwidth utilization and update evaluation, but
not the client configuration problem. WSUS provides a service that clients can use,
but it does not configure the clients to use it. To do this, Windows SBS 2011 uses
Group Policy settings to configure the Windows Update client on network workstations.

MORE INFO For more information on Group Policy, see Chapter 6, “Working with
Users, Computers, and Groups.”

During the server installation, the Windows SBS 2011 setup program creates
three Update Services Group Policy objects (GPOs). These GPOs contain settings
that configure the Windows Update clients on all the network’s servers and work-
stations to request updates from the WSUS server instead of from the Microsoft
Update servers on the Internet.

Understanding the WSUS Default Settings

WSUS is essentially a web application that uses a Microsoft SQL Server database to
store information about the updates that it downloads from the Internet. The Windows
SBS 2011 setup program creates a website for WSUS and installs the Windows
Internal Database feature, which is a limited version of SQL Server included with
Windows Server 2008 R2. Clients connect to the server using a Uniform Resource
Locator (URL) specified in their Group Policy settings and download all the updates
that are approved for their use.

WSUS is a highly configurable application. When you deploy WSUS on a server
running Windows Server 2008 R2, you have to install a role and then install the
Windows Server Update Services Configuration Wizard. These two procedures
enable you to configure a variety of parameters, including what database to use,
where to store the update files, what products and operating systems to update,
and when to synchronize with the Microsoft Update servers.

NOTE Prior to Windows Server 2008 R2, WSUS was a standalone free product that
you had to obtain from the Microsoft Download Center and install manually. The
standalone version, now known as WSUS 3.0 SP2, is still available for download.

Windows SBS 2011 configures all these options for you, though. Once the instal-
lation is completed, the server automatically synchronizes with the Microsoft Update
servers, approves new updates, and deploys them to clients. You can reconfigure
WSUS to conform to your organization’s timetable and other needs, but first you
must become familiar with the application’s default settings:

= Synchronization The setup program configures WSUS to synchronize with
the Microsoft Update servers daily at 10 P.M.
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= Products By default, WSUS synchronizes updates for all the products that
it supports, including server and workstation operating systems; server appli-
cations, such as Microsoft Exchange Server and SQL Server; and productivity
applications, such as Microsoft Office.

= Classifications WSUS synchronizes, by default, all critical updates, defini-
tion updates, security updates, service packs, and update rollups. It does not
synchronize drivers; feature packs; tools; or noncritical, nonsecurity updates.

= Languages WSUS synchronizes only updates in the language that you
specified when installing Windows SBS 2011.

= Approvals By default, WSUS automatically approves all security, critical,
and definition updates for servers. For clients, WSUS approves all security,
critical, and definition updates, plus service packs.

m Storage WSUS downloads only the approved updates and stores them, in
CAB format, in the C:\WSUS\WsusContent folder by default.

= Server updates Servers download the latest updates from the WSUS server
and inform the administrator that they are ready to install. An administrator
must install them manually using the Windows Update Control panel.

= Client updates Clients connect to the WSUS server and download the
latest updates for their respective operating systems, and then install them
automatically each day at 3 A.M. If necessary, the Windows Update client
restarts the computer when the update installations finish.

There is almost nothing you have to do to use WSUS in its default configuration.
The server synchronizes itself, approves the most important updates, and downloads
them. As you add clients to the network, they receive the Group Policy settings from
the server that configures their Windows Update clients, causing the computers to
download and install new updates as they become available.

Installing Server Updates Manually

The main WSUS-related task that administrators have to perform on a regular basis
is to install updates on the servers manually. By default, servers receive Group Policy
settings that configure the Windows Update client to download updates from the
WSUS server, but not to install them. There are several reasons for this arrangement.

The servers in a Windows SBS 2011 installation are critical to the operation of
the network, and administrators should exercise more care in the maintenance of
servers than they do with the maintenance of workstations. Although Microsoft
tests updates before releasing them to the public, updates still can cause problems.
Windows SBS 2011 administrators should evaluate each update intended for the
servers by reading the documentation associated with it and then deciding whether
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to install it. You might also want to test an update on another computer before
installing it on your production server or wait to see if other users experience any
issues.

Another important factor is that many updates require a system restart before
they take effect. The default Windows Update configuration permits client work-
stations to restart themselves if an update requires it. However, this action is not
recommended for a server, which might be in the middle of a system backup or
other important operation. WSUS therefore requires administrators to install manu-
ally any updates that WSUS supplies to them using the following procedure:

1. Log on toa Windows SBS 2011 server, using an account with network
Administrator privileges.
2. Click Start, then click Control panel. The Control Panel window appears.

3. Click System security and then click Windows UPDATE. The Windows Update
Control panel appears.

-Ioix]
‘ Gk)v |'J ~ System and Security ~ Windows Update - mj I Search Control Panel 2
[ 7 )
@
Control Panel Home Wind Update
Check for updates
Change settings |7 Install updates for your computer
View update history I
. - 34 important updates 34 important updates
Restore hidden updates are avaiable selected, 83.4 MB
Updates: frequently asked
guestions Install updates
Most recent check for updates: Today at 7:00 FM
Updates were installed: Never
You receive updates: Managed by your system administrator
Check online for updates from Windows

Update

See also
Installed Updates

4. Inthe Install updates for your computer box, click the hyperlink specifying the
number of updates available for your computer. The Select Updates To Install
window appears.
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7.

328

(] B3]

Select the updates you want to install

ive Security Update

¥ | Name = [ size E
=]

Windows Server 2008 R2 (33)
Important (34)

Microsoft .MET Framework 3.5 5P1 Security Update for Wi... 256 KB
Microsoft .NET Framewark 3.5 SP1 Update for Windows7 ... 5.5 MB
Security Update for NET Framework 3.51 on Windows 7 ...  10.9 MB
Security Update for [NET Framework 4 on Windows XP, W... 2.5MB
Security Update for Microsoft NET Framework 3.5.1, Win... 4.3 MB
Security Update for Microsoft NET Framework 4 on Wind... 7.6 MB
Security Update for Windows Server 2008 R2 x4 Edition (... 609 KB
Security Update for Windows Server 2008 R2 x4 Edition (.. 1.0MB
Security Update for Windows Server 2008 R2 x64 Edition (... 465 KB
Security Update for Windows Server 2008 R2 x54 Edition (. 305KB
Security Update for Windows Server 2008 R2 x4 Edition (.. 121 KB
Security Update for Windows Server 2008 R2 x64 Edition (.. 2.0 MB
Security Update for Windows Server 2008 R2 x54 Edition (. 222 KB
Security Update for Windows Server 2008 R2 x64 Edition (... 547 KB
Security Update for Windows Server 2008 R2 x64 Edition (... 575 KB

_| Microsoft. After you install this

.
for Internet Explorer 8 for
Windows Server 2008 R2 x64
Edition (KB2360131)

Security issues have been identified
that could allow an attacker to
compromise a system that is
running Microsoft Internet Explorer
and gain control over it. You can
help protect your system by
installing this update from

item, you may have to restart your
computer.
Published: Today

You may need to restart
our computer after
installing this update.

= Update has finished
% downloading and is ready
for install

More information

Support information

TARAAAIAAIAIAAAIAAAA

Total selected: 34 impartant updates OK Cancel

Clear the check boxes for the updates that you do not want to install. Then

click OK. The Windows Update window reappears.

Click Install updates. The Control panel displays the progress as the system

installs the updates.

When the installation is finished, the Windows Update window indicates

the outcome of the installation and specifies which updates failed to install,

if any.
=it
N [ -
e © ‘u + Control Panel ~ System and Security ~ Windows Update ~ & | Search Control Panel 'O
@
Contrel Panel Home Wind update
Check for updates
Change settings i The updates were successfully installed
View update history |
\ Restart now to finish installing
Restore hidden updates updates, Restart now
Updates: frequently asked Succeeded: 34 updates
questions
Windows can't update important files and services
while the system is using them. Save any open files,
and then restart the computer.
Most recent check for updates: Today at 7:54FPM
Updates were installed: Today at 8:37 PM, View update history
You receive updates: Managed by your system administrator
Check online for updates from Windows Update
See also

Installed Updates

Click Restart now if the system prompts you to do so

Deploying Updates
www.it-ebooks.info

. The server restarts.


http://www.it-ebooks.info

Monitoring WSUS Activity

The only other task that administrators should perform on a regular basis when
running WSUS in its default configuration is to monitor the WSUS activities to make
sure that all servers and workstations are receiving the updates they should on a
regular basis.

In the Windows SBS Console, the Network Essentials Summary pane on the
Home page contains an Updates indicator, as shown in Figure 11-3, which displays
the current overall status of WSUS operations. An OK status means that all the com-
puters on the network have all the latest updates installed, while a Warning status
means that there are updates yet to be installed on all or some of the network’s
computers.

Eg windows small Business Server 2011 Standard Console

3 n L ' e i
b y\dl\'b\; Srraall Busiruess Server o1
Users and Shared Folders  Bachup and - e
Graups and Web Sites  Server Starage e ¢
0 Help -
2 Getting Started Tasks - T assess the itatus of your network, review the following
!ﬁ(’et JS 2 Metwsork Essentiale Summary.
Task | Completed | = Bletresh now
Finish installation r
@ Using the Windows Small Barsiness Server 211 Standard... [ @ Security oK @ =
Connect to the Internet '5;‘1 Upclates Critical @ (=

@ Connectto the Intemet
BB Customer feedback options

r
n Some updates did not install successfully,
@ Setup yous Internet address O
-
A

*  GotoUpdates

— \3 Backup Warning & =
Protect you data

W Contigurs server backup | - Other Alerts Ok 8 (=

< Configure a Smant Host Tor Internet e-mad
a Addatnited centificate

Add wiers, computers, and devices

: MY eguent Tasks and Community Links

Windows Small Business Server 2011 Standard

FIGURE 11-3 The Updates indicator in the Network Essentials Summary pane.

When you click the Go to updates link in the Network Essentials Summary pane
or click the Security page and select the Updates tab, the display shown in Figure
11-4 appears. The main element on this page is a list of updates in the following
four categories:

= Updates with Microsoft software license terms that are pending ap-
proval Updates with special license terms to which you must agree before
installing them

= Updates with errors Updates that failed to install correctly on one or
more computers

= Optional updates Unapproved updates that are not essential to secure
and efficient system operation

= Updates in progress Updates that have been installed on some of the
network’s computers, but not all of them
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Eg windows Small Business Server 2011 Standard Console

Shared Folders
and Web Sites

=

"
?M(IJ'T\M Srmall Business Server 2

Users and
Groups

Backup and

Network Server Storage

Reports

0 Help ~

Title [co. [5 [T [rete [ =] BErrs

Updates with Microsoft Software License Terms that are pending approval

Mo updates with License Terms are avaidable far deplayment Upsaca teEWind s Seriar a0 2 20 Tntes

58 Deplay the update

Updates with Errors
s 3 Decline the update
Secunity Update for Windows Server 2008 R2 i Edition (KBII550) le. @ & Wl View tha v date Aok ey
Security Update for Windows Server 2008 R 164 Edition (KBITISTL) le. @ & 1w " e e
Optional Updates Update Tasks

7 Change the software update settings
(&) Synchranze now
3 Refresh this view

5]

Update for Windows Server 2008 R2 «64 Edition (KB974431)

o
Details
Besrary Can requést restat This 15 a reliabilty update. This update resolves
Bxchavior some reliabulity issies in Windows Server 2008 |
Remavable Ves R By applying thas update, you can achieve
Mosblaaatie better relabilty i vanous scenanas. After you
Lsunnact Abazagyy  wnstall this em you may have ba restart your ¥
L tems

FIGURE 11-4 The Updates page in the Windows SBS Console.

When you select an update from any of these four lists, the pane below the list
displays information about that specific update, as shown in Figure 11-5, plus a link
to the Microsoft Knowledge Base article containing documentation for the update.

dows Small Business Server 2011 Standard Console
L
& g ¢
Users and Shared Folders  Backup and
Home Groups HNetwork and Web Sibes  Server Slorage Reports Securlty
Windews Malicious Software Remov.. Ta..
= = = — = 58 Deploy the update
&1 Windows Malicious Software Removal Tool 164 - May 2011 (KB890830) | &5 Decline the update
I B View the update deplayment report
Dretails
After the download. this tool runs one time te
check your computer for infection by specific, Update Tasks
prevalent malicious software (including
Blaster, Sasser, and Mydoom) and helps i Change the software update settings
Restart remove any infection that is faund. I an b -
Behavior Can request restart infectian is found, the taol vall display a status @ smannkeni
RamAvibia [ report the nest time that you start your 4 Refresh this view
e computer, A new version of the tool will be
Mare inform atian . afifered every manth, I you want to manually
L run the taol on your computer, you can
Linkld=39957 download a copy fram the Microsoft =
Dawnload Center, or you can un an online
wersion from microsoft.com. This tool i3 nota
replacement for an antivirus praduct. Ta help
protect your computer, you should use an =
L items

FIGURE 11-5 Update information, as displayed in the Windows SBS Console.
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When you select an update from the list and click View the update deployment re-
port in the Tasks pane, a Deployment Report window appears, as shown in Figure 11-6.
This window provides the status of that update on each of the network’s computers.

Deployment Report for Update for Windows Server 2008 R2 x64 E |

Computer Name | Status | Last Update Scan ‘
shs2 Mot installed 12/12/201012:35:23 AM
cli3 Mot applicable 12/12/201012:19:17 AM

How do I fix an unsuccessful update?

Close |

FIGURE 11-6 An Update’s Deployment Report window.

Notice that the Updates page does not contain a list of the updates that all the
computers on the network have installed successfully. The Windows SBS Console is
more concerned with informing administrators of conditions that require their at-
tention than providing complete documentation of background activities. However,
it is possible to display the installed and missing updates for a specific computer by
opening its Properties sheet from the Computers tab of the Network page and click-
ing Updates, as shown in Figure 11-7.
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x

General ;
IJ;{S_J Update Status

Missing Updates (0)
MName Status Type

Mo updates were found.

Installed Updates (34)

Mame I Type

a Security Update for Windows Serv... Security Updates
E Security Update for Windows Serv... Security Updates
&1 Security Update for Windows Serv... Security Updates
E Update for Windows Server 2008 ... Critical Updates
E Security Update for Windows Serv... Security Updates
&1 Security Update for Windows Serv... Security Updates
E Security Update for Windows Serv... Security Updates
&1 Security Update for Windows Serv... Security Updates
a Microsoft MET Framework 3.5 5P... Security Updates

-
o P TP T T S S-S AU T
1 | B

What does the seftware update status mean?

OK I Cancel | Apply |

FIGURE 11-7 The Updates page in a computer’s Properties sheet.

|»

Configuring WSUS Using the Windows SBS Console

Windows SBS 2011 provides a functional WSUS installation by default, but there

are many possible reasons why administrators might want to modify those default
settings. The following sections examine the various WSUS configuration settings
that you can change using the Windows SBS Console, as well as the reasons why you
might want to change them.

Moving the Update Repository

The Windows SBS 2011 setup program configures WSUS to store the updates that it
downloads from the Internet on the computer’s C drive. This is largely because C is
usually the only drive available during a new server installation. However, you might
want to move the update repository to another drive later. To move the WSUS data

332 Deploying Updates
www.it-ebooks.info


http://www.it-ebooks.info

store, click Backup and Server storage in the Windows SBS Console, then choose the
Server storage tab. Finally, under the Storage tasks list, select the Move Windows
Update repository data task, as shown in Figure 11-8.

MORE INFO For a reminder of the general procedure and reasons for moving the
various data stores that Windows SBS 2011 creates on the C drive by default, see
the “Moving Data Stores” section of Chapter 9, “Managing Storage.”

Eg windows Small Business Server 2011 Standard Console

s & n W A

Users and Shared Folders | Backiip and
Homs Groups Netwerk = I WebSiies ServerSlorage’  POIS Security

}H’-dlxd Srmall Businss Server 2o

- Minored Data (£} 40 GB

9 oK Storage Tasks
caDocuments (F} 4068 e 30968 9 oK
czData (G) G aMe FEY) 9 ok (®) Move Exchange Server Data
() Move SharePaint Faundation Drata
1 () Move Users” Shared Data
w Local Disk (C) 1499 GB Tl @ ll;lnmUsm'Rwiemd Documents
a
Uyed Space: SharePoit Foundation M5 () Move Windows Update Repository
Data ME i
Exchange Server Data ::;‘f & Tellme more about managing
5 storage of serves data
Users” Shared Data OKB y
Users” Redwected KB T3 Refresh this view
Documents Data
Windows Update Mz
Repusitory Data ME
Other 3168
Free Space:  1ILLGB

direms

FIGURE 11-8 The Backup And Server Storage page of the Windows SBS Console.

As with the other data stores on the server running Windows SBS 2011, you can
move the WSUS data to any available volume on the computer (see Figure 11-9).
Because the updates are readily available on the Internet, there is usually no need
to store them on a fault tolerant volume—that would be a needless expense. The
most common reason for moving the WSUS data store is to free up disk space on
the C drive.
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Move Windows Update Repository Data o [ 4]

Choose a new location for the data

Current location:
Local Disk [C:} 122 GB free
Windows Update Repository data (111 ME)

Mew location:

Drive ‘ Free Spa(el Total Space
=% New Volume [F:} 39.9 GB 399GB
# Mew Volume (B} 39.9 GB 399 GB

How do I move the data on my server?

Back | Maove I Cancel

FIGURE 11-9 The Choose A New Location For The Data page.

Configuring Software Update Settings

The Windows SBS Console enables you to modify the default settings for some of
the most basic WSUS and Windows Update parameters. To configure these settings,
use the following procedure:

1. Log on to your Windows SBS 2011 server, using an account with network
Administrator privileges. The Windows SBS Console appears.
2. Click Security, and then select the Updates tab.

3. In the Tasks list, click Change the software update settings. The Software
Update Settings dialog box appears.
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Select one of the following tabs and use the controls to configure the follow-

ing settings located there:

= Server updates Specifies, by classification, which updates WSUS should
automatically approve for servers. The default Medium setting omits
service packs.

Software Update Settings |

Client Updates i! e fpasiies

Schedul
cnecue Choose the update level for the servers on your network. To specify

Included Compu... || when to install the updates, use the Schedule Tab.

What update level do you want for your servers?
" High

Automatically approve for installation all security, critical and
definition updates, all service packs, and all Windows SBS
update rollups.

* Medium
Automatically approve for installation all security, critical and
definition updates, and all Windows SBS update rollups.

" Low

Automatically approve for installation all security and
definition updates.

i~ None

Do not automatically approve any updates.

‘Which software update settings can I change?

oK | Cancel | Apply |

= Client updates Specifies, by classification, which updates WSUS should
approve automatically for clients. The default High setting includes all
high-priority updates and service packs.
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Software Update Settings x|

Server Updates =

Bﬁ' Client Updates

nt Upda

Schedule
Choose the update level that you want for the client computers on

Included Compu... | | your network. To specify when to instzall the updates, use the
Schedule Tab.

‘What update level do you want for your client computers?

= High
Autematically approve for installation all security, critical, and
definition updates and all service packs.

 Medium
Autematically approve for installation all security, critical, and
definition updates,

© Low
Autematically approve for installation all security and
definition updates.

" None
Do not automatically approve any updates.

‘Which software update settings canI change?

oK | Cancel | Apply |

= Schedule Specifies whether servers and clients should install updates
automatically and, if so, how often and at what time the installations
should occur.

Software Update Settings ﬂ

Server Updates

_l_.
Client Updates g _) Schedule

Schedule
Specify how and when to update your servers and client

Included Compu... | | computers.

—Servers

¢~ Install the updates accarding to this schedule, and then, if
necessary, restart the server.

Every day = [rzooam -]

- Download the updates, and then notify the administrator
that the updates are ready to be installed.

— Clients

& Install the updates according te this schedule, and then, if
necessary, restart the client computer.

Every day = pooam +|

Download the updates, and then notify the user that the
updates are ready to be installed.

‘Which software update settings can I modify?

0K I Cancel | Apply |
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= Included computers Specifies which of the computers on the network
should obtain their updates from the WSUS server.

Software Update Settings x|

Server Updates -
Client Updates As* Induded Computers
Schedul
cheduie Specify the computer name and the update group that you want
Included Compu... Update Services to include in the updates. Excluded computers are
not included in the updates. You can alse change the update
group that individual computers belong to.
Excluded: Included:
Name Name I Update Group
cli3 sbs2 Update Services Server Ct
4 I =
Add > | < Remove | Maodify... |

0K I Cancel | Apply |

5. Click OK. The Software Update Settings dialog box closes.

Specifying Update Levels

The Server Updates And Client Updates pages in the Software Update Settings dia-
log box specify which types of updates WSUS should approve automatically for your
servers and client workstations, respectively. In the default configuration, the only
difference between the server and client settings is the inclusion of service packs for
the clients.

Service packs are major updates, and many administrators do not like to install
them as soon as they are released, preferring instead to wait to see if problems arise.
The installation of a service pack requires a system restart and can also be a lengthy
process, so you must be sure that the installation occurs at an appropriate time of
day.

If you prefer to wait before installing service packs on your clients, you can change
the Client updates setting to Medium. This enables you to gauge the industry re-
sponse to the service pack release and possibly install it manually in a test labora-
tory environment before deploying it on the whole network.

Deploying Updates 337
www.it-ebooks.info


http://www.it-ebooks.info

Scheduling Update Installations

The installation of the updates on your network computers is controlled by the
Windows Update client, not WSUS. Therefore, the Schedule tab of the Software
Update Settings dialog box actually modifies the Group Policy settings that configure
the Windows Update client.

Here again, servers and clients have their own separate settings. The default set-
ting for clients is to install new updates automatically every day at 3 A.M. Depend-
ing on your organization’s work schedule, you might want to change the time of
the installation or even limit it to one day a week instead of every day. Microsoft
typically releases new updates once per month, so you might feel that a daily sched-
ule is not necessary. However, Microsoft does sometimes release updates that are
particularly critical between the usual monthly cycles.

Another element to consider with client updates is whether your users are ac-
customed to shutting their computers down at the end of each workday. Obviously,
an update installation cannot occur when a computer is turned off. If a scheduled
installation does not occur, because the computer is shut down or for any other
reason, the Windows Update client triggers the installation one minute after the
computer’s next startup. If this causes problems, you can change this behavior, but
only by modifying the GPOs directly. For more information on modifying the Group
Policy settings that control the Windows Update client, see the section entitled
"Configuring the Windows Update Client Using Group Policy,” later in this chapter.

For servers, the default setting enables the computers to download new updates
from the WSUS server, but the computers do not install them automatically. This
enables administrators to exercise greater control over which updates the servers
receive, and when. For information on how to install updates manually on servers run-
ning Windows SBS 2011, see the section entitled “Installing Server Updates Manually,”
earlier in this chapter.

Excluding Computers

The Included Computers page of the Software Update Settings dialog box enables
you to specify which of the computers on your network you want to receive updates
from WSUS. By default, all your computers are included, but if you want to change
the default, you can select a computer and click Remove to disable its Windows
Update client entirely.

You can also select a computer and click Modify to display the Change The
Members Of An Update Group dialog box, as shown in Figure 11-10. This dialog
box enables you to put a client workstation in the Update services server computers
group to prevent it from automatically installing updates, or to put a server in the
Update services client computers group to enable automatic update installations.
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Change the members of an update group

Change the update group that the computer cli3 belongs to:

Update Services Server Computers

Update Services Client Computers

QK I Cancel

FIGURE 11-10 The Change The Members Of An Update Group dialog box.

Synchronizing WSUS

WSUS synchronizes with the Microsoft Update servers on the Internet once every
day, but you can trigger a manual synchronization using the Windows SBS Console
at any time by clicking Synchronize now in the Tasks list on the Security/Updates
page.

Approving Updates

WSUS automatically approves the most important updates by default, but the Security/
Updates page also contains a list of optional updates. WSUS does not approve these
updates automatically. If you want to deploy them on your network, you must ap-
prove them manually, using the following procedure:

1. Log on to your Windows SBS 2011 server using an account with network
Administrator privileges. The Windows SBS Console appears.
2. Click Security, and then select the Updates tab.

3. Select one of the entries in the Optional updates list and, in the Tasks list,
click Deploy the update. A Software Updates message box appears, prompt-
ing you to confirm your action.

g

_l—l Deploying Updates

The selected update(s) will be approved for installation on all
computers that require them.

To continue, dick OK.

Cancel
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4. Click OK. Another Software Updates message box appears, informing you
that the update is approved.

5. Click OK. The update moves from the Optional updates list to the Updates in
progress list.

TIP You can also remove an entry from the Optional updates list and delete it
permanently from the update repository by selecting it and clicking Decline the
update.

Configuring the Windows Update Client Using
Group Policy

The Windows SBS Console contains controls that enable you to configure only the
most basic properties of the Windows Update client on your network computers,
such as the time that installations should occur. To exercise more complete control
over the client, you must modify the GPOs that contain the configuration settings
for Windows Update.

Windows SBS 2011 creates three separate GPOs to configure Windows Update
clients, as follows:

= Update Services Common Settings Policy Applies to all computers on
the network

= Update Services Client Computers Policy Applies only to computers that
are members of the Update Services Client Computers group

= Update Services Server Computers Policy Applies only to computers
that are members of the Update Services Server Computers group

As part of its startup procedure, every computer on the network downloads and
applies the Update Services Common Settings Policy GPO. This GPO contains most
of the Windows Update policy settings that computers on the Windows SBS 2011
network need. The settings and default values for the Update Services Common
Settings Policy GPO are listed in Table 11-1.

TABLE 11-1 Default Settings in the Update Services Common Settings Policy GPO

GROUP POLICY SETTING  DEFAULT VALUES FUNCTION
Configure Automatic = Notify for down- Enables the Windows Update
Updates load and notify client, specifies whether the

for install client should download and install

updates with or without user
intervention, and specifies the in-
stallation interval and time of day.

m 0—Every day
= 03:00
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GROUP POLICY SETTING

Specify intranet
Microsoft update
service location

Automatic Updates
detection frequency

Allow non-administra-
tors to receive update
notifications

Allow Automatic
Updates immediate
installation

No auto-restart with
logged on users for

scheduled automatic
updates installations

Re-prompt for restart
with scheduled instal-
lations

Delay Restart
for scheduled
installations

DEFAULT VALUES

http://SERVER:####,
where SERVER is the
name of your server
and #### is the port
number assigned

to the WSUS web
application

1 hour

Enabled

Enabled

Disabled

10 minutes

5 minutes

www.it-ebooks.info

FUNCTION

Specifies the URL that Windows
Update clients use to access
the WSUS server on the local
network.

Specifies the interval at which
Windows Update clients check
the server for new updates.

Enables users without administra-
tive privileges to receive noti-
fications of impending update
downloads or installations from
the Windows Update client.

Specifies whether the Windows
Update client should install updates
that do not require a service
interruption or system restart
immediately.

Specifies whether the Windows
Update client can trigger a
system restart when a user is
logged on to the system. When
set to Disabled, the computer can
restart automatically while a user
is logged on to the computer.

Specifies the time interval the
Windows Update client should
wait before restarting the com-
puter after a user postponed a
previous restart request.

Specifies the time interval the
Windows Update client should
wait before restarting the com-
puter after an update installation.
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GROUP POLICY SETTING DEFAULT VALUES FUNCTION

Reschedule Automatic 1 minute Specifies the time interval the
Updates scheduled Windows Update client should
installations wait after system startup before

initiating an update installation
that did not occur because the
computer was offline.

After applying the Update Services Common Settings Policy GPO, each computer
then applies either the Update Services Client Computers Policy or Update Services
Server Computers Policy GPO, depending on its group membership. These GPOs
contain only one policy setting each, as listed in Tables 11-2 and 11-3, with each
having a different default value. Because the computers apply these GPOs after the
Update Services Common Settings Policy GPO, the client- or server-specific value for
the Configure Automatic Updates policy setting overwrites the existing value from
the first GPO.

TABLE 11-2 Default Settings in the Update Services Client Computers Policy GPO
GROUP POLICY SETTING  DEFAULT VALUES FUNCTION

Configure Automatic = Auto download and Enables the Automatic Updates
Updates schedule the install ~ client, specifies whether the cli-

= 0—Every day ent should download and install
updates with or without user
intervention, and specifies the in-
stallation interval and time of day

= 03:00

TABLE 11-3 Default Settings in the Update Services Server Computers Policy GPO

GROUP POLICY SETTING  DEFAULT VALUES FUNCTION

Configure Automatic = Auto download and Enables the Automatic Up-

Updates notify for install dates client, specifies whether
= 0—Every day the client should download

and install updates with or

= 03:00 without user intervention,
and specifies the installation
interval and time of day
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To modify the default settings for the Update Services Common Settings Policy

GPO, use the following procedure:

1. Log on to your Windows SBS 2011 server, using an account with network
Administrator privileges.
2. Click Start. Then click Administrative Tools > Group Policy Management. The
Group Policy Management Console appears.
[ croupPolcoyHanagement _=loix|
L He Acton vew Wndw Heb LT
«|mlc|BEm
..n m:qmmmm‘ Group Plnﬂqr Management
|
3. In the Scope (left) pane, expand the Forest node and browse to the node
representing your domain. The Detail (right) pane lists the Group Policy
objects linked to your domain object, including the three Update Services
GPOs.
[ croupPolcoyHanagement _=loix|
L He Acton vew Wndw Heb LT
L A Eal =N = NER] ¢ Ha
E3 liﬂnvhml adatum.local
Z-S}F;“‘" R Linked Group Pokcy Obiecs | Group Polcy Inhertnce | Delegation |
w3 Lk Order » | GPO. [ Fréorced | Lk Frabied | GPO Status
B j Sites 1 48, Windows SBS User Polcy es es Enabled
Y Grou Policy Modelng F] o Windows 585 USE Pobcy Yes Yes Enablsd
is) Group Peley Reals 3 1./ Diefaut Doman Pokey Ha e Enabled
- 4 oL/ Upedate Services Cherd Computers Pobey Mo Yes Ensbled
3 4 Update Sanviena Sarver Computem Pokey Mo Tea Enabiad
= 6 2l Usole Services Cowmn Seltings Pokey Mo Yes Enbied
| |
|
NOTE

When a domain has multiple GPOs linked to it, the computers on the net-
work apply the GPOs in order, beginning with the last GPO in the list and ending
with the first. If the same policy settings appear in more than one GPO, the settings

that the system applies last take precedence. Therefore, the GPO that is number
one on the list has the highest priority.

Deploying Updates 343
www.it-ebooks.info


http://www.it-ebooks.info

4.

344

Right-click the Update services common settings policy and, from the context
menu, select Edit. The Group Policy Management Editor Console appears,
displaying the contents of the GPO.

=10l x|

man Settings Policy ZADATUMLOCAL] Policy
B Compule Configur ation
il [ poloes Select an item to view its descript - |
" m [ Preferences B Computer Configuration
=1 o Lser Configurasen W, User Conligur ation
® [ Polides
% Preferences
lf | 1 Extended 4 Standard
[ |

In the Scope (right) pane, browse to the Computer Configuration\Policies\
Administrative Templates\Windows Components\Windows Update folder.

=1n] x|
Fie  Aion  Vew Help
L A RIEA 7 H= R
1 | Windows Ermor Reportng Seting [ State [
& [ Windows Explorer =] Do mat deaplay and Sht Down’ it Do Mot canfigured
| Windows Instaler Do ot adpust default option to ‘Instal Updates and Shut Down' n...  Not configured
| Wndaws Lagon Ophans Enabling Windows Update Power [ ... Egured
| Vindaws Mal Corfigure Automatic Usdates Enabied
i M Specily intranet Micosaft update service location Ensbier]
L W PO e Wt s Automatic Updates delection requency Enstied
| Windows Media Player i = o 7 et Ersbied
| winddaws Mesarenger
= ity Cener |i:] Turm on Software Notfications ot configured
2 W PowerShel E_.mmmncwdammmmm Enabled
2 Wi Relabiity Analysis |2 ] Turm on recommended updatrs v Autamatic Updates Hot configured
1 [ Wincowet iemate Management (winkw) | (L Mo aute restart with logged on mers for schedued automatic ... Disabled
| Winclows Remate Shel || Re-prompe for restart vath scheduled mstalatons Erabied
“| Windaws SkleShaw ] Delay Restart for scheduled nstallstons Enabied
1 Wirddowe g chedule Automate Upda! Erabied
-] |12] Enabie chant-side targating Hot configured
1 windoves Small Busness Server Group Pobcy i) x from an intranet servicelo...  Not configred
[ allsettings
[Corfigur ation
fobcies
references <1141 | |
1] | * Extended ), Standard
[16 settingls) I |

In the Detail pane, double-click one of the policy settings listed in Table 11-1.
The dialog box for the policy setting appears.
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_ioix]

E‘ Configure Automatic Updates BT iaine I Mext Setting

" Not Configured ~ COMmMent: [ |

£+ Enabled

" Disabled LI
Supperted on: [Tat east Windows 2000 Service Pack 3 or Windows XP Professional Service Pack1 =

Opticns: Help:

Configure automatic updating:

Specifies whether this computer will receive security updates and |+
other impartant downloads through the Windows autamatic

and applicable if 4 is selected.

Scheduled install day:

IZ - Natify for download and notify for install j updating service.

The following settings are anly required This setting lets you specify if automatic updates are enabled on

0 - Every day vl before installing them,
Scheduled install time:  [03:00 - When Windows finds updates that apply to this computer, an icon

this computer. If the service is enabled, you must select one of the
four optiens in the Group Policy Setting:

2 = Motify before downloading any updates and notify again

appears in the status area with a message that updates are ready
to be downloaded. Clicking the ican or message provides the
option to select the specific updates ta download. Windows then
downloads the selected updates in the background. When the
download is complete, the icon appears in the status area again,
with notification that the updates are ready to be installed.
Clicking the icon or message provides the option to select which
updates to install.

Al

oK | Cancel | Apply |

7. Modify the values for the policy setting as desired and click OK to close the

dialog box.
8. Repeat steps 6 and

7 to modify additional policy settings.

9. Close the Group Policy Management Editor Console.
10. Close the Group Policy Management Console.

To modify the Configure automatic updates policy settings that your computers

actually use, you must repeat the procedure and edit the Update Services Client

Computers Policy and Update Services Server Computers Policy GPOs.

The most common modifications that administrators are likely to make to these
GPOs is to change the installation time and frequency in the Configure Automatic
Updates policy setting, or disable the automatic installation process for clients.
Some of the other modifications you might consider are the following:

= Enabling the No auto-restart with logged on users for scheduled automatic

updates installations policy setting prevents users from being interrupted by
an update installation if they are logged on when it is scheduled to occur. The

potential drawback of this is that installations do not occur if a user leaves

the computer logged on at the end of the day.
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= The only situation in which you would want to modify the Specify intranet

Microsoft Update service location policy setting is if you deploy another
WSUS server on your network and want your users to obtain their updates
from that server.

If you want to insulate your users from the update process, you can disable
the Allow non-administrators to receive update notifications policy setting.
When you do this, most Windows Update activities occur invisibly.

Setting the Reschedule automatic updates scheduled installations policy set-
ting to Disabled prevents missed update installations from occurring the next
time the computer starts. Instead, the installation occurs at the next sched-
uled time. This modification can prevent users from facing what might be a
lengthy and unexpected installation procedure during business hours.

When you modify the settings in these GPOs, the new values do not take effect

until the next time the computer restarts.
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Backing Up and Restoring
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= Configuring Server Backups 358

= Using the Windows Server Backup Console 368

acking up data is a critical administrative function for every network, one that

many administrators tend to neglect. In many cases, hard disk contents are an
organization’s most precious possession. Their loss can cause production to cease,
commerce to falter, and businesses to fail.

As the primary moving parts in a computer, hard disk drives operate at incredibly
close tolerances. The platters on which hard drives store data spin at anywhere
from 5,000 to 15,000 revolutions per minute (RPM), with read and write heads
floating over the moving surface at distances measured in millionths of an inch.
The traditional analogy is to imagine storing your most valuable possessions on an
airliner flying at 600 miles per hour, a few feet over the ground.

When a hard disk drive fails, whether due to a power interruption, a physical
shock, a manufacturer’s defect, or just simple wear and tear, it is common for the
drive heads to come in contact with the platter surface and scratch the recording
medium, destroying data in the process. This is called a head crash. Hard drive
failures are inevitable; it's just a matter of when they occur. In addition to hardware
malfunctions, computers are also susceptible to other disasters, such as fire and
theft, which can be equally destructive to your data. Performing regular backups
enables you to replace your data at the same time that you replace a drive or
computer, and resume productivity as quickly as possible.

Windows Server 2008 R2 includes a basic backup software program called
Windows Server Backup, which is sufficient to provide your Windows SBS 2011
server with protection against a drive failure. Depending on how you organize
the storage on your network, however, this basic coverage might or might not be
sufficient. This chapter provides an introduction to the complexities of network
backups and enables you to design a solution suitable to your needs.
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Creating a Backup Strategy

In a large enterprise network environment, creating an effective backup strategy
can require a huge investment of time, effort, and money. Backing up a large num-
ber of servers typically requires additional third-party software and an extensive
amount of specialized hardware. For small business networks, however, the task is
usually far less difficult.

The Windows SBS Console in Windows Small Business Server (SBS) 2011 incor-
porates server backups into the Getting started tasks list, which you perform after
completing the operating system installation. The Server Storage wizards in the con-
sole, which you can use to move specific data stores to new locations, even check
to make sure that you have performed a backup before they complete their tasks.
The Windows SBS Console also has a Backup And Server Storage page, as shown in
Figure 12-1, which you can use to create and modify a backup job.

Eg windows Small Business Server 2011 Standard Console

L L m

Users and Shared Folders  and
Notwork i Web Siles | Gerver Florage’ NP0

Groups
torag 0 Help -
o= Tesioee T Tt [
PS5BSl Mot confrguied B Mot confipued Hat scheduled
Backup Tasks

W Configure server backup

@ How do Irestore server data from a
backup?

B8 Restore server data from backup
@ Tell me mare about server backup
T4 Betresh this view

Select an object in the list, to view tasks and details associated with that object. =

Litern

FIGURE 12-1 The Backup And Server Storage page in the Windows SBS Console.

The backup interface in the Windows SBS Console provides access to some of the
features of the Windows Server Backup program, but not all of them. Designing a
backup job consists of the following tasks:

= Select a backup medium What device will store the backups?

= Select backup targets What data will be backed up?

= Create a backup schedule When will the backups occur?

= Select backup software What program will you use to perform backups?

348 CHAPTER 12 Backing Up and Restoring
www.it-ebooks.info


http://www.it-ebooks.info

The console’s backup controls enable you to create and manage a scheduled
backup job that copies the entire system volume, and selected other volumes, to an
external hard drive connected to the server at a time you specify. The result is basic
disaster control, enabling you to restore entire volumes lost due to drive failure or
loss of an entire computer.

Although Windows SBS 2011 includes a backup software program, Windows
Server Backup is relatively limited in its capabilities. Depending on your needs, you
might want to consider using a third-party software product as part of your backup
solution.

The following sections examine the factors listed earlier in more detail. You should
consider these factors when planning a network backup strategy. If, however, the
default backup scenario just described sounds perfect for you, you can skip to
“Configuring Server Backups,” later in this chapter.

Selecting a Backup Medium

A backup is simply a copy of your data saved to another storage medium. Any medium
can provide protection again data loss due to a hard drive failure, but to protect
against fire, theft, and other disasters, a removable backup medium that you can
store offsite is preferable. The traditional network backup medium is magnetic tape,
but external hard drives and USB flash drives are increasingly popular solutions.

There are three factors to consider when evaluating the suitability of a storage
medium for use as a backup device:

= Storage capacity The ideal capacity for a backup medium is large enough
to hold an entire backup job without having to change media. This enables
you to run your backup jobs unattended, preferably at night or during other
offline hours. This usually rules out DVDs and other optical disks. Magnetic
tape drives are available with capacities of more than 3 terabytes (TB), or
3,000 gigabytes (GB), but they can be extremely expensive. Inexpensive,
external hard disk drives are available in sizes up to 3 TB, and are increasing
in capacity at a rapid pace.

= Data transfer speed The speed of your backup device might or might not
be a major issue, depending on how much data you have to back up and how
much time you have available to perform your backups. Hard disk drives are
generally the fastest backup solution. There are high-speed magnetic tape
drives available, but again their prices can be prohibitive for small business
use.

= Hardware cost Price is always a consideration. As a general rule, the price
of high-performance magnetic tape equipment goes steadily up as capacity
and performance levels increase, while the price of hard disk storage has
been going steadily down for years. Prices for high-end tape drives can easily
run into five figures (in U.S. dollars), plus you must consider the price of the
tape cartridges themselves, while external hard drives are available for as
little as US $100 per terabyte.
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If you plan to use the Windows Server Backup software included with Windows
SBS 2011, selecting a backup medium is less of a problem. The Configure Server
Backup Wizard in the Windows SBS Console supports only external hard drives.

You can use the Windows Server Backup Console to perform interactive backups to
writable optical disks or to network shares, but the software includes no support for
magnetic tape drives.

Using External Hard Disk Drives

In addition to the standard hard disk drive unit, identical to the ones you install
inside your computers, an external hard disk consists only of a case, a power supply,
and an interface to your computer. You can remove the hard disk from the case
and install it in a computer if you want to. You can also purchase an empty external
drive housing and install a hard disk drive you already own into it. External hard
disk drives make excellent backup solutions. They are inexpensive, fast, hold a lot of
data, and disconnect easily from the computer.

External hard drives have been available for many years, but until recently, they
were Small Computer System Interface (SCSI) drives that required a special host
adapter in the computer and an expensive cable. Today, there are three external
interfaces that are suitably fast for hard disk connections. They are listed in Table 12-1.

TABLE 12-1 External Hard Drive Interface Specifications

OTHER BANDWIDTH MAXIMUM CABLE
INTERFACE NAMES (MB/SEC) LENGTH (METERS)
Universal Serial Bus 2.0 USB 2.0 480 5
Universal Serial Bus 3.0 USB 3.0 5,000 3
IEEE 1394a FireWire 400, 400 45

i.LINK, Lynx
|IEEE 1394b FireWire 800 800 100
External Serial Advanced eSATA 300 3000 2

Technology Attachment

Virtually all the PCs on the market today include USB ports, and many have some
combination of eSATA and IEEE 1394 ports as well. Computers with ports on the
front of the case are particularly attractive for backup devices, so that you can remove
them easily. All these interfaces support hot swapping, which enables you to attach
and detach devices without powering down the computer.

Nearly all the external hard drives on the market support USB, and most have at
least one additional interface, such as eSATA, IEEE 1394b, or IEEE 1394a. Some products
include support for all of the interfaces. Most external hard drive products use Serial AT
Attachment (SATA) hard drives, with a bridge circuit that enables them to connect to
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a USB or IEEE 1394 interface. The eSATA interface eliminates the need for the bridge,
which can enable certain advanced drive technologies to function as in an internal
installation, and provides a far faster transfer rate. Cable length for eSATA devices is
limited to 2 meters, however.

Although the USB 2.0 specification indicates a better level of performance than
IEEE 1394a, IEEE 1394a devices tend to outperform USB 2.0 ones in real-world
implementations, but only marginally. IEEE 1394b is decidedly faster than USB 2.0,
but eSATA can provide substantially better performance than either. However, USB
2.0 and IEEE 1394a are both adequate backup solutions for most situations. If your
server has an integrated eSATA port, you would be well to use it, but unless you
have a need for the fastest possible interface, an integrated USB or IEEE 1394 con-
nection is likely to be a more reliable and economical solution than an after-market
eSATA card.

Most external hard drives have their own power supplies, but there are a few
models that draw power from the USB or IEEE 1394 interface. These latter devices
are generally designed as portable solutions for notebook computers. For server
backups, an independent power supply is preferable. Apart from these factors, the
only other specifications to consider are those of the hard drive itself. More RPMs
and a larger cache are certainly preferable for a backup solution, but they can add
to the cost of the unit.

Using Magnetic Tape Drives

Magnetic tape has long been the industry standard backup medium. Tape capaci-
ties and transfer speeds have kept pace with hard disk characteristics over the years;
they can store data for years, and the media cost per gigabyte of storage is relatively
low. With magnetic tape, because the storage medium is separate from the drive
mechanism, there is far less that can go wrong. If you drop a tape cartridge on the
floor, it is probably still usable; not so with a hard disk drive, in many cases.

Magnetic tape drives are different from the other types of storage media that
computers use, in that they are not random access devices. You cannot immedi-
ately access any file on a tape by moving the drive heads to a specific location or by
accessing a specific memory address, as you can with other media. With magnetic
tape, the drive must spool through the reel of tape until it locates the desired file, a
process that can take several minutes.

Because of this, you cannot use a magnetic tape drive for anything other than
backups. You can't mount a tape as a volume and assign it a drive letter, as you can
with other media. Instead, computers use a special software driver to address the
tape drive and send data to it. When you purchase a backup software product that
supports magnetic tape, you must make sure that it supports the specific magnetic
tape drive you plan to use.

There are a variety of magnetic tape drive technologies available, with varying
tape capacities, transfer speeds, and prices. At one time, there were relatively low-
cost tape systems on the market, intended for backups of standalone computers
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and small networks. However, they have been made almost entirely obsolete by
writable optical disks, flash drives, and external hard drives. Today, the magnetic
tape drive market is concentrated on high-end network backup solutions, using
technologies such as Digital Linear Tape (DLT), Linear Tape-Open (LTO) Ultrium,
Advanced Intelligent Tape (AIT), and Digital Data Storage/Digital Audio Tape (DDS/DAT).

In addition, complex hardware devices called autoloaders can be as large as
household refrigerators and house multiple tape drives and dozens of tape cartridges.
These devices can provide fully automated backup solutions for enormous amounts
of data.

The question then is whether a modest magnetic tape solution is suitable for a
small business network. In most cases, the answer is no. The combination of a mag-
netic tape drive and its required software provide far more capability than Windows
Server Backup and an external hard drive, but with prices that start at US $1,000 and
climb steeply into the stratosphere, most small business owners find the cost to be
prohibitive.

Using a Redundant Medium

As mentioned earlier, one of the requirements for full backup protection is a remov-
able storage medium that you can take offsite to protect against fire, theft, and other

disasters. If you use magnetic tape, this is easy. Most tape backup software packages
implement a tape rotation scheme that makes copies of your data to store offsite.

NOTE Offsite storage of a backup medium can refer to anything from a safe deposit
box in a bank vault to a fireproof cabinet in the owner’s home, to the glove compart-
ment of the IT manager’s car. Obviously, a location that protects against theft and
environmental damage is the preferable solution.

With external hard drives, storing data offsite means removing the entire device,
not just the storage medium. Fortunately, the devices are not so expensive that it
is impractical to purchase more than one, and Windows Server Backup provides
the ability to perform simultaneous backups to multiple devices. Therefore, if you
plan to use external hard drives for your backup medium, you should purchase at
least two, so that you can create two copies of your data and store one offsite. For
organizations that require a permanent archive of their data, you might want to pur-
chase a new backup drive each month, perform an additional backup job, and store
those monthly drives offsite.
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Using Online Backup

Online backup—sometimes called remote backup or managed backup—is a third-
party service that enables an organization to back up its data to a remote site over
the Internet. These services typically can provide many or all of the same features as
a high-end backup software product, with the additional advantage that the con-
sumer is not responsible for the purchase and maintenance of the backup hardware.

Online backup services provide many additional advantages over onsite solutions,
including the following:

= Data is stored offsite without the need for administrators to manage backup

media or transport devices to a storage facility.

= Backup jobs can run completely unattended.

= Storage capacity is virtually unlimited.

= Backup speed is limited only by the speed of your Internet connection.

= Data can be encrypted prior to storage.

There are potential disadvantages to online backup solutions as well, including
the following:

= Many broadband Internet connections are asymmetrical, meaning that their
upstream speeds are slower than their downstream speeds. A connection
that provides adequate downstream bandwidth might not provide sufficient
upstream bandwidth to support backup traffic.

= Data restoration might require special handling from the service provider
and might be considerably slower than restoring from your own backup
media.

= Aservice provider could go out of business or suffer their own data loss,
affecting the availability of your backups.

= Data security is not guaranteed unless you take steps to encrypt it before it
leaves your site.

= Online backup is an ongoing expense that never goes away and is likely to
increase over time.

Online backup can provide any service that a standalone backup software pack-
age can. The customer typically configures the backup jobs using a website interface
that functions very much like the application supplied with a backup software
product.
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Selecting Backup Targets

A backup target is a file, folder, or volume that you select to be copied to your
backup device. Two of the most critical questions you should consider when devis-
ing a backup strategy are these:

= How much data is there to back up?
= Where is the data stored?

The amount of data you have to back up dictates how long your backup jobs
take and what the capacity of your backup medium has to be. The location of the
data to be backed up dictates the type of backup software you need.

Windows Server Backup is capable of backing up only the volumes on the com-
puter running the program. When you create a backup job on your server using
the Configure Server Backup Wizard, you must back up the entire system volume,
and you can select any or all of the other volumes on the computer as well. For the
wizard to create the job, your external hard drive must have sufficient storage space
to accommodate all the data on the volumes you select.

BEST PRACTICES To accommodate the future growth of your data, Microsoft rec-
ommends that you use an external hard drive with 2.5 times the capacity of the data
you plan to back up.

Unlike most third-party backup software products, Windows Server Backup can
back up only entire volumes. If you want to select targets by choosing individual files
and folders, you must use a third-party software product. Windows Server Backup is
also unable to back up data stored on other computers. Third-party network backup
solutions enable you to select targets from any computer on the network and back
them up to a device connected to your server.

NOTE Although Windows Server Backup can back up only entire volumes, you can
restore individual files and folders from a backup.

Network administrators often configure their client workstations to store all data
files on a server rather than a local drive. One of the main reasons for this is to facilitate
backups. If you plan to use Windows Server Backup on your primary Windows SBS
server, you should arrange to store all your network data on that server. This means
redirecting all critical folders from your client workstations to a server volume so
that there is no need to back up the local drives on your workstations.

Creating a Backup Schedule

Another important question you should ask when planning your backup strategy is
when the backups should occur. Most administrators schedule backups to run when
the network is not in use, such as when the organization is closed. This is because
many backup software programs are unable to back up files that are open or cur-
rently in use.
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Windows Server Backup schedules its jobs by adding them to the Task Scheduler
application in Windows. Some third-party backup software products do this as well,
while others have their own schedulers, which typically run as a service, triggering
jobs at the times you specify.

The object of scheduling backups is to simplify the administrator’s daily role in
the process as much as possible. Once you have created and scheduled your backup
jobs, all you have to do is see to it that the correct medium is available each day. For
magnetic tape users, this means swapping the tapes in the drive on a daily basis,
while external hard drive users have to reconnect their offsite drives.

Selecting Backup Software

Although Windows SBS 2011 includes a backup software program, it has relatively
limited capabilities. As part of your backup strategy planning process, you should

consider whether you need any features that Windows Server Backup lacks. If you
do, look for a backup software product that does provide them.

Using Windows Server Backup

The Windows operating systems have long included a backup software program,
but Windows Server Backup, the program included with Windows SBS 2011 and
2008, is different from the previous Windows backup utilities in many ways. Chief
among these differences is the fact that Windows Server Backup uses a different
format for the backup files it creates. Therefore, you cannot use the Windows Server
Backup program in Windows SBS 2011 to restore files you created with the Windows
Server 2003 NTBackup utility.

TIP If you need to restore files you backed up with the NTBackup utility from a previ-
ous version of Windows, Microsoft offers a restore-only version of NTBackup. You can
download it for free at http://go.microsoft.com/FWLink/?Linkid=82917.

Some of the other differences between Windows Server Backup and previous
Windows backup utilities are as follows:

= Backup media Windows Server Backup is designed primarily to perform
backups to external hard drives. The program does not include any sup-
port for magnetic tape drives, and can back up to optical disks and network
shares only during interactive jobs, not scheduled ones.

= Volume formatting When you select an external hard drive volume as
your backup medium, Windows Server Backup reformats the volume (de-
stroying any data it finds there) and dedicates it exclusively to backup use.
After the reformat, the volume no longer has a drive letter and no longer
appears in Windows Explorer.
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= System volume backup When you create a backup job through the
Windows SBS Console, Windows Server Backup always backs up the entire
system volume, including the boot files, the registry, the Active Directory
Domain Services (AD DS) database, and other system resources that do not
appear as files in Windows Explorer.

= Target selection Windows Server Backup creates block-based images of
your volumes and therefore can back up only entire volumes. You cannot in-
clude or exclude individual files or folders, as you can with file-based backup
software products.

= Job scheduling Windows Server Backup can schedule only one backup
job, which you can configure to run once or several times per day.

= Job types Windows Server Backup does not enable you to create incre-
mental, differential, and full backup jobs on a per-job basis. The scheduled
job you create with the Configure Server Backup Wizard performs incremen-
tal backups by default, to save space on the backup drive, but it does so in a
way that is different from traditional backup software products.

MORE INFO For more information on the incremental backup mechanism in
Windows Server Backup, see the section entitled “Configuring Performance
Settings,” later in this chapter.

= Backup format Windows Server Backup creates image-based backup
files using the Microsoft virtual hard disk (VHD) format. This enables you to
open the files in a virtual machine, using the Hyper-V server role included in
Windows Server 2011.

= Application support Windows Server Backup is capable of backing up and
restoring both your Exchange Server message stores and your SharePoint
Foundation database. The program automatically stops the required ser-
vices before backing up these applications and automatically restarts them
afterward.

Using Third-Party Backup Software

There are two basic classes for backup software products: those that are intended
for standalone computers and those intended for network use. The main difference
between the two is the ability to use one computer as a backup server that can

back up data from other computers on the network. For a single-server, small busi-
ness network, it might not be worth the additional time and expenses required to
purchase and deploy a full-featured network backup product. If you configure your
workstations to store all their data files on a single Windows SBS server, you can
simply back up that one computer with a standalone product. If you have to back up
other servers or workstation drives, however, a network backup software product is
usually preferable.
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Some of the features that differentiate third-party network backup software
products from Windows Server Backup are the following:

= Backup media Third-party backup products typically provide support
for a wider variety of backup media, including magnetic tape drives, tape
autoloaders, and optical jukeboxes. Because a software product that sup-
ports devices like these must include hardware-specific drivers, be sure that
the product you select supports the device(s) you plan to purchase.

= Target selection Third-party backup software products usually allow you
to select backup targets using a tree display similar to that of the Network
node in Windows Explorer. This enables you to create backup jobs that in-
clude or exclude specific files, folders, or volumes on any network computer.

NOTE The selection of targets in a network backup product is usually keyed into
the product’s software architecture and its licensing. For example, to back up ad-
ditional servers and workstations over the network from a server equipped with a
tape drive, you must purchase licenses for the remote computers and install soft-
ware agents on them that enable them to communicate with the backup server.

= Job scheduling Third-party backup software products enable you to
create as many interactive or scheduled backup jobs as you need. Schedul-
ing capabilities typically let you create jobs that run on a daily, weekly, or
monthly basis.

= Job types Most third-party backup software products support incremental
and differential backup jobs as well as full backups. Incremental and differen-
tial jobs enable you to back up only the data that has changed since the last
backup. This complicates the restore process somewhat, but saves space on
the backup medium and executes backups in far less time than full backup
jobs.

NOTE In a traditional backup software package, a differential backup is a job
that backs up only the files that have changed since the last full backup. To per-
form a full restore from differentials, you must restore the most recent full backup
and then the most recent differential backup. An incremental backup is a job that
backs up only the files that have changed since the last incremental backup. To per-
form a full restore from incrementals, you must restore the most recent full backup
and then restore each of the incrementals you performed since that full backup in
the order you performed them.

= Cataloging backups Most third-party backup software products use a
database to maintain a catalog of the jobs they perform and the files they
save to the backup media. If you use magnetic tape, for example, the catalog
enables you to search for a specific version of a specific file and easily locate
the exact tape containing that file.
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= Media rotation Third-party backup software products that support magnetic
tape drives can usually implement a media rotation scheme that corresponds
to your schedule of backup jobs. A media rotation scheme specifies the name
you should use to label each tape and tells you which tape to insert in the
drive for each daily job. This enables you to keep track of your tape usage
and simplifies the daily administration of your backup regimen.

= Application support Many third-party backup software manufacturers
produce add-on modules (at extra cost) that enable their products to back
up network applications and services, such as mail servers and databases,
while they are running. This prevents you from having to shut down critical
services to back them up.

NOTE It is generally not possible to back up files that are locked open or in use.
This is particularly true for email stores and databases. There are various tech-
niques that backup applications use to protect these resources, such as temporary
closure of the application or the use of delta files that contain changes made to
the resource while the backup is taking place. Some network backup products
implement these techniques as separate add-ons that you must purchase at ad-
ditional cost.

= Restoring data Third-party backup software products that enable you to
select individual files and folders as backup targets also enable you to restore
selected files or folders. This way, you can also use your backups to protect
individual files against accidental damage or deletion.

Some of these capabilities are far more than the typical small business network
needs, but for organizations with special security requirements, they can provide
extra protection.

Configuring Server Backups

The Windows SBS Console simplifies the creation of scheduled backup jobs by sup-
plying a wizard that steps you through the process. Once you have created the job,
the console provides controls that enable you to modify its properties. Windows
SBS 2011 also includes the Windows Server Backup Console, which provides more
comprehensive control over the backup process and provides the means to restore
data from a backup medium.
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Creating a Scheduled Backup Job
To create a scheduled backup job with the Windows SBS Console, use the following
procedure:
1. Connect your external hard drive to the computer by plugging it into a USB,
IEEE 1394, or eSATA port.

2. Log on to your Windows SBS 2011 server using a domain account with
administrative privileges. The Windows SBS Console appears.

3. Click Backup and server storage, and then select the Backup tab.

4. Inthe Tasks list, click Configure server backup. The Configure Server Backup
Wizard appears.

il: Configure Server Backup i s 3

Getting started

This wizard helps you set up and schedule server backups.
The wizard will ask you to specify the following:

* Specify the backup destinations,
*  Whether you want to back up the full server or specific volumes,

* The time of day when you want Backup to run.

Tell me mare about backing up server data.

Mext I Cancel

TIP Alternatively, you can start the Configure Server Backup Wizard by click-
ing Configure server backup in the Getting started tasks list in the Windows SBS
Console.

5. Click Next to bypass the Getting Started page. The Specify The Backup
Destination page appears.
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Iz Configure Server Backup ;IEIEI

Specify the backup destination

a = Select one or more external disk drives where you want to store your backup, It's recommended
‘_y that you back up to at least two external disk drives. This way, you can store one of the external
disk drives at an offsite location.

Disk Drive | Name Size
O Disk [1] VMware, VMware Virtual § SCSI Disk Device 40 GB
D Disk [2] VMware, VMware Virtual S SCSI Disk Device 40 GB

¥ show all valid internal and external backup destinations Refresh |

‘What do I need to know about choosing the backup destination?

Back | Next Cancel

NOTE By selecting the Show all valid internal and external backup destinations
check box, you display the internal disks that are available for use as backup
drives, as well as the external ones. Obviously, internal drives are more difficult to
store offsite, but they can still be a functional part of your backup strategy.

6. Select the check box(es) for the disk(s) you want to use as your backup drives
and click Next. The Label The Destination Drives page appears.

LIz Configure Server Backup ;IEI

Label the destination drives

Type a label for each destination drive, This will make it easier to keep track of your backups. You should
also place a matching label on each destination drive.

W

IEackup Drive 2

Disk2 label:
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7. Specify an alternative label for each drive, if desired, in the text box provided
and click Next. The Select Drives To Back Up page appears.

1l; Configure Server Backup ;lEIZI

Select drives to back up

Which drives would you like to backup?

Drive | status Size

":-"S)-'stem Reserved() Included by default 28MB
'c-"l'c:] Included by default 36GE
w Mew Volume(F:) Included S0ME

Back up all |

You cannot exclude from a backup any drives that contain operating system files or critical
applications.

‘What should I back up?

Back | Mext Cancel |

8. In addition to the default C drive, select the check boxes for any other vol-
umes you want to include in the backup job and click Next. The Specify The
Backup Schedule page appears.

il Configure Server Backup o ] [

Specify the backup schedule

Choose when you want to back up your data, and then add the time to the backup schedule, You can
schedule backups for multiple times during the day.

Backup Schedule

 Oncea day [w] 12:00 PM -
] 12:30 PM

[ 1:00 PM

" custom [ 1:30 PM

] 2:00 PM nl
] 2:30 PM

[ 3:00 PM

] 3:30 PM =

% Twice a day

You must select at least one time to run backup each day.

‘What should I know about scheduling backups?

Back | MNext I Cancel
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9. Select one of the following scheduling options:
= Onceaday The backup occurs once daily at 11:00 P.M.

= Twice aday The backup occurs twice daily at 12:00 P.M. and
11:00 P.M.

= Custom The backup occurs as many times as you wish each day, at the
times you select

10. Click Next. The Confirm Backup Details page appears.
=10l

Confirm backup details
You are about to create the following backup schedule:

Backup destinations: = Backup Drive 2 [Disk2)

Backup items: System Reserved()

.E-J:
&

Backup schedule: ‘E@EvamdaylZ:OO PM
3 Everyday 11:00 PM

Back | Configure I Cancel |

11. Click Configure. A Configure Server Backup message box appears, warning
you that the wizard is about to format the drives you selected as the backup
destination.

12. Click Yes. The wizard prepares the backup drive, configures the backup job,
and displays the Server Backup Configured page.

362 Backing Up and Restoring
www.it-ebooks.info


http://www.it-ebooks.info

il; Configure Server Backup =101 x|

Server backup configured

You have successfully created a schedule to back up server data.
Your first scheduled backup will happen at 12/26/2010 11:00 PM. Please ensure your backup
disks are attached to the server.

13. Click Finish. The wizard closes and the job appears on the Backup tab.

When the scheduled time for the backup arrives, the Task Scheduler application
starts the job, which runs in the background as the server continues to function
normally. When the backup finishes, its status appears in the console as Successful,
as shown in Figure 12-2.

Eg windows Small Business Server 2011 Standard Console

e 1 G
= B onsSrall Business Server
Yoo

Users and Network  Shared Folders  Backup and
Groups acklobr] and Web Sites  Serwer Storage

Backup 0 vep -

"&BSI BT/ HLL IEST P @ successtul 80 PM

Reperts Security

a

SBSL Tasks

W Add or remove backup

destination:

a Add or remove backup iwems

¥ Change backup schedule

# SBS1 G Pause baskup schedule
& View backup history
Backup items: (G Included  Backup destination:  Backup Drive 3 .
Mirrared [Active) b Backup now
Datafk:)
DatafG)  Included

»

Included (@) Disable backup

(W) Stop backup in progress

Backup schedule: Every day: 100 PM,
1100 PR Backup Tasks

W Configure server backup |

@ How da Trestore server data from a
= backup?

Litem 18 Restore server datatrom backup ]

FIGURE 12-2 A successful backup job, as displayed in the Windows SBS Console.

Backing Up and Restoring CHAPTER 12 363
www.it-ebooks.info


http://www.it-ebooks.info

Modifying a Backup Job
Once you have created a backup job using the Configure Server Backup Wizard, the
Tasks list on the Backup And Server Storage page provides controls that enable you
to modify the parameters of the job as needed. Click one of the following tasks list-
ed to open the corresponding tab in the Server Backup Properties sheet, as follows:

= Add or remove backup destinations Enables you to specify the devices
you want to use to perform backups.

364

Server Backup Properties x|

Backup Destinati...

Backup Itemns

Backup Schedule

ay Select backup destinations

—Backup Destinations

Backup History Disk Drive | Name

Size

Disk [1] Backup Drive 2 40 GB

Add or remove drives

destinations

Tell me more about adding or removing backup

OK I Cancel Apply

= Add or remove backup items
backups.
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Server Backup Properties

Backup Destinati...

Backup Items

Backup Schedule

Backup History

4~ Select the drives to back up

—Backup Items
Drive [ status [ size
System Reserve... Included G1MB
() Included 38GB
O Mew Volume(F:) Excluded 90MB

Back up all

You cannot exclude from a backup any drives that
contain operating system files or critical applications.

What should I back up?

OK I Cancel

Apply

= Change backup schedule Enables you to modify the times at which the

backup jobs should occur.
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Server Backup Properties ﬂ

Backup Destinati...

T -
Backup ltems ‘E/ Specify backup schedule

kup Schedule i Backup Schedule

Backup History Choose when you want to back up your data, and then add
the time to the backup schedule. You can schedule backups
for multiple times during the day.

© Onceaday [l 12:00 PM -
& Twiceaday
 Custom

You must select at least one time to run backup each day.

What sheuld I know about scheduling backups?

oK I Cancel | Apply |

= View backup history Displays a full record of all previous backups the
system has performed.

Server Backup Properties x|

Backup Destinati...
Backup fems ﬁl Previous backups

Backup Schedule

@ Successful  12/26/2010 . 12/26/2010 9:51 PM

— Details
Status  Successful

Backup tems  System Reserved,C:,
Backup Destination  Backup Drive 2

Tell me more about backing up server data

QK I Cancel Apply
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You can also use the items in the tasks list to pause the backup schedule, disable
the backup job entirely, or start a backup immediately, regardless of the schedule.

Creating a Backup Administrator Role

Once you have devised a backup strategy and created a scheduled backup job,
the hard part of the process is over. What remains are the mundane tasks of swap-
ping out backup media and checking to make sure that the backup job completes
successfully each day. Network administrators often delegate these tasks to other
users, and not necessarily to users to whom they want to grant full administrative
privileges. Fortunately, Windows SBS 2011 includes a built-in group called Backup
Operators, which provides the rights and permissions a user needs to manage
backup jobs, and no more.

Backup Operators is not a Windows SBS group, so you cannot use the Windows
SBS Console to add an existing user account to the group. However, you can create a
user role that includes the group membership and then create user accounts based
on that role. Alternatively, you can use the Active Directory Users And Computers
Console to add an existing user to the Backup Operators group.

MORE INFO To create the user role, follow the procedure in the section entitled
“Creating a New User Role” in Chapter 6, “Working with Users, Computers, and Groups.”
Base your new role on the Network Administrator role and, on the Choose User Role
Permissions (Group Membership) page, remove all the default groups and add the
Backup Operators group.

Backing Up a Second Server

As mentioned earlier, Windows Server Backup is capable of backing up only volumes
on the computer running the program. If you have purchased the Windows SBS
2011 Premium Add-on product and installed a second server on your network, you
cannot back up your secondary server using the Windows Server Backup program
and the backup medium on your primary server. However, your second server has
its own copy of Windows Server Backup, which leaves you with two possible ways to
facilitate the backup process:
= Connect a separate set of backup drives to the secondary server and create a
separate, independent backup job on that server.
= Create a shared folder on your primary server and configure your secondary
server to back itself up to the network share. Then use your backup media on
the primary server to back up the shared folder.

Windows Server Backup is a feature that your primary Windows SBS 2011 server
installs by default. However, you must install the feature yourself on your secondary
server by using the Server Manager Console.
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Using the Windows Server Backup Console

You can create and modify backup jobs using the Windows SBS Console, but when
you click Restore server data from backup in the Tasks list, the console opens a
Windows Server Backup Console window, as shown in Figure 12-3. You can also use
this console to monitor backup activity, configure backup performance settings, and
perform single backups with different parameters from your scheduled backup job.

=101 x|
%
b y You can perform a single backup or schedule a regular backup using this applcation. o o
(2 ¥ from last week, double chick on th to see details) 1§ Badap oner...
T = T Tt T recover..
8 12/26/2010 11:00 P Bachp Succeschid Configure Per...
i) 12/26,2010 9:30 P Badup Suereasfil AEATO
Wiew L]
B v

Stalus

Last Backup Next Backup Al Backugps

stans: @ Successd Stahs:  Seheduled Tatal hadags: 7 oopes

Tire: 127262010 11:00 P Teme:  13/27/2010 12:00 P4 Latesteapy:  12/26(2010 11:00 PM
B view detels BN e detaly Oldestoopy:  12/26/2010 9:20PM

BD v ietale »
4l | _rl_I

FIGURE 12-3 The Windows Server Backup Console.

When you open the Windows Server Backup Console, whether from the
Windows SBS Console or from the Administrative Tools program group, you see a
display divided into the following sections:

= Messages Displays a list of event messages providing detailed results of
each backup the system has performed.

368 CHAPTER 12 Backing Up and Restoring
www.it-ebooks.info


http://www.it-ebooks.info

x

Description:

Backup location: Backup Drive 2

VS8 settings:
Status:
—Status details
Start time:
End time:

Data transferred: 25.50 GB

Backup

V55 Copy Backup
Successful

12/26/2010 9:20 PM
12/26/2010 9:51PM

Items |
Name Status Data Transf... | Backup T
System Rese... Complet... 3LE1MB Full
(o Complet... 25.47 GB Full

=

m Status Displays the results of the most recent backup, the scheduled time of
the next backup, and a summary of all the backups available for restoration.

Details of backups - 5852 x|
Mumber of copies: 2
Latest available: 12/26/2010 11:00 FM
Oldest available:  12/26/2010 9:20 FM
Details:
Backup... - | Backupitems | Badkup target |
12/26/2010 1... System Reserved, Loc... Backup Drive 2 (\\?\volum. ..
12/26/20109...

System Reserved, Loc... Backup Drive 2 (\\?\volum. ..
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= Scheduled backup (below the Status section, not visible in the figure)
Displays the settings for the next scheduled backup and disk usage informa-
tion for the backup medium.

Details of backups - Backup Drive 2 x|

Destination Name: Backup Drive 2
Capadity: 39.98GB
Total space used: 25.92GB
Space used by backup items: ~ 25.62 GB
Space used by backup copies:  0.30 GB

The space used by backup items on the destination is same as their size on
the server at the time of backup. The space used by backup copies are for
storing the changes between the badwps.

— Backup copies

Mumber of copies: 2
Latest available: 12/26/2010 11:00 PM
Oldest available: 12/25/2010 9:20 PM
Details:
Backup... * | Backup items |

12/26/2010 1... System Reserved, Local disk (C:)
12/26/20109... System Reserved, Local disk (C:)

In addition to viewing information about the system’s backup activities, you can
perform additional tasks, as described in the following sections.

Configuring Performance Settings

When you click Configure performance settings in the Action pane of the Windows
Server Backup Console, the Optimize Backup Performance dialog box appears, as
shown in Figure 12-4. This dialog box enables you to specify whether Windows
Server Backup should perform incremental backups.
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1lz optimize Backup Performance 5'

I your backups contain full velumes, you can manage future performance by
choosing one of the fallowing settings. If the backup contains only the system state
or a file or folder, these settings are not applied.
= Mommal backup peformance
The time to create the backup is proportional to the size of the data being
backed up. The server peformance is not decreased
{+ Faster backup peformance

Increase the backup speed by just tracking changes between the last and
curmrent backup. The performance of the server may be reduced by as much as
200% because of the work to track these changes

 Custom

Configure each volume separately if you have certain volumes that have
diskintensive operations

Volume | Backup Option |
System Reserved Full backup j
New Volume (F:) Full backup j
Backup Drive 2 Full backup j
Local disk (C:) Full backup ~|

_Gned |

QK | Cancel

FIGURE 12-4 The Optimize Backup Performance dialog box.

Traditional backup software products are designed for use with magnetic tape
drives. Incremental and differential backups save storage space by copying only the
files that have changed since the last backup. Each job, however, uses a separate
tape, and to fully recover a lost volume you must perform multiple restores from
different tapes: first the most recent full backup and then one or more of the incre-
mental or differential tapes you have made since that full backup.

When Windows Server Backup performs incremental backups, it takes advantage
of the hard disk’s random access capabilities and updates the full backup on the disk
by replacing the files that have changed since the last backup. The software then
saves the previous versions of those changed files to another location on the disk,
along with metadata that indicates its original location and when the system backed
it up.

As a result of using incrementals, the backup drive always contains a full backup
image that represents the most recent version of the target volumes. If you perform
a restore and select the most recent version of a volume, the program simply accesses
that full backup image. If you restore an earlier version of a volume, the software
accesses the displaced files and integrates them into the full backup image to create
a replica of the volume as it existed at the time that the system performed the
earlier backup.
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By default, the Optimize Backup Performance dialog box has the Faster backup
performance option selected, which triggers the use of incrementals. By saving only
the files that have changed, incremental backups not only save space on the backup
disk; they also finish much faster. If you select the Normal backup performance op-
tion instead, Windows Server Backup creates a full image of the selected volumes dur-
ing each backup, consuming more storage space and taking more time to complete.

You can also select the Custom option to specify different settings for each of the
volumes in your backup job. This is the only place where you can explicitly choose
between full and incremental backup jobs, as shown in Figure 12-5. However, in most
cases, there is no compelling reason to perform a full backup each time a job runs.

il: Optimize Backup Performance x|

If your backups contain full volumes, you can manage future performance by
choosing one of the following settings. F the backup contains only the system state
or a file or folder, these settings are not applied.

" Momal backup peformance

The time to create the backup is propertional to the size of the data being
backed up. The server perfformance is not decreased

" Faster backup pefomance

Increase the backup speed by just tracking changes between the last and
curmrent backup. The perfformance of the server may be reduced by as much as
200% because of the work to track these changes.

& Custom

Corfigure each volume separately f you have certain volumes that have
disk-ntensive operations.

Volume | Backup Option |
System Reserved Full backup j
Mew Volume (F;) IFuII backup j
Backup Drve 2 e e a—

Incremental backup
Local disk {C:) ullbackup hd

QK | Cancel |

FIGURE 12-5 Individual volume options in the Optimize Backup Performance dialog box.

Performing Restores

As mentioned earlier, when you click Restore server data from backup in the Win-
dows SBS Console, the Windows Server Backup Console appears. As with most
backup software products, Windows Server Backup lets you select the elements you
want to restore and specify whether to copy them to their original locations or to an
alternative folder or volume.
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CAUTION One of the most crucial elements of any backup strategy is the need to
perform regular test restores to ensure that your backups are viable. Even when your
backup software indicates the successful completion of your backup jobs, there is
no way to be absolutely sure you are protected against data loss other than actually
performing a restore.

To perform a restore, use the following procedure:

1. Log on to your Windows SBS 2011 server using a domain account with
administrative privileges. The Windows SBS Console appears.

2. Click Backup and server storage, and then select the Backup tab.

3. Inthe Tasks list, click Restore server data from backup. The Windows Server
Backup Console appears.

4. Inthe Actions pane, click Recover. The Recovery Wizard appears, displaying
the Getting Started page.

12 Recovery Wizard x|

f\
L% Getting Started

‘fou can use this wizard to recover files, applications, volumes, or the system state from a
backup that was created earlier.

Select Backup Date

Where is the badkup stored that you want to use for the recovery?
= This server (SB52)

Select Recovery Type
Select Items to Recover
Spedfy Recovery Opti... " A backup stored on another location
Confirmati
onrmaten To continue, dick Next.
Recovery Progress

More about recovering your server data

< Previous | Mext > I Recover | Cancel |

5. Click Next to accept the default This server option. The Select Backup Date
page appears.
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6.

374

Recovery Wizard

Py

Getting Started

Select Backup Date

Select Recovery Type
Select Items to Recover
Specify Recovery Opti...
Canfirmation

Recovery Progress

\jg Select Backup Date

Oldest available backup:  12/26/2010 9:20 FM
Mewest available backup:  12/27/2010 12:00 PM

— Available backups
Select the date of a backup to use for recovery. Backups are available for dates shown in
bald,

Backup date: 12/27/2010

-2010 [ [, [zoorm =

Sun Mon Tue Wed Thu Fr Sat

Location: Backup Drive 2
1 2 3 4
5 6 7 8 &% 10 N ; .
12 13 14 15 18 17 18 Status: Available online
19 20 21 22 23 24 25
26 Pl 22 25 30 N

<Previous| Mext > I Fecover | Cancel |

In the Available backups box, select the date and time of the backup you
want to restore and click Next. The Select Recovery Type page appears.

Getting Started
Select Backup Date

Select Items to Recover

Specify Recovery Opti...
Confirmation

Recovery Progress

What do you want to recover?

@ Files and folders
You can browse volumes induded in this backup and select filles and folders.

 Volumes
You can restore an entire volume, such as all data stored on C:.

" Applications

‘You can recover applications that have registered with Windows Server Backup.

" System state
‘You can restore just the system state.

More about performing recoveries

< Previous | Mext > I Recover Cancel

x|
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Select one of the following options to specify what type of restore you want
to perform:

= Files and folders Displays the Select Items To Recover page, on which

you can select the files or folders you want to restore, and the Specify
Recovery Options page, on which you can select a destination for the
restored files or folders and configure the program'’s overwrite behavior.

12 Recovery Wizard

xl
1
Qg Select Items to Recover
[
Getting Started Browse the tree in Available items to find the files or folders that you want to recover. Click
Select Backup Date an item in the tree or under Name to select it for recovery.
select Recovery Type Available items: Ttems to recover:
e Name Date Modified

System Reserved
. Local disk (C:)

Specify Recovery Opfi...

Confirmation

Recovery Progress

<Previous| Next > I Recover | Cancel |

m Volumes Displays the Select Volumes page, on which you can select the

volumes you want to restore and specify a destination for each one.
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Recovery Wizard x|
P

\jg Select Volumes

Getting Started

Under 'Source Volume' select the checkboxes for the valumes that you want to recover.

Select Backup Date Under 'Destination Volume' select the location that you want to recover to. Important: Al

Select Recovery Type data on_Hjis vo\ur_ne will be deleted at the start of the recovery operation. Do not select a
volume if it contains data that you need.

e | Source Volume | Size | Destination Volume | Size | Used Space
C i
enmaten [ SystemRese... 0.10GB =
Reanery rogess I Localdisk ()  149.90GB =
< Previous | Mext > Recover | Cancel |

m  Applications Displays the Select Application page, on which you can se-
lect the application you want to restore; and the Specify Recovery Options
page, on which you can select a destination for the restored application.

x

Getting Started Select application to recover,

Select Backup Date Applications:

Select Recovery Type

Microsoft SharePeint Foundation

Specify Recovery Opti...

Confirmation View Details |

Recovery Progress

™ Do not perform a roll-forward recovery of the application databases.

Because the latest backup version of the application was chosen for recovery, Windows
Server Backup will attempt to roll forward the application database by default. Select
the check box if you do not want Windows Server Backup to perform this task.

< Previous | Mext > I Recover Cancel
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8.

NOTE Windows Server Backup is capable of performing only full restores of the
system’s Microsoft Exchange Server and SharePoint Foundation data. For example,
you cannot select a particular Exchange Server mailbox for restoration.

m System state Displays the Select Location For System State Recovery
page, on which you can choose to restore the Active Directory database
to its original or an alternative location.

1.2 Recovery Wizard x|
1
. _\$ Select Location for System State Recovery

Getting Started
Select Backup Date

Where do you want to recover the system state of this Active Directory backup to?

& Original location

Select Recovery Type This option restores the system state. You must restart your computer at the end of
the recovery operation,

™ Perform an authoritative restore of Active Directory files.

This recovery option will reset all replicated content on this Domain Controller including
Recovery Progress SYSVOL. Other replicated folders on this server will also be affected by this recovery.

Canfirmation

" Alternate location
This option copies the system state as a set of files to the location specified.

I Erowse
I™| Restore =& Install From Media (IFM)) files

Select this checkbox if you are using the IFM feature to copy the system state files to
install an Active Directory datsbase.

< Previous | Mext = I Recover | Cancel |

Configure the required settings for the type of restore you intend to per-
form. If you selected the Files and folders option or the Applications op-

tion, use the controls on the Specify Recovery Options page to select the
destination for the restored elements and, if necessary, specify whether the
program should overwrite existing files with the same names. If you selected
the Volumes option, use the Destination volume drop-down lists on the Select
Volumes page to specify the destinations for the restored volumes.
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Recovery Wizard

x|
-+
\?g Specify Recovery Options
p
Getting Started —Recovery destination
Select Backup Date % Original location
Select Recovery Type W e e
Select Items to Recover
Erowse
St — When this wizard finds items in the backup that are already in the recovery destination ——
Pezuiary Prusrsi ¥ Create copies so that you have both versions
" Overwrite the existing versions with the recovered versions
" Do not recover the items that already exist on the recovery destination
Security settings
’7|7 Restore access control list (ACL) permissions to the file or folder being recovered
< Previous | Mext > I Fecover Cancel
9. Click Next. The Confirmation page appears.
1= Recovery Wizard x|

’\
. _\$ Confirmation

EeimEeE From backup: 12{27/2010 12:00 PM
Select Backup Date Recovery items:
Select Recovery T C:\jnetpub \AdminScripts
bl C:linetpublcusterr
Select Items to Recover C:ilinetpubthistory

C:linetpubVogs
C:\inetpubimailroot
C:\inetpubitemp
C:\inetpubfwwwroot

Spedify Recovery Opti...

Recovery Progress

Recovery destination:  C:\Users\Administrator\Documents
Recovery option: Create copies of recovered files
Security settings: Recover

<Previous| Mext > | Recover I Cancel |

10. Click Recover. The Recovery Progress page appears, as the wizard restores the

items you selected and places them in your specified destination.
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1= Recovery Wizard x|

-+
|
A Recovery Progress
=
Getting Started File recovery progress:
Select Backup Date Status: Completed.
Select Recovery Type
Select Items to Recover Recovery details:
Spedfy Recovery Opti, .. Teoe |
St Item | Destination | Status | Data transferred | -
_ Cinetpub\,.. C:\Jsers\Administ... Completed. 118 KB of 118 KB
Ctinetpubl... C:\Users\Administ... Completed. 76 KB of 76 KB
Ci\inetpubl... C:\Users\Administ... Completed. 4,18 MB of 4. 18 MB
Ciinetpub... C:YJsers\Administ... Completed. 547,38 MB of 547....
Ctinetpubl... C:\Users\Administ... Completed, 0 KB of DKB ;I

To dose the wizard, dick Close — the recovery operation will continue to run in the
background. To view the progress of this operation, open the backup in progress message
from the Windows Server Backup console.

< Previous | MNext = | Close I Cancel |

11. Click Close. The wizard closes and a File Recovery message appears in the
Windows Server Backup Console.

Recovering an Entire System

Because your backup job includes the system volume by default, along with the sys-
tem recovery elements, you can recover an entire server if the internal hard disk or
the computer containing it is lost or destroyed. Because all the system data, includ-
ing the boot files, has been lost, you must start the computer using your Windows
SBS 2011 installation disk. However, you do not have to perform a complete reinstal-
lation of the operating system. Your Windows SBS 2011 disk includes the Windows
Recovery Environment (RE), a bare-bones version of the operating system that pro-
vides you with tools you can use to diagnose and repair system problems, as well as
the ability to perform a full restore from a backup located on an external hard drive.

To perform a complete restore of your primary server, do the following:

1. Start your computer and insert the Windows SBS 2011 installation disk into
the DVD-ROM drive.

2. |If necessary, press a key to boot from the DVD rather than the internal hard
disk. The Install Windows page appears.
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nstall Windows

erver2011

Language to install
A LR R E ) English (United States) ' y

Enter your language and other preferences and click "Next" to continue.

Copyright © 2009 Micrasoft Corporation. Al rights reserved.

3. Select the appropriate language, time, currency, and keyboard or input
method values and then click Next. The Install Now page appears.

nstall Windows =100 =]

. Windows Small Busini rver 2011
Standard .

Install now

What to know before installing Windows

Repair your computer

Copyright © 2009 Microsoft Corporation. All ights reserved.

4. Click Repair your computer. The System Recovery Options Wizard appears.
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x

{*  Use recovery tools that can help fix problems starting Windows.
Select an operating system to repair.

If your operating system isn't listed, dick Load Drivers and then
install drivers for your hard disks.

Operating System
Windows Server 2008 R2

Partition Size
153497 MB

Location
{F:) Local Disk

¢ Restore your computer using a system image that you created
earlier,

Load Drivers | Next > I

NOTE If your computer needs special drivers to access the hard disk drives,
click Load drivers and insert a flash drive or other medium containing the driver
installation files.

5. Select Microsoft Windows Server 2008 R2 and click Next. The Choose A Recovery
Tool page appears.

g System Recovery Options x|
Choose a recovery tool
Operating system: Windows Server 2008 R2 on (F:) Local Disk

&ystem Image Recovery

Recover your computer using a system image you created earlier

Windows Memory Diagnostic

Check your computer for memary hardware erraors

Command Prompt

Open a cammand prompt window

Shut Down | Restart |

6. Click System image recovery. The Re-Image Your Computer Wizard appears,
displaying the Select A System Image Backup page.
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B
Select a system image backup

This computer will be restored using the system image.
Everything on this computer will be replaced with the
information in the system image.

(% Use the latest avallable system image{recommended)

Location: IEackup Drive 2 ()

Dateandtine:  [12/27/2010 9:00:45 AM (GMT-8:00)

Computer: I SBS7

o Select a system image

= Back

Cancel |

7. Confirm that the system has located the most recent backup on your drive

and click Next. The Choose Additional Restore Options page appears.

8 Re-image your computer x|

»
Choose additional restore options

u;"v‘ )

Select this to delete any existing partitons and reformat all disks Exclude digks. .. |
on this computer to match the layout of the system image.

If you're unable to select an option above, instaling the drivers Tem lioes |
for the disks you are restoring to might solve the problem. =

Advanced... |

< Back I Next > I Cancel |

8. Select the Format and repartition disks check box. If necessary, click Exclude

disks and select any drives that you want to exclude from the restore. Then
click Next. An Untitled Summary page appears.
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10.

11.

8 Re-image your computer x|

Your computer will be restored from the following system

image:

Date and time: 9:00:45 AM (GMT-8:00]]
Computer: 5852

Drives to restore: \\?Wolume{17b0b9ac-05d2-11e0-

< Back I Finish I Cancel |

Click Finish. A Re-Image Your Computer message box appears, prompting
you to confirm your actions.

Click Yes. A progress indicator appears, displaying the progress of the restore.

Re-image your computer il

Windows is restoring your computer from the system image. This might take
from a few minutes to a few hours.

L]

Restoring disk {C:)...

When the restore is finished, a Do You Want To Restart Your Computer Now?
message box appears, offering you the ability to abort the default 60-second
restart interval.

Remove the Windows SBS 2011 installation disk from the DVD-ROM drive
and click Restart now. The computer restarts and boots from the newly re-
stored system drive.
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Managing Windows SBS 2011

= Accessing Remote Computers 385
= Using Server Manager 396
= Using Windows Server 2008 R2 Tools 407

he Windows SBS Console enables you to manage many of the most important

elements of Windows Small Business Server (SBS) 2011, but it does not do ev-
erything. A Windows SBS administrator must use the other tools supplied with the
operating system in many situations. This chapter covers some of these tools and
the tasks commonly associated with them.

Accessing Remote Computers

Depending on the layout of the network, it might be difficult, or even impossible,
for administrators to physically access the computers they need to manage. Servers
might be stored in a locked closet or even located in a branch office. Windows
SBS 2011 includes a number of tools that enable administrators to access remote
computers, as described in the following sections.

Using Remote Desktop

Remote Desktop is a client/server application that enables a user on one computer
to log on to another computer and perform virtually any task possible from the
local console. The Remote Desktop server capability is built into most Windows
operating systems, and any Windows computer can run a Remote Desktop client
program.

NOTE All the business-oriented versions of Windows operating systems include
Remote Desktop server capabilities, including Windows 7 Professional, Windows
Vista Business, and Windows XP Professional. The Home-based operating systems
in the Windows 7, Windows Vista, and Windows XP lines do not include the server
capability, but they do have a Remote Desktop client.
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As the name implies, the Remote Desktop client functions strictly as a terminal
that controls the activities of the server from a distance. The client computer runs
a program called Remote Desktop Connection (RDC), which sends keystrokes and
mouse commands to the server and receives output in the form of display elements.
When you log on to a computer using Remote Desktop and start an application, the
application actually runs on the server using the server’s processor, memory, and
other resources. In the same way, configuring system settings with Remote Desktop
means that you are reconfiguring the server, not the client.

Remote Desktop is a limited version of Remote Desktop Services, a Windows
Server role that enables multiple users to access applications running on a server
instead of installing them on a local drive. Remote Desktop Services requires the
purchase of additional Client Access Licenses (CALs) and cannot run on a Windows
SBS 2011 primary server, but the Remote Desktop version is operable on all servers
without additional licensing, although it is limited to two connections.

NOTE To use Remote Desktop Services on a computer running Windows Server
2008 R2, you must install the Remote Desktop Services role, but the Remote Desktop
server capabilities are available by default, even on computers that do not have the role
installed. This means that you can connect to your Windows SBS 2011 primary server
using Remote Desktop, even though you have not installed (and should not install) the
Remote Desktop Services role.

To administer a computer running Windows SBS 2011 or Windows Server 2008
R2 using Remote Desktop, you must complete two tasks:

= Enable Remote Desktop on the server.

= Establish a connection between the client and the server.

Enabling Remote Desktop

By default, computers running Windows Server 2008 R2 have their Remote Desktop
server functions disabled. This is to prevent access by unauthorized users before all
the computer’s security precautions are in place. However, because the Windows
SBS 2011 installation process secures the computer, the setup program enables
Remote Desktop on the primary server. To enable Remote Desktop manually on a
server running Windows Server 2008 R2, use this procedure:

1. Logon to your server, using an account with network Administrator privi-
leges. The Initial Configuration Tasks window appears.
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=10l |

Windows Server 2008 2
Standard

ﬁ Perform the folowing tasks to configure this server

z . . | Specifing computer |—
&) Provide Computer Information o
?134 Activate Windows Product ID: Mot activated
7
= Get time zone Time Zone: [UTC-05:00) Eastem Time [US & Canada]
*5‘ Canfigure networking Local Area Connection:  |Pv4 address assianed by DHCP, IPvG enabled
,‘& Provide computer name and  Full Computer Name: SE524 adatumn local
domarn Domain: adatum. local
. -] Updat ind
Update This Server ot et
Enable automatic updating Updates: Check for updates only, using a managed updating
0 and feedback SEMVICE
Feedback: “Windaws Errar Reporting aoff
Mat participating in Customer Experience Improvement
Prograrn

E Dowrload and install updates  Checked for Updates:  Todap at 822 &M
-
Installed Updates: Mever

™ Do not show this window at logon Close

In the Customize this server section, click Enable Remote Desktop. The System
Properties sheet appears.

x
.Computer Namel Hardwarel Advanced Remote |

i~ Remote Assistance

™| &llow Femote Assistance connections to iz cormputer

Ldyanced

~ Remote Desktop
Click an option, and then specify who can connect, f needed.
* Dont allow connections to this computer

£~ Alow connections from computers running arty version of
Remote Desktop (less secure)

£~ Mlow connections only from computers running Remote
Desktop with Network Level Authentication {more secure)

Help me choose Select Users
oK | Cancel | ol |
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6.

388

TIP If the server is a domain controller, the Server Manager Console appears
instead, and you can open the System Properties sheet by clicking Configure Remote
Desktop in the server summary section of the Server Manager Console.

In the Remote Desktop section, select the Allow connections from computers
running any version of Remote Desktop (less secure). A Remote Desktop
message box appears, informing you that the system will open a firewall
exception for Remote Desktop communications.

Click OK. Then click Select users. The Remote Desktop Users dialog box
appears.

2]

The users listed below can connect to this computer, and any members of
the Administrators group can connect even if they are not listed.

Administrator already has access.

Add.. Remove |

To create new user accounts or add users to other groups, go to Control
Panel and open User Accounts.

oK | Canca |

Click Add. The Select Users dialog box appears.

20

Select this object type:

IUsers or Builtin security principals Object Types...

From this location:
|SBSZA Locations...

Enter the object names to select (examples):

[ Check Names

Advanced.. Cancel |,
2

In the Enter the object names to select text box, type the names of the user
accounts and groups to which you want to grant Remote Desktop access,
and then click OK. The users and groups you specify appear in the Remote
Desktop Users dialog box.

NOTE The Remote Desktop Users dialog box adds the objects you specify to the
Remote Desktop Users local group on the server, which enables them to access
the server from a remote location. Administrators have Remote Desktop access
by default; you do not have to add them to the Remote Desktop Users group.
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7.
8.

Click OK to close the Remote Desktop Users dialog box.
Click OK to close the System Properties sheet.

Using the Remote Desktop Connection Client

Once you have enabled Remote Desktop on the computer that functions as the serv-
er, you can run the Remote Desktop Connection program on the client and establish a
connection to it, using these steps:

1.
2.

3.

4.

Log on to a Windows 7 workstation using a domain user account.

Click Start. Then click All Programs > Accessories > Remote Desktop Connec-
tion. The Remote Desktop Connection dialog box appears.

| Remote Desktop
“>¢ Connection

Computer: [E=ample: computer. tabrikam.com -
User name:  Mone specified

The computer name field is blank. Enter a full remote computer
name.

(x) Optio...

B Remote Desktop Connection EI =] \EI

In the Computer text box, type the name or IP address of the computer to

which you want to connect.
Click Options. The dialog box expands.

% Remote Desktop Connection EI = @

| Remote Desktop
“>¢) Connection

General | Display | Local Resources I Programs I E xperience I Advanced

Logon settings
HL. Enter the name of the remate computer.
=

Computer: Erample: computer.fabrilam, com -
User name:

The computer name field iz blank, Enter a full remate computer
name.

Conneclion settings

Save the current connection settings to an RDP file or open a
saved connection.

[ Save ] [ Savehs.. ] [ Open... ]
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5. Click the Display tab.

% Remote Desktop Connection EI = @

| Remote Desktop
Connection

| General| Display | Local Resources I Frograms I Experience | &dvanced

Display configuration

Chooze the size of your remote desktop. Drag the slider all the
way to the right to use the full screen.

Small

Full Screen

Use all rmy manitars for the remote session

Colors
. Chooze the color depth of the remote session.

[Highest Gualty (32 bij -

Display the connection bar when | use the full screen

6. Adjust the Remote Desktop size slider to a value smaller than that of your
current screen resolution.
7. Click Connect. A Windows Security dialog box appears.

Windows Security @

Enter your credentials
These credentials will be used to connect to shs2,

[l ADaTUMRobinYoung

| Passwurd |

I 1l
||:“ Use another account

[ Remember my credentials

Capcel

8. Inthe User name and password text boxes, type the credentials for an ac-
count that has Remote Desktop connection privileges on the server and click
OK. A Remote Desktop window appears, containing the server’s desktop.
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I

At this point, any activity you perform within the Remote Desktop window is
taking place on the remote computer, using that computer’s resources. The RDC
client program uses the Remote Desktop Protocol (RDP) to send your keystrokes
and mouse movements to the server and receive the screen display elements that
appear on your monitor. Closing the Remote Desktop window disconnects the client
from the server.

Using Microsoft Management Console

Microsoft Management Console (MMC) is the primary administration tool for
Windows computers. The MMC program is a shell application that can load indi-
vidual components called snap-ins. Many of the administration tools in the Windows
server and workstation operating systems take the form of MMC snap-ins. For
example, most of the shortcuts you see when you open the Administrative Tools
program group on a computer running Windows Server 2008 R2 are preconfigured
MMC consoles that contain one or more snap-ins.

One of the primary advantages of the MMC environment is the ability to direct
a snap-in to another computer on the network, enabling you to administer its
properties from a remote location. Many MMC consoles that connect to the local
system have a default Connect to another computer menu item that, when clicked,
displays a dialog box like the one shown in Figure 13-1, which you can use to browse
to another system on the network.
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Select Computer x|
Select the computer you want to view event logs on

" Local computer (the computer this console is running on)

& Ancther computer: Il Browse... |
[™ Connect as another user: <none> Sef User.,., |

0K I Cancel |

FIGURE 13-1 The Select Computer dialog box, which enables you to direct an MMC to another
computer on the network.

The ability to do this depends on the nature of the snap-in and the configuration
of the console. For example, the snap-ins that you use to administer Active Directory
Domain Services (AD DS), such as the Active Directory Users And Computers Console,
connect to the local domain by default. However, you can point the snap-in to
another domain on a network that has one, or point it to a specific domain controller
in the current domain using the Change Directory Server dialog box, shown in
Figure 13-2.

(Change Directory Server x|

Currert Directory Server:

Change to:
& Any wiitable Domain Controller
" This Domain Controller or AD LDS instance

Name | Site | DC Type | DC Version I Status
=Type a Directory Server name[:port] here>
5B52 adatum Jocal Default-First-Ste-Name  GC W2K8 R2  Online

I Save this setting for the cument console

0K I Cancel Help

FIGURE 13-2 The Change Directory Server dialog box, which enables you to direct an AD DS Console
to a specific domain controller.

392 Managing Windows SBS 2011
www.it-ebooks.info


http://www.it-ebooks.info

TIP

If you want to administer a role on a remote server from a computer that is not

running that role, you can install the required snap-in using the Remote Server Admin-
istration Tools feature in the Server Manager Console.

Another powerful feature in MMC is the ability to load multiple snap-ins and
create a console that performs a variety of functions. The Computer Management

Console, shown in Figure 13-3, is an example of a single console that contains many
snap-ins, all pointed at the local computer.

File Acton View Help

£3 computer Management

=10l x|

e == HE

-3l Computer Manag
=l {f} System Tools
(®) Task Scheduler
2] Event viewer
22| Shared Folders
() Performance
= Device Manager
= g Storage
=f Disk Management
j:;j Services and Applications

MName

TisServices and Applications

I —

!
Iru System Tools Computer Management (L... &
Z8storage

More Actions

»

FIGURE 13-3 The Computer Management Console.

In addition to using the preconfigured consoles supplied with the operating
system, you can create your own customized MMCs that contain any combina-
tion of snap-ins you want. Your custom consoles can contain a variety of snap-ins
pointed at the same computer or multiple instances of the same snap-in pointed
at different computers. For example, you can create a console containing an in-
stance of the Event Viewer snap-in for each computer on your network, so you can
examine all the network’s system logs using one tool, as shown in Figure 13-4.
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= Consolel - [Console Root] =10l x|

E File Action View Favorites Window Help |;|i|5|

e ==HE

[l corsole oot hame | ===
= {2] Event Viewer (Local) 2/ Event Viewer (Local) Console Root -
" Custom Views {2 Event Viewer (SBS2A.ADATUM.LO. ..
2 Windows Logs Mare Actions »

) Applications and Services L
_a Subscriptions
= E Event Viewer (SBS2A. ADATUM
[ Custom Views
[y Windows Logs
|1 Applications and Services L

Il — [
\ | |

FIGURE 13-4 A custom MMC Console containing three instances of the Event Viewer snap-in.

TIP By default, Windows Firewall blocks the ports that most MMC snap-ins use to
communicate with other computers on the network. You might have to open the
Remote Service Management firewall exception before you can direct a snap-in to
another computer.

To create a custom MMC Console on a computer running Windows SBS 2011 or
Windows Server 2008 R2, take the following steps:

1. Logon to the server using a domain account with administrative privileges.

2. Click Start, and then click Run. The Run dialog box appears.

3. Inthe Open text box, type mmc and click OK. When the User Account
Control dialog box appears, click Continue. A blank MMC Console appears.
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o x|

File Action View Favorites Window Help |_|51|

[ coso woct Nare I [Actions
There are no items to show in this view. Console Root -

More Actions »

4. Click File > Add/Remove Snap-In. The Add Or Remove Snap-Ins dialog box
appears.

Add or Remove Snap-ins x|

You can select snap-ins for this console from those available on your computer and configure the selected set of snap-ins. For
extensible snap-ins, you can configure which extensions are enabled.

Available snap-ins: Selected snap-ins:

Vendor - [ Console Roat Ecit Extensions... |

Microsoft Cor

[ Active Directory Site... Microsoft Cor..., Remoye |

: Active Directory Use... Microsoft Cor...
] ActiveX Control Microsoft Cor... Mave U |
[Z ADsI Edit Microsoft Cor...

Authorizah‘on Manager Microsoft Cor... [Mave Doy |
] Certificate Templates  Microsoft Cor... Add >

L) Certificates Microsoft Cor...
iﬂ Certification Authority  Microsoft Cor...
= Component Services  Microsoft Cor...
#Compuber Managem... Microsoft Cor...
[ petails Templates Ed... Microsoft Cor...
énewce Manager Microsoft Cor...

T pHce Microsoft Cor... ™ &I
Description:

You can use the Active Directory Domains and Trusts snap-in to manage Active Directory domains and trusts.

oo
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In the Available snap-ins list, select the snap-in you want to add to the con-

sole and click Add.

Depending on the snap-in, a dialog box might appear, prompting you to
select the computer or user account you want to manage. The snap-in then
appears in the Selected snap-ins list.

Repeat step 5 to select additional snap-ins for the console (if desired) and

click OK. The snap-ins appear in the console.

= Consolel - [Console Root]

File  Action View Favorites Window Help

=loix
[ISETES

Iéaalljl

1
B ] Active Directory Users and Con
| saved Queries
5 adatum.local
=] _5 Active Directory Domains and T
i adatum.local
B ¢ oHep
5 sbs2.adatum.local
B & ons
o sesz
B &, Group Policy Management
= _ﬁ Forest: adatum.local
=5 Domains
3 Sites
st Group Policy Modeling
+) Group Policy Results

N — i

Name

| Actions

: Active Directory Users and Compu.,..
%Amve Directory Domains and Tru...
% pHep

2 ons

_%Gruup Policy Management

»

More Actions

Click File > Save As. The Save as combo box appears.

Type a name for the console and click Save. MMC adds the new console to
the Administrative Tools program group.

Using Server Manager

Windows SBS 2011 and Windows Server 2008 R2 use elements called roles and
features to implement their various applications and services. During the installation
of a Windows SBS 2011 primary server, the setup program adds a number of roles

and features by default. The default Windows Server 2008 R2 installation includes

no roles or features, however. The primary tool that Windows SBS 2011 and Windows
Server 2008 R2 administrators use to install, remove, and manage roles and features
is called Server Manager, shown in Figure 13-5.
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E., Server Manager - (ol x|
Fie Acon View Help ‘
== =] |
E r Mana Server Manager (SBS2)
5 Roles .-
(il Features
S Diagrostics Ss; Povee of the status of this server, perform top management tasks, and add or remove server roles
i} configuration L '
{23 storage =
) Server Summary Server Summary Help j
~! Computer Information A Activate Windows
1
Full Computer Name:  SBS2.adatum.local 1% Change System Properties
& view Network Comnections
Donac adatum.local my Configure Remote Desktop
Local Area 10.0.0.2, IPv6 enabled s, Configure Server Manager Remate
Connecton: Management
Remote Desktop: Enabled
Server Manager Enabled
Remote
Management:
Product ID: Not activated
¥ Do not show me this consale at logan =
£} LastRefresh: Today at 6:15AM Configure refresh

FIGURE 13-5 The Server Manager Console.

Server Manager is an MMC console that provides access to a variety of snap-ins,
system configuration controls, and diagnostic tools. In addition, Server Manager
includes wizards that enable you to install and remove roles and features. When you
install a role that includes its own administration snap-ins, Server Manager, in most
cases, provides access to those snap-ins.

Managing Roles

When you open the Server Manager Console on your Windows SBS 2011 primary
server and expand the Roles node, the Scope (left) pane contains all the roles that
the setup program added during the operating system installation, as shown in

Figure 13-6. The Detail (right) pane contains a section for each role that displays its
status.
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B > Roles

¢ DHCP Server

(% Role Status

Messages: 1
System Services: 9 Running, 1 Stopped
(i) Events: 7informational in the last 24 hours

Best Practices Analyzer: To start a Best Practices Analyzer
scan, go to the Best Practices Analyzer tile on this role's
homepage and dick Scan this Role

(~) Role Services: 1installed

Role Service [ Status |
Active Directory Domain Controller Installed
Identity Management fior UNIX Not installed
Server for Network Information Services Mot installed
Password Synchronization Not installed
Administration Tools Not installed
a _>| £} LastRefresh: Today at 2:07 AM Configure refresh

Active Directory Domain Se ig View the health of the roles installed on your server and add or remove roles and features.

DNS Server (~] Active Directory Domain Services [ 2005 Hebp A
- File Services
Network Policy and Access Stores directory data and manages communication between users and domains, induding user logon processes,
authentication, and directory searches.

Go to Active Directory Domain
Services

54 Add Role Services

=
5 Remove Role Services

FIGURE 13-6 The Roles node in the Server Manager Console.

When you select one of the installed roles, the Scope
detailed status display that contains some or all of the fol

pane contains a more
lowing items:

= Events Contains a list of the events pertaining to the role from the last
24 hours, derived from the Windows logs and linking to the Event Viewer

Console.

processes, suthenticstion, and drectory sesrches.

~
=
- Summary

=1 () Ewents: 7 informatonal i the last 25 hours

o L users

g wser logon

[ 6o o Event Viewer

“F Number of events 7

B} riter pvents

[ Eventm [ Date srnd Tee

Properties

E
001
ol
700 1432010 1:14:47 PM
1917 12/31/2010 12:06:15 P
2001 12/31/2010 12:01:04 PM

01 112011 1:14:51 AM
am

| »

[=) ricde Al Events

4| | 3 Last sefresh: Today at 2:08 48 Canfgure refresh
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= System services Contains a list of the services associated with the role,
and enables you to stop, start, and configure them, just as you can from the
Services Console.

Roeveemanager =10/

Fle Action  View Help

s}
EER e oo ]
= B Roles
Active Directory Certficate
- bty @ Stores drectory data and bt whers and dormsin, g wier bogin
§f BevRENe-tocy - processes, suthentiostion, and drectory searches.
Appkcation Server F- L
DHCP Server =
= DS Server
- Su
B G5 Fle Services i A
Bt Network Polcy snd Access |~ —
ﬂgw:bs ms) ») (1) [Twents: |7 nformatonal in the last 25 hours [ 6o to Event Viewer
Sy, Wirdows Server Lpdate Se
Featres A system Serdces: G Runnng, 1 Siapped % Go o Sendces
B {m Disurmstis = =1 | 5 preter
1# gfff Configuration Display Hame [ [ = enoes
‘T‘ﬂswme 1% Active Directory Domain Sensces nide Runni [
(4. DFS Narmespace dfs Runni P s
i DFS Regbcation dise Runni I oo
i Distributed Link Trading Chent.  trkwis Stopx
4, Fie Regication Service nths Runci
] Intersite Messagng Ismasry Runni
o o isinn acses L :];I
a 3
C Bon:
AD DS Domain Controller service. If this servioe ts stopped, users wil
e unable o kg on bo e network, 17 s service & deabled, any
services that exphdtly depend on it wil fal to start.
=
1l ] ]| ¥ Lastnetresh: Today at 12:06 P Configure refresh
[ [

= Best practices analyzer (BPA) For some roles, by initiating a BPA analysis,
Windows Server 2008 R2 compares the role’s current configuration to a set
of predefined rules specifying its recommended parameters. Any failures to
meet the recommendations appear as noncompliance warnings.

Roeveemanager =10/

Fle Action  View Help
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3 DHCP Server =
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Web Serves {I5) (1) Events: &infarmasenal i the last 24 haurs [ Go to Event viewer
S Windows Server Update Se
Features =) System Services: 9 Running, 1 Stopped o Go to Services
Diagrostics
d. ;[11 Configrabon § roncomgilant; 0 enchaded; 32 -
& 4 Storage +) Best Practices Analyzer: complant Last Scan: 1/1/2011 ol T Role
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Severity | Tite [ propertes
Mowarmng Al domains should have at least two funcaning « i3 Copy Result Propertiec
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NOTE The rules that the Best practices analyzer uses for its analysis are those for
a standard Windows Server 2008 R2 installation; they are not specific to Windows
SBS 2011. The default Windows SBS server configuration is therefore not compli-
ant with all the recommended best practices.

= Role services Contains a list of the role’s subcomponents, and specifies

which ones are currently installed. You can also add or remove role services
using wizards.

oenermanagee =lox
Fle  Action  View Help
w8 |
e |
= B Roles
= T Active Drectory Certficate
= B ot Domain 5 @« deectory data and bt umers aved domas, iy e hogen
E Directory St Proceme ‘thertication, end drechory sesrches.
- Summary
B
i I metwork Polcy and Access = —
= 0 Web Server (15) ) (1) Ewents: & infarmatenal i the last 24 haurs B3 Go to Event iewer
B 3 Windows Server Lipdate Se.
Features ! System Services: 9 Running, 1 Stopped 4 Go o Services
m Disgrontis
# gffl Configuranon o~ - To start a Best Practives Anal = .
® P4 Skroe [Best Practives Analyzer: | 257 § 22000 i Scan This Role
* Role Services: 1instaled _{ﬁ Add Riole Services
- e T 22 Remove Role Sarvices
Active Direclory Domain Conlroler
Identity Management for LD Mot instaled
Server for Metwork Information Senices Mot nstalied
Passward Synchronzaben Mt rstaled
Administraton Tooks ot installed
Drescription:
Active Dirgctory Domain Controller enables a server to store
dlrululr dala aud manages cemmunication belw:m users and
Togun d
auedmmrdus
=
4| | ;l 3 Lastiefresh: Today at 1409 PM  Configuee refresh

Advanced tools For roles with a large number of additional consoles or
command prompt utilities, this section contains links to those tools and
descriptions of their functions.
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Resources and support Contains links to help files, Web resources, best
practices, and recommended procedures.
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In addition to these resources, Server Manager incorporates many of the MMC
snap-ins associated with a role into the console. When you expand a role in the
Scope pane, the snap-ins appear underneath, as shown in Figure 13-7.

E, Server Manager ;Iglﬁl
File Action View Help

G EEE

EN Server Manager (5852) ISl sBSComputers 2 objects [Filter Activated] | Actions
= & Roles
= & Active Directory Domain Services o CLI3 Computer More Actions »
= ] Active Directory Users and Computers [ 585 | | P CLT% Computer
Bl 5 adatum.local
| Builtn

2| Microsoft Exchange Security Groups
) (2] MyBusiness
= 3 Computers
Fal omputers
3 SBSServers
5 Distribution Groups
o Security Groups
57 Users
| Users
[ Active Directory Sites and Services =
TR _—

FIGURE 13-7 The Active Directory Users and Computers snap-in, incorporated into the Server
Manager Console.

NOTE The Server Manager Console does not necessarily provide access to all the
snap-ins associated with a particular role. You might find additional consoles in the

Administrative Tools program group and others that are accessible only by adding
them to a custom MMC.

Adding Roles and Features
Windows SBS 2011 primary servers run a large number of roles by default, and
administrators should be cautious about installing additional ones. However, if you
have additional computers running Windows Server 2008 R2 on your network,
you will most likely have to install some roles on it yourself. To install a role with the
Server Manager Console, use the following procedure:

1. Log on to the server using a domain account with administrative privileges.

2. Click Start. Then click Administrative Tools > Server Manager. The Server
Manager Console appears.

3. Select the Roles node.

4. Inthe Detail pane, click Add roles. The Add Roles Wizard appears, displaying
the Before You Begin page.
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Add Roles Wizard

ﬁg}i’ Before You Begin

This wizard helps you install roles on this server. You determine which roles to install based on the tasks you

server Roles want this server to perform, such as sharing documents or hosting a Web site.
Confirmation Before you continue, verify that:

Progress  The Administrater account has a strong password

Results « Network settings, such as static IP addresses, are configured

« The latest security updates from Windows Update are installed

If you have to complete any of the preceding steps, cancel the wizard, complete the steps, and then run the
wizard again.

To continue, dick Next.

I™ Skip this page by default

oo |[ nexts> | e Cancel

5. Click Next. The Select Server Roles page appears.

Add Roles Wizard x|

Select Server Roles

Before You Begin Select one or more roles ta instal an this server.
Roles: Description:

Active Directory Certificate Services
AD CS) s used ko creake certification

Confirmation

Progress L] Active Dirsctory Domain Services autharities and related role services
Rssults [] Active Directory Federation Services that allow yau ta issue and manage
[T Active Directory Lightweight Directory Services certificates used in a variety of
[] Active Directory Rights Management Services applications,

[] application Server

[] DHCP Server

[] DMS Server

[] Fax Server

[ File Services

[] Hyper-v

[] Metwork Policy and Access Services
[] Print and Document Services

[] remote Deskkop Services

[ web Server (1IS)

[] windows Deployment Sarvices
[] Windows Server Update Services

More about server roles

<previous | mexs | wsal | cancel |

6. Select the check box for the role you want to install and click Next. An Intro-
duction page appears.
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Add Roles

ard

Remote Desktop Services

Before You Begin Introduction to Remote Desktop Services

Server Roles Remote Desktop Services, Formerly Terminal Services, provides technologies that enable users o access
windows-based programs that are installed on an RD Session Host server, access the Full Windows desktop of
3N RD Session Host server, or access 3 wirtual machine, with Remate Desktop Services, users can access an RD
Session Host server or virtual machine from within your corporate network or from the Internet.

Role Services

Confirmation Things to Note

i/ To allow remote connections for administrative purposes only, you do not have to install Remote Desktop

Progress Session Host. Instead, ensure that the Remate Desktop setting is enabled.

Results
Additional Information

Overview of Remote Deskkop Services

<previos |[ met> | el | concel |

Click Next. For roles that include role services, the Select Role Services page
appears, like the one shown here.

Add Roles

ard

Select Role Services

Before You Begin Selet the rols services ta install for Remote Desktop Services:
Server Roles Role services: Description:

Remote Desktop Session Host (RD
Session Host), Formerly Terminal

Server, enables a server to host

Remote Deskiop Services

Remote Deskkop Virtualization Host

]

O
Corfirmation L Remote Desktop Licensing Windaws-based programs or the Ful

[] Remote Desktop Connection Broker Windows desktop. Users can connect
Progress [[] remote Desktop Gateway to an RD Session Host server o run
Results [[] Remote Desktop Web Access f;gg;:;“:sﬂ ;:‘;ﬁ;'e;a‘rj;‘: use network

More about role services

< Previous I ezt > Inista(! Cancel
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8. Select the check boxes for the role services you want to install.

Many roles and role services depend on other roles or features to function.
For example, the Remote Desktop Web Access role service in the Remote
Desktop Services role requires a web server, so an Add Role Services And
Features Required For Remote Desktop Web Access dialog box appears,
listing the dependent modules and offering to install them for you. Click
Add required role services to select the dependent modules.

Add Roles Wizard x|

Add role services and features required for Remote Desktop Web
“Y=| Access?

*f'ou cannot install Remote Desklop ‘Web Access unless the required rale services and features are alsa

installed.
Rale Services: Description:
=1 Web Server [II5) ‘wheb Server [I15] provides a reliable,
‘wish Server manageable, and scalable Wweb application

infrastructure.
M anagement Toolz

[=1 Remate Server Administration Tools
Fole Administration Tools

Add Required Raole Services I Cancel |

w'hy are these role services and features required? y
“

9. Click Next. The next role-specific page appears.

In most cases, the roles and role services you select for installation add
pages to the wizard, like the one shown here, which you can use to configure
role-specific parameters. Dependent roles and features can add their own
configuration pages as well.

Add Roles Wizard x|

EE:E Specify Authentication Method for Remote Desktop Session Host

Before You Begin Wetwark Level Authentication is a new authentication method that enhances security by providing ussr

Server Roles authentication earlier in the connection process when a client connects to an RD Session Host server, With
Nebwork Level Authentication, user authentication occurs before a full Remote Desktop connection to the RD
Remate Desktop Services Session Host server is established.

Role Services
Specify whether Metwark Lewel Authentication is required,
Application Compatibility

Auith od ' Require Metwork Level Authentication

Only computers that are running both a version of Windows and a version of the Remate Desktop
Connection clisnt that supports Network Level Authentication can connect bo this RD Session Host server.
Wy Eraums If you are remotely connected to this server, ensure that your computer supports Network Level
Authentication to enable reconnection to this server,

Licensing Mode

Client Expetience:
weh Server (115) Do nok requirs Network Level Authentication

Computers that are running any version of the Remote Desktop Connection client can connect to this RD:
Role Services Session Host server.
Confirmation 49 This option isless secure than when Network Level Authentication is used because user

Progress % authentication occurs later in the connection process,

Results

More about Metwork Level duthentication and supported clients

< Previous et Insts Cancsl
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10.

11.

12.

406

Complete all the role-specific pages in the wizard and click Next. The Confirm
Installation Selections page appears, listing all the actions the wizard performs.

]
ﬁ Gonfirm Installation Selections
Einfors You
Bagh Ta install the Following rolec, role services, or features, dick Instal,
" warning, 3 informational mescages balow
1
Bemote Desktop Services @
Pgie Services (1) Thes server must be restarted after the nstallabon completes., =
Apphcation Compatibdty ~ Renvote Desktop Services
Auitheriication Method Remote Desktop Session Host
™ Mad A ou many need ta reanctall parshng appleations.
(i) IE Criarced Seouriby Contiguration wil be burned off
User Growms Aughenticaton mathod - D6 not requins. Network Lewed Authenticaton
Chent Experiones: Liereing mode : Configre boersig mode later
wih Server (115 Groups allowesd accass ¢ Ackministrators
. i ared video playbiack : Dissbiedd
Rl Survicos #udia recording redrection Disabiled
T | oo e Dot
RD Web Access
Froess Doef sk B0 Wiehs Aucess sibe © It HiSESZARDWeL
Resubs
“| Web Server {I15)
(i) Find out more about Windows System Flesource Manages (WSIM) and how it can help optmize
CPU s
Web Server |

Brint, e, gr save this aformation

e e |

concel |

Click Install. The wizard displays an Installation Progress page as it installs
and configures the selected modules. Then an Installation Results page ap-
pears, which might inform you that you must restart the server.

ﬁ Installation Results

Hefoe Yoo Bagn

Server Roles

Remote Desktop Services
Floke Services
Appkcation Compatibity
Aoithrertication Metlod
Licensing Mode
User Groups
Chent Experianes

with Server (115)
Role Services

Confirmation

Progress

One or mors of the fol 4

¥, 3 warming meccages belovw

rola carvices, of

=/ Renote Desktop Services /1. Restart Pending
Ji ou rrarsk reszant this sarves b Fresh the imstallation process.

+ Wels Server {115) 1 Restart Pending
4, You must rectart this cerver to finich the installstion process,

= Remote Server Administestion Tools 1. Restart Pending

A You st restart this server Lo firish U installation process,

Prink, s-med, or save b inshalation report

Click Close and restart the server, if necessary.
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Using Windows Server 2008 R2 Tools

Much of this book has been devoted to the administration and configuration tools
specific to Windows SBS 2011, and especially the Windows SBS Console. However,
Windows SBS 2011 is a superset of Windows Server 2008 R2 and includes all the
tools normally supplied with the operating system. While the Windows SBS Console
enables administrators to perform many of the basic functions required for everyday
network maintenance, it is typical for them to move on to the more powerful Windows
Server tools eventually. The following sections contain brief descriptions of the most
commonly used Windows Server 2008 R2 administration tools.

Using Active Directory Users and Computers

The Active Directory Users And Computers Console is the primary administration
tool for AD DS. The console provides access to all the objects in the AD DS hierarchy
and most of the attributes in each object. If you want to work with objects or at-
tributes that do not appear in the Windows SBS Console, Active Directory Users and
Computers provides a more comprehensive view.

MORE INFO For more information about AD DS objects and attributes, see the section
entitled “An Active Directory Primer” in Chapter 6, “Working with Users, Computers,
and Groups.”

Windows Server 2008 R2 installs the console on all domain controllers automati-
cally; to run it on a computer that is not a domain controller, you can install the
console using the Remote Server Administration Tools.

The Active Directory Users And Computers Console displays a hierarchical view
of the AD DS domain to which you are currently attached, as shown in Figure 13-8.
You can browse through the organizational units (OUs) in the domain to find and
manage existing objects or create new ones. Double-clicking an object opens its
Properties sheet, which, depending on the object type, can be simple or quite com-
plex, and which provides access to the object’s attributes.
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|21 sBSComputers
|2 5BSServers
(2 Distribution Groups
(2] Security Groups
(= (2] Users
|2 5BSUsers
| Users

0 Bl

B Active Directory Users and Computers — (ol x|
File Acton View Help
Ll 2] ol N=MIERENERN ? Mool K5 Wil Joi |
: Active Directory Users and Computers [SB! | Name I Type | Description |
[ saved Queries S Judy Lew User
= .fﬂ adatum.local 33 Mark Lee User Manage the server and th...
% Builtin 3_. Metwork Administrator User Has unrestricted system a...
[] Computers 2, robin Young User
[2] Domain Controllers 2. sesMonAcct User
= oo [-C
% ;urewgniesu.lrltyl?r:uuals‘s !3 SharePoint Farm Account User Account used by SharePoi. ..
=
% anaged Service Accoun . SA SharePoint Search Service Account User Account used by SharePoi...
2| Microsoft Exchange Security Groug 2
O ] MyBusiness %3 Standard User User Has access to shared fold...
= (3] Computers 3_. Standard User with administration links User Has Standard User permis...
!3 Windows 5B5 Internal Web site Account User Account used by SharePoi. ..

FIGURE 13-8 The Active Directory Users And Computers Console.

To display all the objects and attributes in an AD DS domain, you must select
View > Advanced Features in the console to display the interface shown in Figure 13-9.

B Active Directory Users and Computers =[Ol x|
File Action View Help
€5 Hm0Hd=HmdaEvE%
: Active Directory Users and Computers [SB! | Name | Type | Description |
[] Saved Queries [ Buitin builtinDomain
B & o [ Computers Container Default container for upar...
= Buitin |57 Domain Contrallers Organizational ...  Default container for dom...
% Comp.uters (| ForeignSecurityPrincipals Container Default container for secu. ..
% Domain Contraliers " [ LostandFound lostAndFound Default container for orph...
% Eor:fnds:mr:yl?nnnpa i [ Managed Service Accounts Container Default container for man...
3 ostAndFoun =
j Managed Service Accounts |2 Microsoft Exchange Security Groups Organizational ...
2 M\cros?oft Exchange Security Group (2] MyBusiness Organizational ...  Default organizational unit...
5] MyBusiness Ji Program Data Container Default location for storag...
5] Program Data 4‘ System Container Builtin system settings
] system ] Users Container Default container for upgr...
7] Users 4 Microsoft Exchange System Objects msExchSystem...
] Microsoft Exchange System Objeci NTDS Quotas msDS-QuotaCo...  Quota spedfications cont...
(] NTDS Quotas Infrastructure infrastructurel...
| Bl

FIGURE 13-9 The Advanced Features display of the Active Directory User And Computers Console.

Using Group Policy Management

Group Policy is one of the most powerful and useful administrative tools provided
with Windows SBS 2011 and Windows Server 2008 R2. Group Policy is essentially
a method for deploying Windows registry settings to large numbers of users or
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computers on a network. Windows SBS 2011 uses Group Policy settings to configure
several critical functions on your network workstations, including folder redirection,
Windows Firewall, and the Windows Update client.

The Group Policy Management Console, shown in Figure 13-10, enables you to
control the links between Group Policy objects (GPOs) and AD DS objects. GPOs
contain the actual Group Policy settings, and linking them to AD DS domain, site,
or OU objects deploys those settings to all the users and computers contained by
those objects.

| =lsix]

Group Policy Objects in adatum.local

|»

= 4 Forest: adatum hocal

= 3 Domans Conterts | Delegation |
S 3 adabimocal Name =~ | GPO Statue | WM Fitar [ Modfied | Owre
- R "I Defonk Domain Cortobors P, Brubied ™ 12120030, Domi
sl Update Services Chent Cumputens Polcy ] Defaut Domein Poley Ensbied [ 121272010 340... Doms
R M Sy Commin: SR R elcy ] Simal Puusiness Serves Folder | Ensbied Hore 121200030, Domy
] m‘ﬂ:ﬁf"&“""“” e L] Update Sonvicea Clert Comp... Enablod Hane 12132010640, Dome
2 Windons 585 User Pokcy L Updte Senvicas Commn Se., Ensbled Hare 1212201031, Domy
e s Coralrs ] Ut Services Server Com,.. Enstied Mo TZEVI0EL. Doy
N Miorcht B angs Sesiatt Oivese | Wiendows SHS Chect - Windo Ensbled Windows SHS (3 1212200030 Doms
MyBuness 1 Windews S Clert - Winds  Enabied Windows SES QI 1212201030, Dermy
=1 L Windows SBS Clert Pokcy  Enabled Hare 1212201031 Doms
T/ Defauit Domen Controlers Fobcy U Windows SBSCSE Pobey  Ensbied Widows SB5 0. 12127201031 Dom
1] Defit Domsin Pokcy [ Windows SUS User Poicy  Enabled Windows SHS (3 1212201055, Doms

1 small Business Server Foider Redrecton Pokc
| Undate Services Chent Computers Poicy

1) Update Senaces Common Settngs Folcy
| Update Services Server Computers Pobcy

15 Windows Sirs Chent - Windows 7 and Windaw
1 Windows 585 Chent - Windows 3P Pokcy

1 windows SIS Chent Pobcy
| Windows S8 CSE Poky

(1] Windices S5 User Pobcy

- [ WMI Fiters . _.lll | | i |

FIGURE 13-10 The Group Policy Management Console.

Windows SBS 2011 creates a number of GPOs for its own use, including the Default
Domain Policy and Default Domain Controllers Policy objects. Although you can
modify the settings in these GPOs for your own use, the best practice is to create
your own GPOs and link them to your domain or OU objects as needed. You can link
multiple GPOs to a single AD DS object, and the users and computers receiving the
settings apply them in the order you specify.

For example, by default Windows SBS 2011 links six different GPOs to your AD DS
domain, which are numbered 1 to 6 in the Group Policy Management Console, as
shown in Figure 13-11. Each user and computer in the domain applies the settings in
the number 6 GPO, Update Services Common Settings Policy, followed by the set-
tings in GPO number 5, number 4, and so forth. If two GPOs contain different values
for the same settings, the settings applied later overwrite the existing ones. This way,
the settings in the number 1 GPO, which the users and computers apply last, always
take precedence over those with higher numbers.
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E Group Policy Management

o x|
& File  Action View Window Help | & 5||
2 s el WE NN E RN ? Mo
=S E;gup Policy Management adatum.local
=] Forest: adatum.local
= [ Domans Linked Group Policy Objects |Emup Policy Inheritance | Delegation |
B # = ‘ | Link Order ~ | GPO | Enforced [ Link Enabled [ GPO St
efault Domain Policy 1 a8 Windows SBS User Policy Yes Yes Enablec
E%I ﬂ:i Seruees E';;”;E:!:;“:;: :‘I‘g 2 155 Windows 585 CSE Poliey Yes  Yes Enable
3 -/ Defaut Domain Pol N ¥i Enabl
=/ Update Services Server Computers Policy EEI e nm_am oex . © s abieq
72 Uindows 535 G policy - 4 1] Update Services Client Computers Policy  No Yes Enablec
i 5 #i/ Update Services Server Computers Folicy No Yes Enablec
{52, Windows 585 User Policy L " -
" Domain Conballers Z 3 a1/ Update Services Common Settings Policy  No Yes Enablec
|3 Microsoft Exchange Security Groups
|37 MyBusiness
[} Group Policy Objects
_1-’ WML Filters
(] Starter GPOs
[ Sites
58 Group Policy Modeling
[+) Group Policy Results
L | |

FIGURE 13-11 The GPOs linked to a Windows SBS 2011 domain.

To modify the settings in a GPO, or to create settings in a new GPO, you use
the Group Policy Management Editor Console, as shown in Figure 13-12. Each GPO
has separate settings for computers, which clients apply when the computer starts,
and users, which apply when a user logs on to the domain. Each of the hundreds of
settings has a dialog box that contains the controls you use to configure its value. In

many cases, settings have three possible values: enabled, which explicitly activates
the setting; disabled, which explicitly deactivates it; and undefined, which does
nothing to modify the setting’s existing value, if any.

File Action View Help

E Group Policy Management Editor

=101x|

= 2EX = H =

=/ Default Domain Policy [S852.ADATUM.LOCAL] Policy
[= {& Computer Configuration
=[] Policies
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Scripts {Startup/Shutdown)
rity s
)i Policy-hased QoS
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| Software Settings
= [ Windows Settings
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Security Settings
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Policy-based QoS
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-i:E’ Event Log

" Restricted Groups

[ System Services

[ARegistry

& File System
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Password and account lockout policies
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EventLlog
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FIGURE 13-12 The Group Policy Management Editor Console.
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Using DHCP

When you run the Connect To The Internet Wizard on your Windows SBS 2011 pri-
mary server, the wizard configures the Dynamic Host Configuration Protocol (DHCP)
server to provide Internet Protocol (IP) addresses and other Transmission Control
Protocol/Internet Protocol (TCP/IP) settings to the computers on your network. You
should not have to modify DHCP server settings manually unless you expand your
network by installing additional DHCP servers on other computers. If this is the
case, however, you can configure the DHCP Server service using the DHCP Console,
as shown in Figure 13-13.

=101

File Action View Help

€9 ?eld =B

? DHCP Client IP Address | Name | Lease Expiration
Bl & sbs2.adatum.local 1% 10.0.0.11 5B52A.adatum. local 1/8(2011 1:08:55 AM
B & Pvd %10.0.0.12 CLI3.adatum.local 1/8/2011 1:17:54 AM

5| Reservations
", Scope Options
3 Server Options
| Filters
B IPve

| |
FIGURE 13-13 The DHCP Console.

MORE INFO For more information on DHCP, see the section entitled “Connecting to
the Internet” in Chapter 4, “Getting Started.”

If your network includes remote sites with servers, you might want to configure
them to function as additional DHCP servers. To do this, you must install the DHCP
Server role using the Server Manager Console and create a scope using a different
IP subnet than the one on your primary server. You can create the scope using
the Add Roles Wizard in Server Manager or the New Scope Wizard in the DHCP
Console. You must also add scope options to configure other TCP/IP settings, such
as the Router and DNS Servers options, which provide your clients with their Default
Gateway and Preferred DNS Server values.

Using DNS Manager

Windows SBS 2011 installs the Domain Name System (DNS) service on your primary
server, as is required for AD DS, and automatically creates resource records for the
computers on your network. To modify existing resource records or create new
ones, you use the DNS Manager Console, as shown in Figure 13-14.

Managing Windows SBS 2011 411
www.it-ebooks.info


http://www.it-ebooks.info

=
File Action View Help
€9 2mRE d=Em & 0
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Hous Host (4) 10.0.0.12 12/29/2010 ¢
Hous Host (4) 10.0.0.14 12/13/2010 ¢
§: Companyweb Host (A) 10.0.0.2 static
%: Companyweb IPVE Host (AAAA) fe80:0000:0000:0000:6cf2:... static
= connect Hast (A) 10.0,0.2 static
E connect IPvE Host (AAAA) fe80:0000:0000:0000:6cf2:.., static
Hshs2 Host (A) 10.0.0.2 static
E]sBsaa Host (A) 10.0.0.11 12/29/2010 ¢
£ sBSConnectComputer Host (&) 10.0.0.2 static
{ SBSConnectComputer IPvE Host (AAAA) fe80:0000:0000:0000:6cf2:... static
{ SharepointSMTPServer Host (A) 127.0.0.1 static
= sites Hast (A) 10.0.0.2 static
%: Sites IPvE Host (AAAA) f280:0000:0000:0000:6cf2:... static
il I |
[ \

FIGURE 13-14 The DNS Manager Console.

A DNS server is essentially a database of resource records, most of which
contain computer names and their equivalent IP addresses. In Windows SBS 2011,
the DNS server stores the records as part of the AD DS database. Creating a new
resource record is a matter of choosing a record type and supplying the informa-
tion required for that type, using a dialog box like the one shown in Figure 13-15.
For example, if you want to create a new website on your server, you can assign it
a unigue name by creating a new Host (A) resource record pointing to the server’s
IP address and then using the name from the resource record as the host header
value when you create the site in Internet Information Services (IIS).

MName {uses parent domain name if blank):
L

Fully qualified domain name (FQDM):

I adatum. local.

x|

1P address:

I Create assodated painter (PTR) record

™ allow any authenticated user to update DNS records with the
same owner name

Cancel

FIGURE 13-15 The New Host dialog box in the DNS Manager Console.
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MORE INFO For more information on the Domain Name System, see the section
entitled “Understanding Domains” in Chapter 2, “A Networking Primer.”

Using Windows Firewall

During the operating system installation, the Windows SBS 2011 setup program
configures Windows Firewall to open the ports that the system'’s various applica-
tions and services require. However, if you install or enable additional software on
the server, you might have to open additional ports. For example, as noted earlier
in this chapter, you might have to modify the firewall configuration to use an MMC
Console to administer another computer.

You can use two tools to configure Windows Firewall. The first is the Windows
Firewall Control panel, which enables you to open the Allowed Programs Control
panel, as shown in Figure 13-16. By selecting programs in this dialog box, you can
open ports that enable specific types of traffic to pass through the firewall.

*# Allowed Programs P [m] 53]
(’Ov [ - system and Security - Windows Firewsll - Alowed Programs ~ &3 [ search control Panel =)
Allow prog to icate through Wind Firewall
To add, change, or remove allowed programs and ports, dick Change settings.
What are the risks of allowing a program to communicate? | Chanoe settings
Allowed programs and features:
MName Domain | Home/Work (Private) | Public | = |
v
[#] Active Directory Web Services
[OBranchCache - Content Retrieval (Uses HTTP) O a o -
[eranchCache - Hosted Cache Client (Uses HTTPS) m} O O
[OBranchCache - Hosted Cache Server (Uses HTTPS) [m} m} m}
OeranchCache -Peer Discovery (Uses WSD) O O O
[ Certification Autharity
[C1COM+ Network Access [m} m} O
[JCOM+ Remote Administration O ] ]
[¥] Core Networking

MIDHCP Relay Agent

GArurn

I~ I~

Detaik... Remove
Allow another program. ..

[ [ [ 4

FIGURE 13-16 The Allowed Programs Control panel.

For more detailed control over the firewall, you can use the Windows Firewall With
Advanced Security Console, as shown in Figure 13-17. This console presents firewall
settings as rules, which you can apply to inbound or outbound traffic. The allowed
programs in the Windows Firewall Control panel are actually collections of rules.
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@MSExchangeIS All Yes Allow
@ wsExchangesa Al Yes Allow
@ msFesq Al Yes Allow
@Windows Server Update Services (HTTP) Al Yes Allow
@ windows Server Update Services (HTTPS) Al No Allow
@Acﬁve Directory Domain Controller - Echo Reguest (ICMPv4-In) Active... Al Yes Allow
(@ active Directory Domain Controller - Echo Request {(ICMPv6-In)  Active... Al Yes Allow
@Acﬁve Directory Domain Controller - LDAP (TCP-In) Active... Al Yes Allow
@ Active Directory Domain Controller - LDAP (UDP-In) Active... Al Yes Allow
(@ Active Directory Domain Controller - LDAP for Global Catalog (TC... Active... Al Yes Allow
@Acﬁve Directory Demain Controller - NetBIOS name resolution {U... Active... Al Yes Allow
(@ active Directory Domain Controller - SAM/LSA (NP-TCP-In) Active... Al Yes Allow
@Acﬁve Directory Domain Controller - SAM/LSA (NP-UDP-In) Active... Al Yes Allow
(@ Active Directory Domain Controller - Secure LDAP (TCR-In) Active... Al Yes Allow
@Acﬁve Directory Domain Controller - Secure LDAP for Global Cat... Active... All Yes Allow
(@ Active Directory Domain Controller - W32Time {NTP-UDP-In) Active... Al Yes Allow
(@ Active Directory Domain Controller (RPC) Active... Al Yes Allow
(@ Active Directory Domain Controller (RPC-EPMAR) Active... Al Yes Alow
N —| | | _>l_I
\

FIGURE 13-17 The Windows Firewall With Advanced Security Console.

Using the Windows Firewall With Advanced Security Console, you can enable or
disable the individual rules that comprise the allowed program, rather than config-
ure the program exception as a whole. You can also create your own rules that filter
traffic based on programs, services, IP addresses, and/or port numbers.

Using Routing and Remote Access

The Routing and Remote Access Service (RRAS) in Windows Server 2008 R2 enables
you to configure a server's routing capabilities. You can conceivably use a server to

connect two local area networks (LANs) together, but Windows SBS 2011 allows its

primary server to have only one network interface adapter. The server accesses the

Internet through a standalone router on the network.

However, you can use the RRAS to configure a server on your network to func-
tion as a virtual private network (VPN) server. A VPN is a secure remote connection
to your network that uses the Internet as a network medium. For example, a user
at home or on the road can connect to a local Internet service provider (ISP) and
establish a VPN connection to your server. To secure the connection, the comput-
ers use a technique called tunneling, which encapsulates their traffic in specially
encrypted packets.
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To configure RRAS on your primary server, you use the Routing And Remote
Access Console, shown in Figure 13-18. To enable VPN access to your network, you
must configure your router to allow the traffic in from the Internet, and configure
your server to respond to connection requests from remote clients by running the
Routing And Remote Access Server Setup Wizard. Once a VPN client is connected
to the server, the user can access network resources just as though he or she were

sitting at a workstation on the network.

2 Routing and Remote Access =] 3]

File Action View Help

€= ¢zl =H5E

—
) Routing and Remote Access
Server Status
= 5B52 {Jocal)
HE
E Ports
E Remote Access Clients (0) ESI”‘HHEI
a Remote Access Logging & Policies
T v
B B Ipve

Loopback

E General
B Static Routes

<

Network Interfaces
Status Connection State

LAN and Demand Dial Interfaces ~

ESLDEE\ Area Connection

Type

Loopback Enabled Connected
Dedicated Enabled Connected
Internal Enabled Connected

FIGURE 13-18 The Routing And Remote Access Console.

TIP You can configure another server running Windows Server 2008 R2 to function
as a VPN server, but first you must install the Network Policy and Access Services
role using the Server Manager Console, selecting the Routing and Remote Access role

service in the process.
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Monitoring Windows
SBS 2011

= Using Windows SBS Console Monitor 417

= Using Event Viewer 432

= Using Performance Monitor 437

= Using the Windows SBS 2011 Best Practices Analyzer 448
= Using WSUS Reports 450

Keeping track of how your computers are performing is part of the job of every
network administrator, and Windows Small Business Server (SBS) 2011 provides
many tools that enable you to monitor the activities of your network computers
without having to leave your workstation.

Using Windows SBS Console Monitoring

As you have seen in previous chapters, the Windows SBS Console provides admin-
istrators with many of the most vital Windows SBS controls and settings, leaving
the details and comprehensive access to the standard Windows Server 2008 R2
tools. The same is true when it comes to monitoring and reporting. The console
can provide administrators with basic real-time monitoring, programmed alerts,
and reports that it generates on a regular basis.

Using the Network Essentials Summary

On the Home page of the Windows SBS Console, as shown in Figure 14-1, the
Network Essentials Summary pane provides a high-level, real-time view of four
basic performance areas:
= Security Checks for the presence of virus and spyware protection, as well
as active firewalls, on both your servers and workstations
= Updates Makes sure that Windows Server Update Services (WSUS) is

running and that all the network servers and workstations have the latest
updates installed
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= Backup Checks to see that the server is configured to perform regular
backups and whether the backups are completing successfully

m Otheralerts Checks for a variety of other conditions, including Error
events in the System log, required services that are not running, and other
important system status alerts

Windows Small Business 11 Stambard Consule

G = "

I ‘Windows SmallBusiness Serve
Users and Shared Folders  Backup and 3
Groups Metwork . AWeh Sites| ServerStorsge  oPOTE Security
6 vep -
" Task Pad [T —
lﬂ Getting Started Tasks = Ta assess the statis of yaur netwarl, review the following
= i . Herwark Fssentials Smmary.
Task | Completed | Rafrash now
Finish installation =
@ Using the Windows Small Business Server 2011 Standard . [ @ Security Critical @ (=
=] .
Connect to the liternet o | Updates, Warning & (x
o Connecrto the Intemet [ -
B Customer feedback aptons n 3 ki o 8 =
W Setup yous Intemet addiess = Backup
T Confiqure 3 Smart Host for Internet &-mail r
& Add atrusted cemificate (w| ! Other 4lerts QK & =
Protect yous data
W Configuie server baskup r

FIGURE 14-1 The Home page of the Windows SBS Console.

Each of the four areas in the Network Essentials Summary pane has a status
indicator with a colored icon specifying the current status of the area: OK (green
check mark), Warning (yellow exclamation point), or Critical (red X). There is also
an arrow in each area that you can click to display more information about the
network'’s current condition and expose a link to a console page providing more
detailed information, as shown in Figure 14-2.
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S

Shared Folders  Backup and

Metwork o Web Sites  Server Starage  OPOTT ot

Zﬂ Gﬂﬁ““ Started Tasks [ To asvess the status of vetweork, review the following
i =1 Hetwork Essentials Sumanary.
Task | Completed (5 Refresh now
Finish installation =
& Using the Windows Small Business Server 2011 Standard.., T @ Security Critical @ («)

There are one or more alert conditions.
Connect to the Intermnet

@5 Connectto the Intemet =] 2+ Goto Security
BB Custamer beedhack aptians r
b Setup your Internet address ) = ey

2 | Updates Warning & =
3 Configure a Smart Host for Intemet & mail - = Upd Cil b
n Add atrusted certificate (m}

- 3 Backup oK @ (=
Protect your data

W Conbgure server backup | ‘ Other lerts oK @ iz

Add users, compaters, and devices

Windaws Small Business Server 2011 Standard

FIGURE 14-2 An expanded Networking Essentials Summary area display.

Unfortunately, the conditions that trigger a change in these status displays are
not configurable. If, for example, you have deliberately stopped one of the services
on your server that Windows SBS considers to be essential, the Other alerts status
always appears as Critical, and clicking the arrow only tells you that one of your
servers has reported an alert. You have to click the Go to computers link and seek
more information about the problem before you can determine whether the alert
concerns the stopped service you know about or a new condition.

Using Notification Settings

When you click Network in the Windows SBS Console and select the Computers tab,
as shown in Figure 14-3, you see a list of the computers on your network, a column
specifying whether each computer is online, and indicators providing the same four
categories of information as in the Network Essentials Summary pane. The differ-
ence here is that you have a separate set of indicators for each computer, while the
Network Essentials Summary pane condenses the information for the entire network
into four indicators.

Monitoring Windows SBS 2011 CHAPTER 14 419
www.it-ebooks.info


http://www.it-ebooks.info
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5852 @ Online @ Notavailable & OK & K & Successful CEMPLEMTRLE

dsEsza @ Oftne D Notavalsble @ OK 9 ok % Connect computers to your network

Chent computers (21 (#) Enable Power Management in
Windows 7 and Windows Vista

B @ Offine @ Critical @ oK @ oK 1 View natificabion settings

W @ Online @ Critical @ oK @ oK

o Purchase additionsl chient access
licenses

4 Refresh this view

4 itemns

FIGURE 14-3 The Network/Computers tab in the Windows SBS Console.

From this page, you can also configure Windows SBS 2011 to send email
notifications to you, or anyone else, when certain events occur. To set up email
notifications, follow these steps:

1. Log on to your Windows SBS 2011 primary server, using an account with

network Administrator privileges. The Windows SBS Console appears.

2. Click Network, and then select the Computers tab.

3. From the Tasks list, select View notification settings. The Notification

Settings dialog box appears.

4. On the Services tab, select the system services that you want to trigger an
email notification when they shut down.
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Notification settings x|

U ¢, Select the services for which you want to receive
e L
Performance cou... = notification e-mails

Event Log errors . - -
9 If one of the selected services stops, you will be notified via

E-mail address email.
Name Startup Type i’
Active Directory Certificate Servi...  Auto

Active Directory Domain Services  Auto
Active Directory Web Services Auto

O Application Experience Manual

Application Host Helper Service Auto

O Application Identity Manual

O Application Information Manual

[0 Application Layer Gateway Service  Manual

O Application Management Manual

[ ASP.MET State Service Manual

Background Intelligent Transfer... Manual

Base Filtering Engine Auto

DI Block Level Backup Engine Service  Manual I_ILI
4 4

Restore Defaults |

oK I Cancel | Lpply |

NOTE Certain service failures can render the server unable to send any email
messages at all, in which case the system sends no email notifications.

Click the Performance counters tab, and specify whether you want the system
to send an email notification when the amount of free disk space on the
server drops below 10 percent of its capacity. You can also modify the de-
fault threshold by clicking Edit and specifying a different value in the Change
threshold to text box.
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Notification settings x|

Services

erformance cou...

Event Log errors

E-mail address

. Select the performance counters for which you want to
= - . o
receive e-mail notifications

If one of the selected performance counters exceeds its
threshold, you will be notified via e-mail. To change the
threshold, click Edit.

Name Threshold

Percent Free Disk Space 10

Restore Defaults | Edit.., |

oK I Cancel | Lpply |

MORE INFO

in this chapter.

Click the Event log errors tab and specify which event types should trigger an

In Windows, performance counters are registers that track specific
statistics pertaining to certain hardware or software components. Unfortunately,
this interface supports only one of the hundreds of counters available. To track other
counter values, you must use the Performance Monitor Console, as described later

email notification.
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7.

Notification settings x|

Services

Performance cou..

E-mail address

@l Select the event log errors for which you want to receive
e-mail notifications

If one of the selected errors occurs, you will be notified via
e-mail.

Name =

A FSMO role is out of compliance, and it cannot be corre.,
A router port is not open

An application is blocked by the Windows Firewall

An error occurred in Active Directory Demain Services

An external forest trust is not permitted and cannot be fix.,
Cannot detect Internet Connection

Domain controller licensing error

Domain Name Status Alert

Domain provider authentication error
Domain provider connection error
External DHCP server found

Forest trust licensing error

FSMO roles licensing error _ILI
4| | »

Restore Defaults |

oK I Cancel | Lpply |

Click the E-mail address tab, and in the E-mail address text box, specify
the addresses of the individuals you want to receive notifications. You can
use local or Internet email addresses, separating multiple addresses with

semicolons.
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Notification settings x|

Services

/" 1 Spedify an e-mail address to receive notifications
Performance cou.., L.

Event Log errors . . .
9 To specify multiple addresses, use a semicolon to separate them.

E-mail address

E-mail address:

oK I Cancel Apply

8. Click OK to close the Notification Settings dialog box.

Creating and Viewing Reports

Another way to monitor Windows SBS network activity is to create reports. When you
click Reports in the Windows SBS Console, you see the interface shown in Figure 14-4,
which displays the two reports that Windows SBS 2011 creates by default.
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Eg windows Small Business Server 2011 Standard Console

6 & ] 6 &
# . \ Windows Small Business Server 7"
Users and Shared Folders  Backup and iy
Growps andWebSHes Server Storage | RS

0 Hep -

& surmmary Metwork Repert  Yes : Thas report mcludes sum

[5 Detailed Metwork Report e Every Sunday at 345 ... This report includes detsiled... Metwork Report Tasks

&l Add a new report
4 Refresh this view

Select an object i the list, to view tasks and details sssociated with that object. =]

2 iterns

FIGURE 14-4 The Reports page in the Windows SBS Console.

The reports that the Windows SBS Console generates are expanded versions of
the Network essentials summary that appears on the console’s Home page, captured
at a specific time. By default, Windows SBS runs a Summary network report each
day at 3:15 A.M. and a Detailed network report each Sunday at 3:45 A.M., and
emails them both to the Windows SBS Administrators distribution group. You can
modify the schedule for these reports as needed, as well as their contents and their
recipients. You can also create your own reports.

The Summary network report, as shown in Figure 14-5, displays the status of six
system areas, which include the same Security, Updates, Backup, and Other alerts
areas as the Network essentials summary; plus two more: E-mail usage and mailbox
sizes and Server event logs. For each area that has an Error status, the report includes
a one-line summary of the basic problem. In nearly all cases, the summary report
can indicate that a problem exists, but administrators must consult other server
resources to determine the source and nature of the problem.
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{_.: Summary Network Report - Windows Internet Explorer i =] 5

Reply ReplyAl Forward v~ BR- & @ B X B- (7]

Summary Network Report

SBSMonAcct@adatum.info

To: Windows 565 Administrators
Attachments: (5] Download all attachments
[®) Warning_bg.gif (32 KE); [W] Success_ba.qif (32 KB); [W] Error_bg.gif (32 KB}; [8] Unknown_ba.gif (32 KBJ;

[ partgrad.gif (32 KE)
Wednesday, January 05, 2011 317 AM

ﬂ Summary Network Report mdmﬁw. Business Server 7"
review
Summary of the activity on the adatum.local network over the past 24 hours for the server and all the other
computers.

Report generated: Wednesday, January 05, 2011 3:15:00 AM
OUnderstand\ng Reports

Summary

Server has been running: 1 days, 1 hours, and 5 minutes
Server was restarted:  Tuesday, January 04, 2011 2:09 AM

@ Security Error &

4 Security essentials

_ -]
[ [ [ [T [ [ [ [Fetoc ntanet | Protected Mode: on [ - [®100% -,

FIGURE 14-5 A Summary Network Report generated by Windows SBS 2011.

The Detailed Network Report, as shown in Figure 14-6, covers the same six areas,
but provides more information for each one, regardless of its status. The detailed
report includes statistics, policy settings, and key error messages that can often
provide administrators with enough information to diagnose a problem without
having to consult other resources.
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/= Detailed Network Report - Windows Internet Explorer ;Iglil

Reply Replyal Forward w- BR- & & B X &- [7]

Detailed Network Report

SBSMonAcct@adatum.info

Attachments: (5] Download all attachments

Sund M

e B
¥ Number of critical events on the server: 7

Event Source Event ID Last Occurence Total Occurences

WinRM 142 1/2/2011 3:30:03 AM 160

Event Details:  WSMan operation SignaiShell failed, error code 395

MSExchange CmdletLogs 6 1/2/2011 3:30:03 AM 64

Event Detsils:  Clet failed. Crdlet Gat-User, parameters {identty=NT AUTHORITY\SYSTEM].

WinRM 129 1/2/2011 3:30:00 AM 66

Event Detsils:  Recsived the response from Network layer; status: 401 (HTTP_STATUS_DENIED)

MSExchangeRepl 4066 1/2/2011 3:24:29 AM 63

Event Detsi:  An error occurred whike trying to write to the duster datebase, Error: OpenCluster failed vith error 1060,

DCcoM 10009 1/1/2011 9:30:01 PM 10

Event Detsil:  DCOM was unable to communicate with the computer SBS2A.2dstum.ocal using any of the configured protocols.

MSExchangeAL 8365 1/1/2011 9:12:04 PM 1

Windows SBS Administrators

[¥) Warning_ba.gif (32 KB}; [§] Success_bg.gif 52 KBY; (%) Error_bg.qif (32 KBJ; [¥] Unknown_bg.qif (32 KB); (3] partgrad.gif (32 KE)

Event Detais:  Could not read the Security Gescriptor from the Exchange Server object vith guid=C1820257158C754AB3E4ATROEFCBCIES, As a result
the Praxy Address Calculaion RPC interfece will not be available on the local Exchange Server,

Kerberos 5 1/1/2011 9:10:45 PM 2

Ewvent Detsik:  The kerberos client received 2 KRE_AP_ERR_TKT_NYV error from the server sbe2as. This indicates that the ticket used against that server s
not yet valid {in relationship to that server time). Contact your system administrator to make sure the client and server times are in sync, and that the KDC in
reaim ADATUM.LOCAL s in sync viith the KBC in the client reaim,

< Rack to ton =

[ [ [ [ [ [ [ |6 localintranet | Protected Mode: On a - [H100% -

FIGURE 14-6 A Detailed Network Report generated by Windows SBS 2011.

CAUTION Remember that both of these reports reflect the condition of the net-
work at the time that the system generated them. By the time you read the reports,
some conditions might have changed.

Modifying the Default Reports

The Detailed Network Report begins with a Summary section that is identical to the
Summary Network Report, followed by a Details section. Because the system does
not take very long to generate either report, you might want to consider modify-
ing the default schedules to generate the detailed report every day instead of once
per week.
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To modify the schedule of the Detailed Network Report, perform the following:

Log on to your Windows SBS 2011 primary server, using an account with

network Administrator privileges. The Windows SBS Console appears.
2. Click Reports.

Select Detailed network report and, from the Tasks list, click View report
properties. The Detailed Network Report Properties sheet appears.

¥ Detailed Network Report Properties

ﬂl General information
Content

E-Mail Options

X

Report name:

Schedule

Archives Description:

This report includes detailed information about the performance
of your network,

oK I Cancel Apply

4. Click the Schedule tab.
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™ Detailed Network Report Properties il

General

Content j Specify the schedule for generating this report

E-Mail Options

Recurrence: Time:
s K
Archives Day of the weelk:
IE\rery Sunday j

OK | Cancel | Apply |

5. From the Recurrence drop-down list, select Daily. From the Time drop-down
list, select a different time for the report to run, if desired.

6. Click OK.

Creating New Reports

In addition to modifying the default reports, you can create new reports that
contain information on specific areas and run at specified times, which the system
supplies to specific users via email. To create a new report, follow this procedure:
1. Log on to your Windows SBS 2011 primary server, using an account with
network Administrator privileges. The Windows SBS Console appears.
2. Click Reports.
3. From the Tasks list, select Add a new report. The New Report Properties sheet
appears.
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= Hew Report Properties x|

ﬁl General information

Content

E-Mail Opti
ol Mptions Report name:

Schedule ||

Description:

OK | Cancel Apply

4. In the Report name text box, type the name you want to assign to the
report. Then click the Content tab.

| New Report Properties x|

General

ﬂ Select the content for the report

E-Mail Options
Z Summary

Schedule

kg E-Mail Usage
@L Server Event Logs

£
5
m E m N N oE B

OK I Cancel | Apply. |
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5. Select the check boxes for the areas that you want to include in the report
and click the E-Mail options tab.

= Hew Report Properties x|

General

Content = Select the e-mail recipients for this report

E-Mail Opti

™ E-mail this report at its scheduled time
Schedule
User accounts on the network:
Name

O Mark Lee

[ Robin Young

[ Judy Lew

[ All Users

O Windows SBS Administrators

Other e-mail addresses (separated by a semi-colon):

How do I send the daily repert to people outside the network?

oK Cancel Apply

6. Select the E-Mail this report at its scheduled time check box and select
the check boxes for the internal users or groups that you want to receive the
report. You can also type other email addresses in the Other e-mail addresses
(separated by a semi-colon) text box, if desired. Then, click the Schedule tab.
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= Hew Report Properties il

General

Content j Specify the schedule for generating this report

E-Mail Opti
o ptions Recurrence: Tirne:

EETIN — ]

oK | Cancel | Apply

7. In the Recurrence drop-down list, specify whether you want the system to
run the report daily or weekly. From the Time drop-down list, select the time
of day that you want the system to generate the report. If you chose the
Weekly option, select a value in the Day of the week drop-down list.

8. Click OK. The new report appears on the Reports page.

Using Event Viewer

Several Windows SBS 2011 tools, including the Windows SBS Console and the Server
Manager Console, display selected entries from the Windows event logs, but to
view these logs in their entirety, you must use the Event Viewer Console, shown in
Figure 14-7.
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FIGURE 14-7 The Event Viewer Console.

Viewing Event Logs

The Windows Eventing engine is responsible for monitoring system activities on all
Windows computers and recording information about those activities in various
logs. Each log contains a series of entries called events. The Event Viewer Console is
simply an application that displays those events in various formats.

To launch Event Viewer, you can use any one of the five methods:

Click Start. Then click Administrative Tools > Event Viewer.

Click Start. Then click Control Panel > System and Security > Administrative
Tools, and double-click Event viewer.

Open a blank Microsoft Management Console (MMC) and add the Event
Viewer snap-in.

Click Start and type Event Viewer or Eventvwr.msc in the search box.
Open the Computer Management Console and expand the Event viewer
node.
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The Overview and Summary display that appears in the console by default lists
the most recently occurring events by type. The Windows Eventing engine creates
events of several types:

Critical Warns that an incident resulting in a catastrophic loss of function-
ality or data in a component or process has occurred

Error Warns of a problem that is not likely to affect the performance of the
component or process where the problem occurred, but which could affect
the performance of other system components or processes

Warning Warns of a service degradation or an occurrence that can poten-
tially cause a service degradation in the near future unless an administrator
takes steps to prevent it

Information Describes a change in the state of a component or process as
part of a normal operation

Audit Success Indicates the successful completion of a system process or
activity for which an audit policy is active

In addition to a chronological display by type, Event Viewer can also display the
most current events in each of the following individual logs, regardless of type:

Application Contains information about specific programs running on the
computer, as determined by the application developer.

Security Contains information about security-related events, such as
failed logons, attempts to access protected resources, and success or failure
of audited events. The events recorded in this log are determined by audit
policies, which you can enable using either local computer policies or Group
Policy.

Setup Contains information about the operating system installation and
setup history.

System Contains information about events generated by the operating
system, such as service start and device driver load failures.

Forwarded vents Contains events received from other computers on the
network via subscriptions.

Using Other Event Viewer Functions

In addition to providing access to the main Windows logs, the Event Viewer Console
displays logs for individual applications and services, and enables you to create cus-
tom logs containing events of specific types, from specific sources, and from specific
time periods by using the Create Custom View dialog box shown in Figure 14-8.
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Create Custom View LI

Filter |XML |

Logged: IAnytime j
Event level: [T Critical ™ Warning I~ Verbose
™ Error ™ Information

* Bylog Event logs: I ;I

« By source Event sources: I ;I

Includes/Excludes Event IDs: Enter ID numbers and/or ID ranges separated by commas. To
exclude criteria, type a minus sign first, For example 1,3,5-99,-76

|<£\II Event IDs>

Task category: I

[
=l

Keywords: I

User: |<£\IIU:Er:>

Computer(s): |< All Computers>

Clear |
Cancel |

FIGURE 14-8 The Create Custom View dialog box, from the Event Viewer Console.

Another powerful feature of the Event Viewer Console is the ability to audit the
success or failure of specific system events, such as account logons and modifica-
tions to AD DS objects. For example, you can modify logon failures to determine if
someone is making repeated attempts to guess a user's password. To use auditing,
you must enable specific Group Policy settings, as shown in Figure 14-9. When the
system detects one of the selected events, it creates an entry in the Security log,
which you can evaluate later.
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FIGURE 14-9 The Audit Policy settings in the Group Policy Management Editor Console.

Windows Server 2008 R2 also includes an Advanced audit policy configuration
node in its GPOs, which enables you to monitor Windows 7 system activities on a
more granular level, as shown in Figure 14-10.

Fle Acton View Help

B Group Policy Management Editor

=[Ol

= HmHS

User Rights Assignment
Security Options
Event Log
Restricted Groups
4, System Services
|4 Registry
File System
_JJ Wired Network (IEEE 802. 3) Polides
2] Windows Firewall with Advanced Secu
(7] Network List Manager Policies
St} Wireless Metwork (IEEE 802, 11) Polici
Public Key Policies
|| Software Restriction Policies
] Network Access Protection
|7 application Control Policies
‘g IP Security Policies on Active Directory
=[] Advanced Audit Policy Configuration
5]
aly Policy-based Qos
@ [~ Administrative Templates: Policy definitions (4
1 Preferences
= 4 User Configuration
1 Policies
(] Preferences

I —

El
E-‘ Advanced Audit Policy Configuration

Getting Started

Advanced Audit Policy Configuration settings can be used to provide detailed control over audit
policies, identify attempted o successful attacks on your network and resources, and verify
compliance with rules goveming the management of critical organizational assets.

£ When Advanced Audit Policy Corfiguration settings are used, the "Audit: Force audit
I§ policy subcategory settings (Windows Vista or later) to ovemide audt policy category
settings” policy setting under Local Policies\Security Options must also be enabled.

More about Advanced Audit Configuration
Which editions of windows support Advanced Audtt Configuration?
A summary of the settings is provided below:

Categories [ Configuration |
Account Logon Not configured
Account Managemert Mot configured
Detailed Tracking Mot corfigured
DS Access Mot corfigured
Logon/Logoff Mot corfigured
Object Access Mot corfigured
Not confiaured

Fiolicv Chanae
[l

o

FIGURE 14-10 The Advanced audit policy configuration node in the Group Policy Management Editor

Console.
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BEST PRACTICES Some audit policies, such as Audit system events, can generate a
large number of entries in a short period of time. This is one reason why auditing is
not enabled by default. In most cases, the best practice is to turn auditing on for brief
periods and then turn it off again, making sure that you have enough storage space
for the Security log file.

Using Performance Monitor

The performance level of a server running Windows SBS 2011 changes as it performs
various combinations of tasks. Monitoring the performance of the computer’s vari-
ous components over a period of time is the only way to get a true picture of the
system'’s capabilities. The Windows SBS Console can provide you with a snapshot of
the server’s condition at a specific moment in time, but the Performance Monitor
snap-in enables you to view much of the same information on a continuous, real-
time basis.

Like Event Viewer, Performance Monitor is an MMC snap-in that you can launch
in a variety of ways, including these:
m  Click Start. Then click Administrative Tools > Performance Monitor.
m  Click Start; then click Control Panel > System and Security > Administrative
Tools and double-click Performance monitor.
= Open a blank MMC console and add the Performance Monitor snap-in.
m  Click Start and type Perfmon.msc in the search box.

= Open the Computer Management Console and expand the Performance
monitor node.

Performance Monitor is a tool that can display information for hundreds of dif-
ferent statistics (called performance counters) in a variety of ways. You can use Per-
formance Monitor to create a customized graph or report containing any statistics
you choose.

When you open the Performance Monitor snap-in, expand the Monitoring tools
node, and select Performance monitor, the Detail pane of the snap-in contains a
line graph, updated in real time, showing the current level for the % Processor Time
performance counter, as shown in Figure 14-11.
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FIGURE 14-11 The default display of the Performance Monitor snap-in.

Adding Counters

The % Processor Time performance counter that appears in the default Performance
Monitor configuration is a useful gauge of the computer’s performance, but the
snap-in also includes hundreds of other counters that you can add to the display. To
add counters to the Performance Monitor display, click the Add button in the tool-
bar or press Ctrl+l to display the Add Counters dialog box, as shown in Figure 14-12.

x
- Available counters - Added counters.

Select counters from computer: Counter | Parent ‘ Inst... | Computer |

| <Local computer> j Browse...
Per Processor Network Interface Card Activi..
PhysicalDisk
Power Meter
Print Queue
Process =
Processor |

Instances of selected object:

<Allinstances >
0

=

Add >> | Remove ==

Help OK.

I~ Show description | Cancel

FIGURE 14-12 The Add Counters dialog box.

438 Monitoring Windows SBS 2011
www.it-ebooks.info


http://www.it-ebooks.info

NOTE Unlike most MMC snap-ins, Performance Monitor does not insert its most
commonly used functions into the MMC Console’s Action menu. The only methods for
accessing Performance Monitor functions are the toolbar buttons, hotkey combinations,
and the context menu that appears when you right-click the display.

In this dialog box, you have to specify the following four pieces of information to
add a counter to the display:

= Computer The name of the computer you want to monitor using the speci-
fied performance counter.

NOTE Unlike most MMC snap-ins, you cannot redirect the entire focus of
Performance Monitor to another computer on the network. Instead, you specify

a computer name for each counter you add to the display. This enables you to
create a display showing counters for various computers on the network, such as a
single graph showing the processor activity for all of your workstations.

= Performance object A category of performance objects that represents a
specific hardware or software component in the computer. Clicking the plus
sign for a performance object displays the performance counters related to
that component.

= Performance counter A statistic representing a specific aspect of the
selected performance object’s activities.

= Instance An element representing a specific occurrence of the selected
performance counter. For example, on a computer with two network inter-
face adapters, each counter in the Network Interface performance object has
two instances, one for each adapter, enabling you to track the performance
of each adapter individually. Some counters also have instances such as Total
or Average, enabling you to track the performance of all the instances com-
bined or the median value of all instances.

Once you have selected all of the required elements defining a performance
counter instance, click Add to copy it to the Added counters list. The dialog box
remains open so you can add more counters as needed. Click OK when you are fin-
ished to update the graph with your selected counters. When you add new counters
to the Performance Monitor snap-in, they appear in the legend at the bottom of
the screen, and lines representing their values are added to the display, as shown in
Figure 14-13.
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FIGURE 14-13 The additional counters in the Performance Monitor graph.

The performance objects, performance counters, and instances that are available
for selection in the Add Counters dialog box depend on the computer’s hardware
configuration, the software installed on the computer, and the computer’s role
on the network. For example, the Performance Monitor snap-in on your Windows
SBS 2011 primary server includes hundreds of additional counters for Microsoft
Exchange, SQL Server, and SharePoint Foundation that would not appear on a com-
puter running Windows Server 2008 R2 without those products installed.

Modifying the Graph View

The legend beneath the Performance Monitor graph specifies the line color for each
counter, the scale of values for the counter, and other identifying information. When
you select a counter in the legend, its current values appear in numerical form at
the bottom of the graph. Click the Highlight button in the toolbar (or press Ctrl+H)

to change the selected counter to a broad line that is easier to distinguish from the
other lines in the graph.

On a computer that is otherwise idle, the line in the default graph tends to hover
near the bottom of the scale, making it difficult to see its value. You can address this

problem—or that of any graph that is difficult to see—by modifying the scale of the
graph’s Y (vertical) axis. Click the Properties button in the toolbar (or press Ctrl+Q)
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to display the Performance Monitor Properties sheet and click the Graph tab, as
shown in Figure 14-14. In the Vertical scale box, you can reduce the maximum value
for the Y axis, thereby using more of the graph to display the counter data.

Performance Monitor Properties x|
General I Source I Data Graph |N)pea|ance I
View: Scroll style
- { Csaol  ©w
Title: I
Vertical axis: I
Show
™ Vertical grid [+ Vertical scale numbers
™ Horizontal grid ¥ Time axis labels
r Vertical scale
Maximum: 100
Minimum: IU
0K I Cancel Apply

FIGURE 14-14 The Graph tab in the Performance Monitor Properties sheet.

On the General tab of the Performance Monitor Properties sheet, you can modify
the sample rate of the graph. By default, Performance Monitor samples each per-
formance counter value every one second, but you can increase this value to display
data for a longer time period on a single page of the graph. This makes it easier to
use Performance Monitor to display long-term trends in counter values.

Using Other Views

In addition to the line graph, Performance Monitor can display its captured data us-
ing two other views: a histogram view and a report view. You change the display to
one of these views by clicking the Change Graph Type toolbar button. The histogram
view is a bar graph with a separate vertical bar for each counter, as shown in Figure
14-15. In this view, it is easier to monitor large numbers of counters, because the
lines do not overlap.
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FIGURE 14-15 The Performance Monitor histogram view.

The report view, as shown in Figure 14-16, displays the numerical value for each
of the performance counters.
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FIGURE 14-16 The Performance Monitor report view.
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The primary drawback of the histogram and report views is that they do not
display a history of the counter values, only the current value. Each new sampling
overwrites the previous one in the display, unlike the line graph, which displays the
previous values as well.

Creating an Effective Display

In many cases, when users first discover the Performance Monitor tool, they see
the hundreds of available performance objects and proceed to create a line graph
containing dozens of different counters. In most cases, the result is an incoherent
muddle of a display. The number of counters that you can display effectively de-
pends on the size and resolution of your monitor.

Consider a few tips when selecting counters:

= Limit the number of counters Too many counters make the graph
difficult to comprehend. To display a large number of statistics, you can
open multiple windows in the console and select different counters in each
window, or use the histogram or report view to display a large number of
counters in a more compact form.

= Modify the counter display properties Depending on the size and capa-
bilities of your monitor, the default colors and line widths that Performance
Monitor uses in its graph might make it difficult to distinguish counters from
each other. On the Data tab in the Performance Monitor Properties sheet,
you can modify the color, style, and width of each counter’s line in the graph
to make it easier to see.

= Choose counters with comparable values Performance Monitor imposes
no limitations on the combinations of counters you can select for a single
graph, but some statistics are not practical to display together because
of their disparate values. When a graph contains one counter with a typi-
cal value under 20 and another counter with a value in the hundreds, it is
difficult to arrange the display so that both counters are readable. Choose
counters with values that are reasonably comparable so that you can display
them legibly. If you must display counters with different value ranges, the
report view is often preferable to the graphs.

Creating Data Collector Sets

Over a period of time, server performance levels can degrade. Usually, a single com-
ponent becomes overworked or insufficient; forming a bottleneck that can affect the
entire computer. It is difficult to detect a bottleneck by examining a server's perfor-
mance levels at a specific point in time.
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This is why it is a good idea to use a tool like Performance Monitor to establish
the operational baseline levels for your Windows SBS 2008 server. A baseline is sim-
ply a set of readings, captured under normal operating conditions, that you can save
and compare to readings taken at a later time. By comparing the baseline statistics
to server readings taken at regular intervals, you might be able to detect trends that
eventually affect the computer’s performance.

To capture counter statistics in the Performance Monitor Console for later review,
you must create a data collector set, using the following procedure:

1. Log on to your Windows SBS 2011 primary server, using an account with

network Administrator privileges. The Windows SBS Console appears.
2. Click Start. Then click Administrative Tools > Performance Monitor. The
Performance Monitor Console appears.

3. Expand the Data collector sets folder. Then right-click the User defined folder
and, from the context menu, select New > Data Collector Set. The Create
New Data Collector Set Wizard appears, displaying the How Would You Like
To Create This New Data Collector Set? page.

& Create new Data Collector Set. x|

0 (%) Create new Data Collector Set.

How would you like to create this new data collector set?

MName:

I Mew Data Collector Seff

% Create from a template [Recommended)
How do I work with templates?

[nl Create manually [Advanced)
How doI choose data collectors manually?

Next I Eimish | Cancel |

4. Inthe Name text box, type a name for the data collector set. Then, select the
Create manually (advanced) option and click Next. The What Type Of Data
Do You Want To Include? page appears.
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6.

& Create new Data Collector Set.

6 (%) Create new Data Collector Set.

What type of data do you want to include?

r Performance counter
r Event trace data

r System configuration information

" Performance Counter Alert

Einish |

Cancel |

Select the Performance counter check box and click Next. The Which

Performance Counters Would You Like To Log? page appears.

& Create new Data Collector Set. x|
6 (%) Create new Data Collector Set.
Which performance counters would you like to log?
Performance counters:
Add...
Remove
Sample interval: Units:
15 = [seconas x|
MNext Einish | Cancel |

Click Add. The standard Add Counters dialog box appears. Select the counters
you want to log in the standard manner and click OK. The counters appear in

the Performance counters box.
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TIP You can also use the Create New Data Collector Set Wizard to create perfor-
mance counter alerts, which monitor the values of specific counters and perform
a task, such as sending an email to an administrator, when the counters reach a
specific value.

7. Select a value for the Sample interval spin box, indicating how often you
want the system to collect samples and click Next. The Where Would
You Like The Data To Be Saved? page appears.

& Create new Data Collector Set. x|

6 @ Create new Data Collector Set.

Where would you like the data to be saved?

Root directory:

\Perflogs\Admin\MNew Data Collector Set| Browse... |

Next I Finish | Cancel |

8. Type the name of or browse to the folder where you want to store the data
collector set and click Next. The Create The Data Collector Set? page appears.

& Create new Data Collector Set. x|

6 @ Create new Data Collector Set.

Create the data collector set?

Run as:

<Default=

[ Open properties for this data collector set
[ Start this data collector set now

& saye and dlose

[t Finish Cancel
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10.

11.
12.

If the account you are currently using does not have the privileges needed to

gather the log information, click Change to display a Performance Monitor

dialog box in which you can supply alternative credentials.

Select one of the following options:

= Open properties for this data collector set Saves the data collector
set to the specified location and opens its Properties sheet for further
modifications

= Start this data collector set now Saves the data collector set to the
specified location and starts collecting data immediately

= Save and close Saves the data collector set to the specified location
and closes the wizard

Click Finish. The new data collector set appears in the User defined folder.

Select the new data collector set and click Start in the toolbar. The console
begins collecting data until you click Stop.

Once you have captured data using the collector set, you can display the data by
double-clicking the Performance monitor file in the folder you specified during its
creation. This opens a Performance Monitor window containing a graph of the col-
lected data, instead of real-time activity, as shown in Figure 14-17.
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Show | Color | Scale | Counter [ Instance | Parent | Object | Computer -
I 0.1 Disk Reads/sec Total - PhysicalDisk \\s852
= — 01 Disk Wirites/sec “Total — PhysicalDisk \ises2
= — 001 Pages/sec = — Memary 1SBS2 T
~ 0.1 Available MBytes - - Memory \sB52
o —— 10,0 DPC Rate _Total = Processor 15852
=4 —— 10 % Idle Time _Total — Processor 5852
= — 10 % C3 Time “Total — Processor \ises2
l7| — 100.0 % Interrupt Time Total — Processor 15852 | _l;l
4 »

FIGURE 14-17 Performance Monitor information collected using a data collector set.
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By repeating this process at a later time and comparing the information in the
two data collector sets, you can often detect performance trends that indicate
the presence of bottlenecks.

Using the Windows SBS 2011 Best Practices Analyzer

As discussed in Chapter 1, “Introducing Windows Small Business Server 2011," the
designers of Windows SBS 2011 have made many of the installation and configura-
tion decisions that Windows Server 2008 R2 administrators must make. The default
server configuration implements a series of best practices by installing certain

roles and features and configuring them to create a standard Windows SBS server
configuration.

These best practices are not required to run Windows SBS 2011; you can make
whatever changes to the operating system and its applications you want. However,
you should be conscious of the repercussions that deviations from the standard
configuration can have. The Windows SBS 2011 Best Practices Analyzer (BPA) is a
tool that can examine your current system and network configurations and create a
report listing the differences between it and the recommended Windows SBS 2011
settings.

The Windows SBS 2011 BPA is not supplied with the Windows SBS 2011 product.
You must download it—and the Microsoft Baseline Configuration Analyzer 2.0
(MBCA)—from the Microsoft Download Center at http.//microsoft.com/downloads
and install them on your Windows SBS primary server. The BPA and the MBCA are
both packaged as Microsoft Installer (.msi) files, which you must execute on your
primary server, MBCA first and then BPA. A standard installation wizard takes you
through the process of approving the license agreement and specifying a location
for the program. You can also choose to integrate the Windows SBS 2011 BPA
into the Windows SBS Console, which enables you to view the results of the BPA scan
in the Detailed Network Report.

Once you have installed the software, use the following procedure to run the
Windows SBS 2011 BPA and perform your first scan:

1. Log on to your Windows SBS 2011 primary server, using an account with
network Administrator privileges.

2. Click Start. Then click All Programs > Windows Small Business Server Tools >
Windows Small Business Server 2011 Best Practices Analyzer. When the User
Account Control dialog box appears, click Continue. The Microsoft Baseline
Configuration Analyzer 2.0 page appears.
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3.

icrosoft Baseline Configuration Analyzer 2.0

Microsoft Baseline Configuration Analyzer 2.0 S

(Connected to: Local)

=101

[J Home

[ Enter Parameters
E View Report
See Also

[ Help

Select a product  Comedtedto: Loca)

Connect to Another Computer

Start Scan
View Latest Report

Open an existing report

Open Report

4 | |

‘220110 Microsoft Corporation. All rights reserved.

In the Select a product drop-down list, select Windows Small Business Server
2011 BPA and click Start scan. BPA proceeds to scan the system and displays
the resulting report.

B Microsolt Baseline Configuration Analyzer 2.0

Microsoft Baseline Configuration Analyzer 2.0 ;5
|Eannected b Local)
£ Hons Microsoft Windows Small Business Server 2011 BPA 1.0

B Enter Parametsts
L View Repont
See Also

[ Help

View Baseline Configuration Analyzer Report

Select Report Type: & Rieauits  Collected Data
(&) Export Repot 1 Fiter Anangeby:  [Category -
B Conhgusabon ﬂ
& The server can ping the IP sddess of e defaul gatewsy

Category: Corifiguration

Source: 10
Micrasolt G Analyres has det o thak pous ate i comphance vath Has bast L]
| pralics. ==
»

laf I

‘D2010 Micrazoft Comoration. Al tights reserved.
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Using WSUS Reports

The Windows SBS Console enables you to view a list of the updates that WSUS has
furnished to each computer on your network, but it does not provide any more de-
tailed WSUS statistics. You can obtain additional information about WSUS activities,
however, by using the Update Services console.

To generate WSUS reports, follow these steps:

1. Log on to your Windows SBS 2011 primary server, using an account with
network Administrator privileges.

2. Click Start, and then click Administrative Tools > Windows Server Update
Services. When the User Account Control dialog box appears, click Continue.
The Update Services Console appears.

il
5] File  Action  view  window  Help |_ |

Update Services

W Windows Server Update Services
= Use this snap-in to guickly and reliably deploy the latest updates to your
computers, To connect ko a remote server, on the Action menu click Connect ko
SErVEr,

servers Administered from This Console

551 ses1
SB51 Computer Status 5SBS1 Update Status
Computers with errors: 1] B Updates with errors: o
| Computers nesding updates: 2 o ull Updates needsd by 40
Computers installed/not Updates installed/not
applicable: 0 B applicable: 4715

3. Expand the node named for your server and select Reports. The Reports
pane appears.
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=
ﬁ File Action Yisw Window Help |_ & x|

S e ) [
B pcate Services
B 57 5851 I |

@' Updates

& Computers
% Downstream Se
# synchronizatio

ﬂ This view shows available reports,

Update Reports

Update Status Summary
This report shows a summary of the update status, with one page per update.

Update Detailed Status
This report shows a summary of the update status, with the update status of all
computers Far each update. One update is shown per page.

e Update Tabular Status
b This report shows a summary of the update status in a tabular view, suitable for
exparting to a spreadsheet.

This repart shows a summary of the update status in a tabular view for approved

5@ Update Tabular Status for Approved Updates
updates. This repart is suitable For exporting to a spreadshest.

Computer Reports

Computer Status Summary
This report shows a summary of the Computer status, with one page per

4 | _’I compukter. LI
| | |

4. To check the status of your WSUS synchronizations, click Synchronization
results. The Synchronization Report window for your server appears.

¥nchroni Report for 5BS1 (=] 3]
Report Options  Run Report

Synchronization Date

& This specific date: | Tuesday , January 11, 2011

© Between these dates: Start: [ Sunday |, December 12, 2000 12,00,00 AN

Ll Lel L]

End: [ Tuesdsy , January 11, 2001 11:59:59 Fm
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5. Select the Between these dates option, and then choose Start and End dates.

6. On the menu bar, select Run report. The console generates a report that
begins with a summary of each synchronization performed during the
selected dates.

~loj
Repork Options  Run Report
|4 4 1 of 1 b M |0 S E W e - |
wnchronization Repart For SBS1 izati » -
Synchronization Report I}W'-Indﬁ
Update
Report Dptions
Start: 12A2/200012:00 AWM
End 11172011 11:53 PM
Repart Created: 141272011 1:00 &M
Server used for reporting data: SBS1
Synchronization Summary
s Synchronization: Scheduled (171172011 10:00 Pr4 - 1011520171 10:02 Py
Mew Updates Revised Updates
56 1}
s Synchronization: Scheduled (170/2011 10:00 Ph4 - 102011 10:00 Phdy
New Updates Revised Updates
7 0
ﬁ Synchronization: Manual (171072011 3:10 P - 171002011 6:05 Phi)
Mew Updates Revised Updates
4727 1}
« | L4
7. Scroll down to see a list of new updates downloaded by WSUS.
= synchronization Report for SBS1 = =10 %

Repart Cptions  Run Report

5 M 41 1 b b0 | e - |
1 Synchrorization Report for 5651 il
B MewUpdates

Titke 2 Classilicaan 2 Synchiomasd 3
2007 Miciosoll Difce Senvers Service Pack. 1 [5P1] Service Packs TN 437 FM
2007 Miciozoll Difice Servers Service Pack 1(SP1).64  Service Packs 11072011 438 FM
R e
2007 Microzolt Dffice Suite Service Pack 1 (SP1] Service Packs 11072011 4:39FM
IZ9170: Securiy Update Security Updates 11072011 346 FM
#10565; Criical Update Criical Updates 1A10/2011 346 FM
BI0577: Securty Updale Security Updates 1/10/2011 346 PM
B1064% Ciical Update Ciiical Updates 1/10/2011 246 PM
RI083F Securty Updates (Windows 2000 Secunity Updats 1100011 346 FM
BI08IT Securty Update (Windows ¥F) Security pdates 10011 349 P
B11453 Securty Updste (Windows 2000 Security Updates 1100011 347 P
BI1493 Secuy Updsle [Windows XF| Secuily Updales 107N 346 FM
B11630. Citical Update (wirndows 2000) Citical Updstes 11072011 355FM
B11630. Citical Updste (Whrndows 4F] Citical Updstes 11072011 346FM
813551, Update for Inlesrret Exphoren 6 5P1 Citical Updstes 11072011 346FM
814033 Citical Update Ciifcal Updstes 11072011 346FM
814033 Criical Updste Ciiical Updates 1A10/2011 3246 FM
£14078: Sccuriy Update Microzolt Jacript version 51, Security Updales 1A10/2011 346 FM
‘Windows 2000) -

1] | LI ]

8. Print or save the report, if needed, and close the Synchronization Report
window.
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10.

To generate a detailed report of all WSUS updates, click Update detailed

status. The Updates Report

window for your server appears.

&% Updates Report for SBS1

Tasks Report Ve Report Options  Run Report
Dew report type:

g'[ Include updates in these classifications:
]j[ Include updates For these products:
i Include computers from these groups:

Any classification
Any product
Any computer group

() Include updates that have a status of:

Meeded, Failed, Mo Status

5 Include status from replica downstream servers:  [all replica downstraam servers =l
(=l ([ er » i 3 1= A - | [100% -

=10l

Make sure the New report type drop-down list is set to Detailed report and
configure the following options as needed:

Include updates in these classifications Enables you to specify the

types of updates for which you want a report, using the interface shown

here.

Choose Update Classifications

_,115:[ Select the classifications you want to include:

B

All Classifications
Critical Updates
Definition Updates
Drivers

eakure Packs
Security Updates
Service Packs
Tools

Update Rollups

ok [ cocel |

7

Include updates for these products

Enables you to specify the

operating systems and applications for which you want a report, using

the interface shown here.
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Choose Products x|

,‘i’\_! Select the products you want to include:

Antigen for ExchangejsmMTP
Bing

Bing Bar

Search Enhancement Pack
windows Live

BizTalk Server

BizTalk Server 2002

EizTalk Server 2006R2
EizTalk Server 2009

Host Intedration Server 2000

©ER et Tk ewnkine, G e 004 &
1 | L4

0O I Cancel |

&

= Include computers from these groups Enables you to select the

WSUS computer groups on which you want to report, using the interface
shown here.

Choose Computer Groups x|

LY
L! Select the computer groups you want ta include:

Unassigned Computers

Update Service Excluded Computers
Update Services Client Computers
Update Services Server Computers

Ok I Cancel |

%

= Include updates that have a status of Enables you to specify which

updates you want included in the report, based on their completion sta-
tus, using the interface shown here.
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11.

12.
13.

Choose Update Status x|

@ Select the update status values vou wank to include:

O 1nstalled/Mot Applicable

Io Status

0O I Cancel |

&

On the menu bar, select Run report. The console generates a report that lists
each selected update, provides detailed metadata for it, and lists its approval
and deployment history.

=101x]
M4 o2k M|O&SODa0H-| wes z
& Updates Report for 051 Update Detailed Stats Repon Py
iy = | pdate Detailed Status Repos Ag mwmr
m""da‘“ "Sm'd‘: Updiate Services 310
Update For Windows Serve ,.}"'. Security Update lor Winduws Server 2008 R2 <64 Editon (KB24186410)
Bdahs tor Sorg NN Deserption: n itsun hat baer, i il slow i ks
e , s o iemote
Update For Windows Serve “alacker o0 yors yehem and o H o [
Updste For Windows Serve you ayshem by instaling ther upale: fram Micinsolt After you install this updale, pou
Update for Windows Serve sy have b restadt pour spsbem.
Updste For Windows Serve
Update For Windows Serve Claprificaton Secuily Updates
Updste For Windows Serve E—————
e ‘Makelous Sof Froducts: Windaws Server 2008 112
Wirndows Mabcious Softwar MERE Savntity Rating lenpaatant
Windows Malitions Softwa
Werdoves Halcious Sofbmad MERC Huniber: 11002
Mors Irformation: it s et s ik = 20803
d‘-}_( Approval Summary for: Any computer group
4 | | Giroup Appeowal 3 Dieadine Adminisalor =

Print or save the report, if needed, and close the Updates Report window.

To generate a detailed report for each computer, click Computer detailed
status. The Computers Report window for your server appears.
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B Inchude updates in th icati iy

[l tnchude updates For thass procuces: Ay peadict

o Inchude computers from these groups: Al Comgukers

() tnchude computsrs that have a status of: lisadag, Faled., o Statuc

5 inchude feoum el ) Py aarvers =

Bl | H 4 [6 of b M| Q|3 0 M E- | o B

14. Make sure the New report type drop-down list is set to Detailed report and
configure the options that follow as needed.

15. On the menu bar, select Run report. The console generates a report that lists
each selected computer and summarizes its update status.

#3 Computers Report for SBS1

Tesks Report View Report Options  Run Report
B dsk b 0S300UE| 0 5 J
B Compubers Report For 51| Computer Detailed Siatus Repon By
L dstum Jocal 3 B 3 &7 Windows Server
bt adatumdocsl Updagte Services 3.0
* olil. adaburn Jocal
Dperaling Systern Wndows T Enlenpeize Ediion
Sernce Pack: Hone
[Ie— enlls
P Address. QLTI ES
Last Stabus Hepoded: 1A2/2N7 104 AW

() status Summaryfor cil adakum local

I 01 upclates Badedd b inctall

[ 15 updates have rot been instaled

[ 4775 updates have baen installad o aie ot applicabls
I 0 updales have urknown status

1] |»

16. Click Next page to display a list of the updates corresponding to your selected
options.
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{3 Computers Report for SBS1 =l0lx

Biwd: osr w0300 0w -
= Comgniers Repurt for SESL A
Al.adatum.local
sbel.sdstum ocal # Update Detailed Status Report

Ttk = Clacsificaion Approval = Stans *
Miciosoft Biowser Choice Update Folups Mot appeoved Mot Instaled
Searen L) s foe EEA Llsers of
Wirndows 7 lca Bd-baved
Syetems [KBI76002)
Updure for Windows 7 for 64 Lipdate Rolue Mot appeoved Nt Installed
bt Syshems (KBTS
Lipdate foe Windows 7 tor xfd- Update Rolups Nol approved Mot Irstaled
Larved Syrberns KB 24 3655] "
Wbl fox Widores 7 for 64 Update Robus Mol sppeoved Nt Irstalled |
based Systems [KB374431)
Uipcdate foe Windews 7 for i Update Rolips Hot appeaved e Instatad
Luarved Syelerns [KESTE0SE)|
Wbl fox Widores 7 for 54 Update Robus Mol sppeoved Nt Irstalled
based Systems [KBI77074]
Uipedate oo Windows 7 lor b Update Rolips Mot appenved Mo Instaed
bated Systems [KEDTI0E|
Lipdate toe Windows 7 bor xdid- Updste Robugs Nol approved Mot Irrst e
bved Systeer (KB 3E0408) '
Update for windows 7lor s64-  Update Robupe Hot appeoved Mok Inctaled =

17. Print or save the report, if needed, and close the Computers Report window.
18. Close the Update Services Console.
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Administering Email

= An Email Primer 459

= Configuring Email Settings in Windows SBS 2011 471

mail is an all-but-essential tool in today's business world, and Microsoft Exchange

Server 2010 Standard SP1 is one of the most powerful email server products
on the market. Exchange Server is a highly flexible product, designed to support
networks of virtually any size, and as a result, it can be complicated to install and
configure. However, Windows Small Business Server (SBS) 2011 integrates the
Exchange Server installation into its primary setup procedure and completes most
of the configuration tasks for you. The Windows SBS Console enables you to con-
figure the email settings that small businesses use most often, but you still have
access to the full power of the Exchange Management Console and the other tools
included with Exchange Server 2010.

An Email Primer

A basic understanding of how email works is critical to managing an email system
efficiently. Email is a client/server application that enables a client to send messages to
any other client with only a simple identifying address. Between the sending and
receiving clients is a system of email servers that communicate with each other us-
ing specialized protocols, such as the Simple Mail Transfer Protocol (SMTP). As with
most networking subjects, email communication can be extremely complicated,
but the typical small business network administrator does not need to delve into
the technical details too deeply. The following sections examine some of the most
basic concepts, however, and describe how they pertain to Windows SBS 2011.
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Understanding Email Addresses

As all email users know, an email address consists of a single user name, followed by
an @ character and a domain name, as shown in Figure 15-1. The first part of the
address, the part before the @ sign, is the local part, which needs to be understood
only by the destination mail server. The part after the @ sign identifies the domain
on the Internet where the destination client is located.

MarkLee@adatum.info

Local Part Domain Name

FIGURE 15-1 The parts of an email address.

In Chapter 2, "A Networking Primer,” you learned that Internet Protocol (IP) ad-
dresses consist of two parts: a host identifier and a network identifier. Routers on the
Internet use the network identifier to forward IP datagrams to a particular destination
network and then the router on the destination network uses the host identifier to
forward the datagrams to the correct computer on that network. In the same way, the
Domain Name System (DNS) identifies computers using fully qualified domain names
(FQDNSs), which consist of two parts: a host name and a domain name. When a DNS
server tries to resolve an FQDN into an IP address, it forwards the name resolution
request to the authoritative server for the domain, which looks up the IP address of
the specified host.

Email communications function in much the same way. The SMTP servers on the
Internet read only the second part of the email address and forward the email message
to the mail server for the appropriate domain. Then, the domain mail server reads the
first part of the address—the part before the @ sign—and deposits the email message
in the mailbox for the appropriate user.

Because the domain name of an email address must be understandable to all the
servers on the Internet, it must conform to the same standards as all DNS domain
names. Therefore, the domain name part of an email address is subject to the fol-
lowing limitations:

= The domain name can be no more than 255 characters long.

= Domain names can consist only of the letters A to Z, the numbers 0 to 9, and

the hyphen (-) character.

= Domain names are not case-sensitive. The addresses sanjays@adatum.com

and sanjays@ADATUM.COM are delivered to the same mail server.

Because the local part of an email address has to be read and understood only
by the destination mail server, its specifications are less stringent. The local part of
an email address is subject to the following limitations:

= The local part of the name can be no more than 64 characters long.

460 Administering Email
www.it-ebooks.info


http://www.it-ebooks.info

= Local part names can consist of the letters A to Z, the numbers 0 to 9, and
the following characters: ! #$ % & "* +-/=2"_"{|} ~.

= Local part names can also contain the period (.) character as long as it does
not appear as the first or last character and as long as it does not appear
twice in succession.

= Local part names can conceivably be case-sensitive, but in Exchange Server
2010, they are not. Exchange Server delivers the addresses sanjays@adatum
.com and SanjayS@adatum.com to the same mailbox.

Local part names can be case-sensitive because their interpretation is left solely
to the destination email server. If a particular server implementation supports case-
sensitive local part names, and the destination server is running that implementa-
tion, then the distinction of two local part names that differ only in their case is pos-
sible. However, on the Internet, senders rarely know what server implementations
their recipients are using, so most email servers, including Exchange Server 2010,
follow the recommendation of the SMTP standard and treat all local part names as
case-insensitive. Windows SBS 2011 does not allow you to create two user accounts
with email addresses that differ only in case.

NOTE Some email servers impose other restrictions on local part name construction.
For example, the Windows Live Hotmail system limits local part names to letters; num-
bers; and the period (.), hyphen (-), and underscore (_) characters. You cannot create

a Hotmail account name using any other characters, and the Hotmail system does not
send email to any address using other characters.

Despite the limitations listed earlier, one of your primary goals when assign-
ing email addresses should always be user-friendliness. An email address like
hknjv!fgjyc8*pi09iponi0-v665q{436y @xyucu6ysxxgfu7opm83opdx5zw56iyb.com
would be technically legal, but it would be terribly inconvenient for the individuals
forced to use it or anyone trying to remember it.

Understanding Email Server Functions

Email clients have two basic messaging functions: They send outgoing mail to one
kind of server and they retrieve incoming mail from another. The servers conduct
the rest of the email communication process, including the transmission of mes-
sages to computers hundreds or thousands of miles away. The following sections
discuss the main email server types.

NOTE Itis critical to realize that in this discussion of email communications, the
term server does not necessarily refer to a separate computer, but instead to a process
running on a computer in the form of an application or service. A single computer

can perform multiple server functions, as in the case of a computer running Exchange
Server 2010, which can perform all the email server roles simultaneously.
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Simple Mail Transfer Protocol (SMTP)

SMTP is the primary email communication protocol, responsible for the majority
of email traffic on the Internet. Every email client has the name or IP address of an
SMTP server in its configuration settings, to which it transmits its outgoing mail
messages. Email servers can use SMTP for both incoming and outgoing traffic.

SMTP is a text-based, application layer protocol that email clients use to send
their outgoing messages to a server, and email servers use it to forward the mes-
sages to other servers. Windows SBS 2011 servers function as SMTP servers, as can
all computers running Exchange Server 2010. Whichever email client your users
choose to run, that client sends its outgoing email messages to the Windows SBS
2011 server using SMTP. If the intended recipient of a message is another user on
your network, the Windows SBS server deposits the message in the recipient’s Ex-
change mailbox. If the message is addressed to a user in another domain, the server
transmits the message to another SMTP server on the Internet.

An SMTP server is a relatively simple mechanism, but its role has been compli-
cated over the years by the increasing prevalence on the Internet of unsolicited
email traffic, also known as spam. In earlier days, Internet service providers (ISPs) set
up SMTP servers for their customers, connected them to the Internet, and left them
open for use by anyone. The well-known port number for the SMTP protocol is 25,
and those servers willingly accepted anyone’s outgoing SMTP email messages as
long as they were addressed to that port.

However, it was not long before spammers began using these open servers to
send millions of unsolicited messages. By using the SMTP servers belonging to other
ISPs, the spammers made it difficult, if not impossible, to trace their spam emails
back to them. As a result of the enormous amounts of bandwidth consumed by the
spam, ISPs were forced to add various forms of protection to their SMTP servers.

Most Internet SMTP servers today require users to authenticate before they
can submit outgoing traffic, and many of them refuse all traffic addressed to port
number 25. Email clients typically enable users to specify the credentials they should
use to log on to the SMTP server, as shown in Figure 15-2, as well as an alternative to
port number 25. Port number 587 has been standardized as the port for authenticated
outgoing mail submissions, but some ISPs use nonstandard ports instead.
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Internet E-mail Settings \EI

- Outgeing Server | Connection IAdvanoed

My outgeing server (SMTF) requires authentication
(@) Use same settings as my incoming mail server

() Log on using

Remember password
Require Secure Password Authentication (SPA)

() Log on to incoming mail server before sending mail

FIGURE 15-2 The Outgoing Server configuration settings in Microsoft Office Outlook 2010.

NOTE On a Windows SBS 2011 network, the computer functioning as the SMTP
server is not accessible directly from the Internet, so it is not subject to abuse by
spammers outside the local network. Therefore, it is not necessary to take these
protective measures.

Post Office Protocol Version 3 (POP3)

SMTP is strictly a “push” protocol. Email clients and other email servers send mes-
sages to SMTP servers; they do not retrieve messages from them. To retrieve their
incoming messages from a server, clients use one of two “pull” protocols: Post Office
Protocol version 3 (POP3) or Internet Message Access Protocol version 4 (IMAP4).
POP3 is the more popular of these protocols.

NOTE The standard for version 3 of POP was published in 1996. POP1 and POP2
have long since become obsolete, and any reference to POP without a version identi-
fier almost certainly refers to POP version 3. There is a Post Office Protocol version 4
(POP4) server in development, but the protocol has not yet been standardized, nor is it
commercially available.
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POP3 is a relatively simple protocol that is designed to provide clients with offline
access to their email messages. A POP3 server maintains a separate mailbox for each
user in a particular domain, whereas the server stores the incoming email messages
it receives through its SMTP connections. Email clients periodically connect to the
server, authenticate the user, and download the messages in the user’s mailbox. In
most cases, the server deletes the messages once the client has downloaded them,
but many POP3 implementations provide users with the ability to leave copies of the
downloaded messages on the server, as shown in Figure 15-3.

Internet E-mail Settings @

‘ General | Qutgoing Server I Connection | Advanced

Server Port Numbers

Incoming server (POP3): Use Defaults

[] This server requires an encrypted connection (S5L)

Qutgoing server (SMTF): 25

Use the following type of encrypted connection: | None Iz‘
Server Tmeouts
Shart ! Long 1minute
Delivery

Leave a copy of messages on the server
[#]Remove from server after 14 2| days

[ remove from server when deleted from 'Deleted Ttems'

FIGURE 15-3 The Advanced Configuration settings in Outlook 2010.

The design of the POP3 mechanism enables clients to connect to the server,
download messages, and then disconnect, after which the user can work with the
messages offline. Because of this, the client’'s message store is said to be authorita-
tive in a POP3 application. When dial-up connections were the prevalent form of
Internet access, POP3 provided the most bandwidth-efficient method of accessing
incoming email.

POP3 is designed to keep the server side of the application as simple as possible,
leaving the majority of the messaging tasks to the client. There are, however, two
potential areas of server complexity. One involves the numbering of the messages in
a mailbox when a user downloads and deletes some, but not all of the waiting mes-
sages. Instead of numbering the messages consecutively, and renumbering the
messages when the client deletes some of them, most POP3 implementations use a
technique called Unique Identification Listing (UIDL) to assign a permanent, unique
identifier to each message in the mailbox.
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The other potential problem is one of authentication security. The POP3 standard
contains no provision for the use of encrypted passwords, and some implementa-
tions still require clients to transmit passwords in plain text. There are, however, a
number of POP3 implementations that use security extensions to protect passwords
and prevent unauthorized access to email accounts.

POP3 servers use the well-known port number 110 for client connections, and
many implementations can use Secure Sockets Layer (SSL) or Transport Layer Security
(TLS) to encrypt the contents of the email messages during download.

Internet Message Access Protocol 4 (IMAP4)

IMAPA4 is another “pull” protocol that clients can use to obtain their email messages
from a server. However, unlike POP3, IMAP4 is designed to leave the messages
stored on the server and enable users to work with them there. An IMAP4 client is
able to store copies of email messages on the local drive, but the authoritative mes-
sage store resides on the server.

Most email clients can support both IMAP4 and POP3 connections to a server.
IMAP4 connections use well-known port number 143. ISPs tend to provide their cus-
tomers with POP3 mailboxes because they require fewer server resources and much
less server storage. Web—based email implementations, on the other hand, often
use IMAP4 to display a user’s message store in a web browser interface.

IMAP4 places a much greater burden on the server than POP3, not only because
the server must maintain a message store for each user but also because the IMAP4
server provides more functions than a POP3 server. IMAP4 clients can create fold-
ers to organize email messages, move messages around between folders, and run
searches for specific messages. Searching, in particular, can be a highly resource-
intensive task, depending on the size of the mailbox.

IMAP4 also provides distinct advantages for the user. When a client connects
to a server using IMAP4, access to the user's message store is almost immediate
because the client is displaying the contents of the mailbox as it exists on the server.
By contrast, a POP3 client must check the server for new messages, download them,
and integrate the messages into the client’s data store before the user can begin
working with them.

Because IMAP4 stores messages on the server, users can access their mailboxes
from different locations without causing problems. For this reason, IMAP4 is a popu-
lar solution on college campuses, in which students in a computer center might use
a different system each time they access their email. IMAP4 also enables multiple
users to access the same mailbox simultaneously, while a POP3 mailbox can support
only one connected user at a time. This can be highly useful in a business environ-
ment, such as a help desk that has several people servicing a single email help line.
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Exchange Server 2010 Functions

Exchange Server 2010, although based on industry standards, is a proprietary mail
and scheduling product that is designed to provide clients with access to local and
Internet email, shared calendars and scheduling, task management, and a unified
messaging interface that can route other types of traffic, such as voice mail and
faxes, to a user's inbox. Windows SBS 2011 automatically installs Exchange Server
2010 with the Windows Server 2008 R2 operating system and configures it to pro-
vide these services to your network users.

When you run the Add A New User Account Wizard in the Windows SBS Console,
the wizard creates an Exchange Server mailbox for each of your new users using
the email address you specify. By default, the email address consists of the user’s
account name and the name of the Internet domain you specified in the Internet
Address Management Wizard, as in the example marklee@adatum.info.

Users can access their mailboxes using the Office Outlook Web Access (OWA)
site, shown in Figure 15-4, which Windows SBS 2011 creates by default. Users can
also access their Exchange Server mailboxes with Microsoft Outlook, but this client
is not included with Windows SBS 2011. You must purchase an appropriate edition
of Microsoft Office 2010 for your client computers to obtain the Outlook client.
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FIGURE 15-4 The OWA interface.

The Exchange Server 2010 implementation in Windows SBS 2011 includes POP3
and IMAP4 servers among its capabilities, but by default, the server does not start
the Exchange POP3 and Exchange IMAP4 services, which prevents clients from using
these protocols to access their Exchange Server mailboxes. If desired, you can start
the POP3 or IMAP4 service on your Windows SBS 2011 server, enabling users to
access their mailboxes using clients such as Windows Live Mail, the Windows Mail
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client included in Windows Vista, and the Outlook Express client in Windows XP.
However, this solution provides users with email access only. These clients do not
support the scheduling and task management features in Exchange Server.

Understanding Email Client Functions

An email client performs two basic functions: it sends outgoing email messages to

a server, and it retrieves incoming messages from a server. Virtually all email clients
are capable of sending messages to an SMTP server and accessing incoming mes-
sages using POP3, IMAP4, or both. Some clients, such as Microsoft Outlook, can also
connect to proprietary mail server products, such as Exchange Server 2010.

Many email clients are available, in two major forms: standalone applications
and web-based interfaces. Many of the Windows workstation operating systems
include an Internet email client: Windows Vista has Windows Mail, and Windows XP
and earlier versions have Outlook Express. Windows 7 does not ship with a mail
client, but Windows Live Mail is now available as a free download. All these clients
include support for SMTP, POP3, and IMAP4 connections, but they cannot connect
to Exchange Server except by using these protocols.

To configure an email client to access Internet email, you typically have to specify
settings for the following parameters:

= User name The name of the user that appears in the client interface.

= Email address The address associated with the mailbox that the client
accesses.

= Account name The name that the client uses to log on to the POP3 or
IMAP4 server maintaining the user’s mailbox. This name might or might not
be the same as the local part of the email address.

= Password The password that the client uses to log on to the POP3 or
IMAPA4 server.

= Outgoing server name The name of the SMTP server to which the client
sends outgoing Internet email messages.

= Outgoing server port number The port number that the SMTP server
uses to receive client transmissions. The default value is 25, and the use of
port number 587 is common. However, some servers use nonstandard port
numbers.

= Outgoing server user name and password Some SMTP servers require
clients to log on before they can send outgoing messages. These fields con-
tain the client credentials for the SMTP logon and usually have an option to
use the same credentials as the POP3 or IMAP4 server.

= Incoming server name The name of the POP3 or IMAP4 server from which
the client receives incoming Internet email messages.
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= Incoming server port number The port number that the POP3 or IMAP4
server uses to receive client transmissions. The default value for POP3 is 110;
for IMAP4, the default is 143. The use of nonstandard port numbers for POP3
and IMAP4 is possible, but rare.

= Server message retention settings For POP3 server connections, this
specifies whether the server should delete messages that the client has fin-
ished downloading.

Web-based clients are applications that run on a web server, usually a server be-
longing to the email service provider. ISPs often provide their customers with both
POP3 access, which requires a standalone client, and a web-based interface, which
runs on their own servers. Other mail providers, such as Windows Live Hotmail,
provide only a web interface, although there are standalone clients that can access
these web mail servers using a Hypertext Transfer Protocol (HTTP) connection and
download messages to the local drive.

Proprietary clients and server mail solutions can use any communications pro-
tocol the developers want. Outlook, for example, is designed primarily to connect
to Exchange Server computers on the same local network and uses a proprietary
protocol called Messaging Application Programming Interface/Remote Procedure
Call (MAPI/RPC). However, you can also configure Outlook to access a POP3 or
IMAP4 server on the Internet for incoming mail and an Internet-based SMTP server
for outgoing messages.

Understanding Internet Email Communications

For internal email, clients on your Windows SBS network simply send their outgoing
messages to the server, which places them in the appropriate destination mailboxes.
For users connecting with OWA, the messages never actually leave the server be-
cause the OWA site and Exchange Server are running on the same computer. How-
ever, email communications involving the Internet are somewhat more complex.

An Internet email transaction consists of these steps:

1. Auseron your network launches a client, creates an email message with a
destination address in another domain, and sends it.

2. The client sends the email message to an SMTP server. In the case of a client
on your Windows SBS 2011 network, Exchange Server 2010, running on your
primary server, can provide the outgoing SMTP service.

3. The SMTP server reads the destination email address from the outgoing
message.

4. The SMTP server generates a DNS request containing the destination domain
name and sends it to its DNS server (on a Windows SBS 2011 network, the
same computer also functions as the DNS server).

5. The DNS server forwards the request to other DNS servers on the Internet
as needed until it locates the authoritative DNS server for the destination
domain.
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MORE INFO For more information on DNS servers and resource records, see
Chapter 2.

6. The destination domain’s DNS server responds by sending the Mail Exchanger
(MX) record for the domain to the DNS server on your network.

7. The SMTP server receives the FQDN of the destination mail server from
the DNS server.

8. The SMTP server initiates another DNS transaction, this time to resolve the
destination mail server's name into an IP address.

9. The SMTP server receives the IP address of the destination mail server from
its DNS server.

10. The SMTP server transmits the email message to the IP address of the mail
server for the destination domain using the SMTP protocol.

11. The destination mail server, which can be another computer running Ex-
change Server or a POP3 or IMAP4 server, receives the message, reads the
local part of the destination address, and places the message in the mailbox
for the appropriate user.

12. At some future time, the recipient connects to his or her email server using
a client, and accesses the message, either by downloading it or reading it in
place.

Connecting an Exchange Server to the Internet

Thus far, this chapter has discussed two types of email systems that are essentially
separate. SMTP, POP3, and IMAP4 servers are designed to send and receive email
over the Internet, while Exchange Server 2010 is a proprietary solution that was ini-
tially designed for internal messaging on a private network. How, then, do you bring
the two together so that your users can send messages to and receive them from
users on both the local network and on the Internet?

There are several ways to answer this question, as Exchange Server 2010 is a
highly flexible application. However, as with most of the powerful technologies it
includes, Windows SBS 2011 selects and implements a configuration that is accept-
able to most small business administrators.

The default Exchange Server 2010 configuration in Windows SBS 2011 is first
an internal email server that enables the users on the network to communicate.
When users log on to the Active Directory Domain Services (AD DS) domain, they
receive access to their Exchange Server mailboxes on the primary Windows SBS
server. Remote users working from home or any other location can use the Remote
Web Access site to access their Exchange Server mailboxes through the Internet.
This internal network access provides users with the full email, scheduling, and task
management capabilities of Exchange Server.
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When a network user sends an email message to an addressee on the Internet, the
Windows SBS server receives the message by default and uses the SMTP server capa-
bilities in Exchange Server 2010 to locate the destination mail server and transmit the
message over the Internet. When an Internet user sends an email message to one of
your network users, using an address in the Internet domain you registered with the
Internet Address Management Wizard, your server receives the message and deposits
it in the user's mailbox.

Your Windows SBS server is accessible to mail servers on the Internet because the
Internet Address Management Wizard automatically creates an MX resource record
on the DNS server that is authoritative for your domain, as shown in Figure 15-5.
The MX record contains the FQDN of your server, with the host name remote, plus
your Internet domain name, as in remote.adatum.info. As a result, other SMTP serv-
ers on the Internet are able to forward messages to your server.

Dashboard ~ Zone File Editor | Advanced Seffings

Zone File Editor  spamummro change

6 Standard DNS supports up to 100 records. Users with greater than 100 records can upgrade to Premium DNS - coming
S00M:

adatum.info (Lastsaves o1isz011 s05:23 st Cancel  EELIEEATEREIE 18 records existin your zone file

MX (Mail Exchanger) What is this? Restore Defaults
W Priority Host Paints ta TTL
|:| 10 @ remote.adatum.info 1/2 Hour

() Quick Add

FIGURE 15-5 The MX resource record created by the Internet Address Management Wizard.

As noted in Chapter 2, the Mail Exchange (MX) record is a specialized DNS re-
source record that specifies the name of a mail server that is authoritative for the
domain. Without an MX record, there is no way for email messages on the Internet
to reach that domain. In addition to the MX record, the authoritative DNS server for
the domain must also have a Host (A) record that supplies the IP address equivalent
for the mail server.

The Internet Address Management Wizard also configures your router to forward
the incoming SMTP traffic on port 25 to your server, as shown in Figure 15-6. These
two settings (the MX record and the router configuration) complete the route from
the mail servers on the Internet to your mail server on your private network.
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FIGURE 15-6 A typical router configuration interface.

MORE INFO There are situations in which you might have to configure both of these
settings manually, such as when you register your domain name with a registrar not
supported by the Internet Address Management Wizard, or when the wizard cannot
automatically configure your router. These manual configuration tasks are not dif-
ficult, but they depend on the interfaces provided by your domain registrar and your
router. For more information on the tasks performed by the Internet Address Manage-

ment Wizard, see Chapter 4, "Getting Started.”

Configuring Email Settings in Windows SBS 2011

Enable

I
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I
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[ e e |

Although the Windows SBS 2011 setup program automatically installs and config-
ures Exchange Server 2010, you might want to perform some additional configuration
tasks, which are described in the following sections.
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Configure a Smart Host for Internet Email

The Internet email transmission process, as described earlier in this chapter, might
seem quite complicated, but it actually is quite efficient under ideal conditions.
However, if a destination mail server is not available to receive messages, Exchange
Server must keep retrying the transmission until it reaches its timeout interval. This
means that the delivery of a single email could require the server to transmit dozens
of messages over the network’s Internet connection. Multiply this by the hundreds
or thousands of email messages that the server sends every day, and you can see
how this can bog down the server’s performance and consume a significant amount
of Internet bandwidth.

Another problem with this arrangement is the fact that many Internet servers
assume that messages originating from dynamic IP addresses are spam. Most ISPs
assign dynamic IP addresses to their clients, including the broadband routers that
Windows SBS 2011 networks typically use to access the Internet. Therefore, you
might find that some of your outgoing email messages are failing to reach their
destinations because intermediate servers are discarding them as spam.

One way to overcome these problems is to use a smart host to transmit your
Internet email. A smart host is an SMTP server, typically supplied by your ISP, that
functions as an interim mail stop for your domain. You configure Exchange Server
to send all its outgoing mail to the smart host, and the smart host is then responsi-
ble for transmitting and retransmitting the individual messages to their destinations
as needed. In addition, because the smart host has a static IP address, its traffic is
less likely to be perceived as spam.

The Getting started tasks list in the Windows SBS Console provides access to a
wizard that configures Exchange Server 2010 to use a smart host. To run this wizard,
perform the following:

1. Log on to your Windows SBS 2011 primary server using an account with
network Administrator privileges. The Windows SBS Console appears.

2. On the Home page of the Windows SBS Console, click Configure a smart host
for Internet e-mail. The Configure Internet Mail Wizard appears, displaying
the Before You Begin page.

TIP The Configure Internet Mail Wizard is also accessible from the Network/
Connectivity page of the Windows SBS Console. To start the wizard, click Smart
host for Internet e-mail in the Internet E-Mail section.
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E Configure Internet Mail ;lﬂlﬂ

Before you begin

During installation, your server is configured to deliver e-mail to recipients over the Internet by default,
However, in some cases, you may have the option to route e-mail to an intermediate mail server hosted by
your Internet Service Provider ISP, This mail server is known as a Smart Host,

If you configure your server to use a Smart Host, you can send e-mail in a more secure and reliable
manner. Additionally, the use of a Smart Hast may help prevent other servers fram falsely identifying your
autbound e-mail messages as spam,

To configure a Smart Host far your &-mail, abtain the following information from your Internet Service
Pravicer ISP} befare continuing:

*  Fully qualified damain name (FODMN) or IP address of your Smart Host server,

*  Theuser name and passwaord for authentication at your Smart Host server {optionalj.

When do Trun this wizard?

Mext | Cancel |

The Before You Begin page lists the resources you must have to complete the
wizard, which include the FQDN or IP address of the smart host you intend
to use. You obtain this information from your ISP or other provider. In most
cases, ISPs require authentication to access the mail server, so you need a
user name and password as well.

3. Click Next. The Specify Settings For Outbound Internet Mail page appears.
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_E Type the fully qualified domain name or IP address of the Internet mail Smart Host server. You can
Internet is farwarded through this server,

* I need ta canfigure a Smart Host server for Internet e-mail.
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User name:
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Password:
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4. Leave the / need to configure a smart host server for Internet e-mail option
selected and, in the Smart host server information text box, type the name or
IP address of the server you want to use.

5. If necessary, select the My Internet service provider requires authentication
check box and, in the User name and password text boxes, type the creden-
tials for the server, as supplied by your ISP.

6. Click Next. The Configuring Internet E-Mail Settings page appears as the
wizard attempts to contact the server you specified. If the attempt succeeds,
the Configure Internet Mail Settings Is Complete page appears.

If the wizard cannot connect to the server, it specifies the nature of the
problem, such as a nonexistent server or rejected credentials, allows you to
correct your settings, and tries again. Keep altering your settings until the
wizard connects.

7. Click Finish. The wizard closes.

Using the POP3 Connector

One of the byproducts of the email age is the proliferation of email addresses that
people tend to gather. The Add A New User Account Wizard creates a new mailbox
for each user on the network, but he or she might already have other email ad-
dresses as well, addresses from personal accounts or other affiliations. There are two
ways to incorporate email from other sources into users’ Exchange Server mailboxes:

= Configure the Office Outlook client on each individual workstation to access
the external accounts.

= Use the POP3 Connector in Windows SBS 2011 to access the external accounts.

In addition to functioning as an Exchange Server client, Office Outlook is a POP3
and IMAP4 client. When you add a POP3 account to an Outlook client that is already
configured to access an Exchange Server mailbox, you can integrate the messages
downloaded from the POP3 server into the mailbox so that the program perma-
nently stores them on the Exchange Server computer. With this arrangement, you
must configure each individual client with the appropriate configuration settings
for the POP3 account, and the system can check the POP3 server for new messages
only while the client is running on the workstation.

The POP3 Connector is essentially a multiuser POP3 client that runs on Exchange
Server, which you configure with the account information for each of your users. The
POP3 Connector checks each of the POP3 accounts at scheduled intervals, down-
loads new messages, and deposits them in the correct users’ mailboxes. With the

474 Administering Email
www.it-ebooks.info


http://www.it-ebooks.info

POP3 Connector, server administrators manage the account information, and the con-

nector runs all the time, downloading new messages even when the clients are not
logged on to the network.

To use the POP3 Connector, you must have the server name and user credentials

for each POP3 account you want the server to access. To configure the POP3
Connector, follow these steps:

1. Log on to your Windows SBS 2011 primary server using an account with

network Administrator privileges. The Windows SBS Console appears.
2. Click Network, and then select the Connectivity tab.
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3. Under Windows SBS POP3 Connector, select the POP3 Connector item, and
in the Tasks list, click View POP3 Connector properties. The Windows SBS
POP3 Connector dialog box appears. You must add each POP3 account you
want the connector to access to the POP3 Mailboxes list.
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J Manage POP3 mailboxes

Scheduling

POP3 Mailboxes:

User Mame I POP3 Server I Exchange Mailbox I

Add... Edit... Eemove..,

What is the POP3 Connector?

Ok I Cancel | Apply |

4. With the Mail accounts tab selected, click Add. The Pop3 Mailbox Accounts
dialog box appears.
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Map a POP3 mailbox account to a Windows Small Business Server e-mail account

i POP3 mailbox account

POP3 server: User name:
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— Windows Small Business Server e-mail account
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account can deliver the e-mail to.

[

What are POP3 mailbox accounts?

9] 4 Cancel
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5. Inthe POP3 mailbox account box, configure the following settings:

= POP3 server Specifies the name or IP address of the Internet server
hosting the POP3 mailbox you want to access.

= Port Specifies the port number the server is using for POP3 traffic. The
default value is 110.

= Secure Socket Layer Configures SSL encryption for the POP3 connec-
tion, if the server supports it.

= Logon type Specifies which of the following authentication methods
you want the server to use when connecting to the POP3 server: Basic,
Secure Password Authentication (SPA), or Authenticated Post Office Pro-
tocol (APOP).

NOTE The Basic option uses plain text authentication, SPA encrypts the pass-
word before transmission, and APOP combines the password with a timestamp
before encrypting it. This is done to create a unique value during each logon.
APOP is more secure than SPA because it prevents potential attackers from
capturing the encrypted passwords and replaying them. However, you must make
sure that the POP3 server supports SPA or APOP authentication before you select
these options.

= User name Specifies the account name you want the server to use when
logging on to the POP3 server.

= Password and Confirm Password Specify the password associated
with the user name.

6. Inthe Windows Small Business Server e-mail account drop-down list, select the
mailbox to which the connector should deposit the downloaded messages.

7. Click OK. The new account appears in the POP3 Mailboxes list.
8. Repeat steps 4 through 7 to configure additional POP3 mailboxes.
9. Click the Scheduling tab.
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windows SBS POP3 Connector x|

Mail Accaunts
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—Schedule
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Retrieve e-mail every:
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Retrieve now
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OK Cancel Apply

10. In the Schedule box, specify the interval at which the server should check the
POP3 accounts for new mail.

TIP You can also trigger an immediate check of the POP3 accounts by clicking
Retrieve now.

11. Click OK.

Setting Mailbox Quotas

User mailboxes can grow to an enormous unwieldy size, especially when email mes-
sages carry attachments. To prevent mailboxes from growing too large, Windows
SBS 2011 has the ability to impose quotas that issue warnings and ultimately stop
saving incoming mail when a mailbox reaches a specified size. Windows SBS enables
mailbox quotas by default and sets them to a maximum size of 2 gigabytes (GB).
When a user’s mailbox is within 100 megabytes (MB) of the quota limit, Exchange
Server issues a warning. When the mailbox reaches the quota limit, Exchange Server
stops sending and receiving mail for that user.
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To reduce the size of a mailbox that has reached its quota limit, the user can delete
some of the messages or archive them to another location using the capabilities of
the client program. The administrator can also choose to increase the quota.

NOTE In Windows SBS 2011, mailbox quotas are a function of Exchange Server 2010,
not the File Server Resource Manager, which implements the default user share and

folder redirection quotas. To modify mailbox quotas with greater precision, you must
use the Exchange Management Console.

To enable, disable, or modify quotas for specific mailboxes, use the following
procedure:

1. Log on to your Windows SBS 2011 primary server using an account with

network Administrator privileges. The Windows SBS Console appears.
2. Click Users and groups, and then select the Users tab.
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oa Purchase addiional client access
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@ What users canImanage?

4 Refresh the view
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3. Select the user whose quota you want to modify and, from the Tasks list,

select Edit user account properties. The Properties sheet for the user appears.
4. Click the E-mail tab.
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= Robin Young Properties ﬂ

General
Remate Access
]
Computers
Falders
Graups
Web Sites

0 . .
né Set maximum mailbox size

¥ Enfarce the mailbox quotas

Maximum mailbox size {in GB): 2.0 3:

OK I Cancel | Apply

5. To disable the mailbox quota, clear the Enforce the mailbox quotas check box.
To modify the quota size, change the value in the Maximum mailbox size

box.

6. Click OK to close the Properties sheet.

Moving Exchange Server Data

Because the Windows

SBS 2011 setup program installs Exchange Server 2008 along

with the operating system, you cannot choose the disk where Exchange Server
creates its message stores. However, Windows SBS 2011 does provide a wizard that
enables you to move the message stores at any time. Therefore, if you want to put
the mailboxes on a fault-tolerant volume, or even if you just need more disk space
for them, you can move the message stores with this procedure:
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1. Log on to your Windows SBS 2011 primary server using an account with
network Administrator privileges. The Windows SBS Console appears.

2. Click Backup and server storage, and then select the Server storage tab.

1 Stamlard Consule

=y n W A %

Users and SharedFolders  Backup and
Groups Metwork — Web Sites| 'GerverStorsge’  "oPoTE Security

Melp -

[ Current Usage [ Free Space [ stanus
;’ Local Dusk {C:} 149968 359 GB HIGE 9 oK

. Mew Volume (£} 40 GB JLMB 3G 9 oK

Storage Tasks

(%) Mave Exchange Server Data
(%) Mave SharePaint Foandation Data
() Mave Users' Shared Data

(%) Mave Users’ Reduected Documents
Data

(%) Mave Windows Update Repositary
Data

& Tell me mare abour managing
Select an olpectin the bt to vrew tasks and details associated with that object. = storage aof server data

€4 Refresh thas view

2itenn

3. In the Tasks list, select Move Exchange Server data. The Move Exchange
Server Data Wizard appears.

4. Click Next to bypass the Getting Started page. The wizard checks your serv-
er's backup status and searches for available volumes. If your server is not
configured to perform regular backups, the Server Backup Is Not Configured
dialog box appears.

5. Click OK to close the Server Backup Is Not Configured dialog box. The
Choose A New Location For The Data page appears.
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SI=

Choose a new location for the data

Current location:
Lacal Disk {C) 113 GB free
Exchange Server data (333 MB)

Mew location:

Drive | Free Space | Total Space
== Mew Volume E:] 39.9 GB 309 GB

How do I mave the data on my server?

Back | Maove I Cancel |

6. Select the volume where you want to move the Exchange Server data and
click Move. The wizard moves the data to the volume you selected, and the
Exchange Server Data Was Moved Successfully page appears.

7. Click Finish. The wizard closes.
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Working with Websites

= [Introducing Internet Information Services 7.0 483
= Accessing the Windows SBS Websites 492
®  Managing the Windows SBS Websites 498

Windows Small Business Server (SBS) 2011 relies heavily on web-based appli-
cations for many of its client communication and administration tasks. One
of the biggest favors that the setup program does for you during the Windows SBS
2011 installation is to create and configure your server to host many different in-
ternal websites, tasks that would take hours if you had to perform them manually.
Once created and configured, these websites need little attention from administra-
tors, but you can customize them to accommodate the needs of your users.

Introducing Internet Information Services 7.0

Internet Information Services (I1S) 7.0 is the web server application supplied with
Windows Server 2008 R2 and Windows SBS 2011. In the early days of the Web,

a web server was nothing more than an application that listened for incoming
requests from browsers and responded to those requests by sending Hypertext
Markup Language (HTML) files in return, using an application layer protocol called
Hypertext Transfer Protocol (HTTP). Today, however, web servers are far more com-
plex. They can supply browsers with many other types of files, including images,
audio, and video. Web servers can also host applications that are designed to use
a browser as a client, communicating with a variety of protocols. Over the years,
IIS has evolved into a comprehensive web server product that can host multiple
websites and applications simultaneously, providing a wide variety of client and
administrative services.

Introducing the Windows SBS 2011 Default Websites

Windows SBS 2011 uses IIS to provide clients with a variety of services, including
the following:
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= Client deployment When you join a client workstation to your Windows
SBS 2011 network, you use Internet Explorer to access a site called Connect.
Connect is an intranet web application hosted by 1IS on your Windows SBS
server. The application checks the client computer for the necessary prerequi-
sites and enables the user to download and run a program called Launcher.
exe, which starts the Connect Computer Wizard. This wizard joins the com-
puter to the domain and performs a large number of workstation setup tasks
that would otherwise require an administrator's presence.

MORE INFO For more information on the Connect website and the tasks per-
formed by the Connect Computer Wizard, see the section entitled “Working with
Computers,” in Chapter 6, “Working with Users, Computers, and Groups.”

% Connect Computer - Windows Intemet Explarer | ]
@l‘)v |a: hitp//eonnect/ WindowsVIST A asp 1-|<',| x I Hing Pl

g Favorites | @ Connect Computer

Welcome to Windows Small Business
Server 2011 Standard

ml

The Connect Computer program helps you assign yourself or others as users of this computer, preserve
existing user data, and configure this computer to connect to the Windows Small Business Server 2011
Standard network,

To start the program, click the following link and then follow the instructions. For additional guidance, see
figures 1-3.

# Start Connect Computer Program
Click ta start the Cannect Computer Program

= Windows Server Update Services (WSUS) WSUS provides the computers on
your Windows SBS network with operating system and application updates
that it obtains from the Microsoft Update servers on the Internet. Although it
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is not visible to the network users, WSUS does this by creating an alternative
to the Microsoft Updates Web site on your Windows SBS server.

MORE INFO For more information about WSUS, see Chapter 11, “Deploying
Updates.”

Remote Web Access (RWA) RWA is a portal site that provides network
users at remote locations with access to your Windows SBS network resources
via the Internet, using the interface shown here.

e - Winduwrs Iternct Bxgrlorer

[ reps iy aam renoTe =] cotemeemer | | 4y |k [ R

o Favortes g W Senoll Busieerss Servie 011 Sorederd - Home

Remote Web Access: Remote Workspace for Mark
Check Email Shared Foldaers Compulars
5881
1 wirdons® Small Business Server 7011
P ook emai l b 2 ' o s
Connect
b CLI1
l esrshires -.k ‘Windows 7 Enterprise
Internal Web Site - > Connect il
View &¥ shared folders Connect to more compisters
»
ﬁ Administration Links
B windows Small Businase Sarvar Camenunity =l
o O YT o= R -

Office Outlook Web Access (OWA) OWA is a web-based client for the
Microsoft Exchange Server 2010 mail server incorporated into Windows SBS
2011. Unlike earlier versions of Windows SBS, which include Microsoft Office
Outlook, OWA is the only Exchange Server client supplied with the Windows
SBS 2011 and Windows SBS 2008 products. Users on the internal network
can access the OWA site directly, and remote users on the Internet can access
it through the RWA site.
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€ Robin Young - Dutlook Web App - Windows Intemet Explorer

—~ 3 Te— R |- 1
GO - [lmssean = o e
i Favorites | 0| Roban Young - Qutlock Web App
"Q'E'ﬂook-wm,ﬁpp Robin Young =
Mail 3 Inbox W rind ne Options = @ -
Mew - Delete = Move=- Filter = View= o Hello Robin Young,
4 _Robin Young Search Entine Madbox B %1 Mark Lee has installed Windows Small Busi
—) ol @ 2011 Standard on our computer network. ¥
53 Drafts S5BS provides software and tools that help i
ﬁ St Rems 4| Welcome to Windows Small Bus... '@ more productively and communicate more
fal Deleted Nems Windaws SBS Administrators Man 1/10 with co-workers, customers, and partners.
[ Junk E-Mal
&l Mates Here are links to information that helps you
about the features of the netwaork:
=] Mail
&
Wirnicows Servall Busiemma Server =t
piey
E-Mail

Communicate with your co-work
{7 ] the Windows SBS network by usigy

= SharePoint Foundation 2010 The Companyweb site is a database-enabled
web application implemented by SharePoint Foundation Services 2010, which
provides Windows SBS users with several collaboration tools, such as docu-
ment storage, discussion groups, shared calendars, and task lists. Using the
host name companyweb, this is the main internal website for Windows SBS
2011 users.

éc Home -Vindows et

EIE) = [ e comparyacbiSichagestomease

<[4 | % |[E £ng ryE

i Favarites

|| Companyweb - Home

Browse

Companyweb » Home

tntermnal Weh site

Search this site. B (7]

Announcements :;'. [

Welcome Lo your Internal Web site
nigtratar

Lists

Calendar

Tasks

Descussions

Team Digcussion

= SharePoint Central Administration SharePoint Central Administration
creates a separate website that provides administrative control over the main
SharePoint site.
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f‘ Home - Central Administration - Windows Internet Explorer i =] 5]

(S A ||;| http:)’,l’sbsl:48540;’defau\j 4| X I Bing 2~

N ) - o »
o5 Favarites | Hame - Central Administra. ., i - Bl - () #= - Page - Safety ~ Tools -

Site Actions ~ #Y INICITT

& SharePoint2010 Central Administration

Central
Administration [ E Application System
Application Management “--° Management Settlngs .
Manage web Manage servers in
Systemn Settings applications this farrm
Monitaring Create_ site Manage services on
collections SErYEr
Backup and Restore Manage service Manage farm
Security applications featu.ras
Manage content Canfigure alternate
Upgrade and Migration databases ACCESS Mappings —
General Application
Settings e IYonitoring @‘tj Backup and
B .
Configuration Wizards |--1\| Rewiew p_rob\ems L O Restore
and solutions == perform a backup
Check job status Restore from a
a backup
|'/ 1 Security Perfarm a site
\ | Manage the farm collection backup
_

4 administrators group —
J ” . — . :

’_’_’_’_’_’_’%K‘i‘. Local intranet | Protected Mode: OFf h v | miwm - 4

MORE INFO For more information on using and managing the SharePoint sites,
see Chapter 17, “Working with SharePoint.”

Understanding the 1IS Architecture

IS takes the form of a role in the Windows Server 2008 R2 operating system. The
Windows SBS 2011 setup program installs and configures eight different roles on
your server during the installation process, among them the Web Server (IIS) role.
The Web Server (lIS) role is a modular service that has 46 role services, as shown

in Figure 16-1, which provide IIS with various security, management, logging, and
application capabilities. By default, Windows SBS 2011 installs all the IIS role services
except for those which compose the FTP Server, although it does not necessarily
require all the role services it installs.
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Roles
E Butive Direcbory Certicate | [
Active Directory Domain Se 5 Vit thes bt of the roles installed an your serves and add or remove roles and featires.
) gl ation Server *
%} DHCE Sarvne -
E DS Server | Role Services: 45 instabed o Add Role Services =l
e Fie Sarvics [ Ll
g |5 web Server Istaled
1 ey weh Server (115) .
B il Windores Sovver Udete S a Common HTTE Fastunes Irtaled
@ d] Banurss “;" Stakie Conbent Inctaled
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& il Corigueation & Directory Browsing Instaled
# P4 Sorage Fs HTTP Enrors Irstabed
s HTTP Redrection Irstaled
2 Webiaw Publishing Inestaled
s  Applcation Development Instaled
& ASP.NET Instaled
& MET Extermiity Iretabed
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& Server Side Inchades Iretabed
Ca  Hesth and Disgnostics It abed
&a HTTP Logging Irstaled =
4| LI 3 Lok Refrash: Today 8t 10578 PM Configuen refrash

FIGURE 16-1 The Web Server (lIS) role services.

In a Windows Server 2008 R2 installation, 1IS has one default website with a
placeholder splash screen, which uses the standard port for HTTP communications,
port 80. This site and the splash screen are still accessible on a Windows SBS 2011
server if you use a Uniform Resource Locator (URL) containing only the server's
name or Internet Protocol (IP) address, as shown in Figure 16-2. However, the de-
fault IIS installation in Windows SBS 2011 also includes several other sites, which are
accessible using various other URLs.

In IIS, a site is an individual set of web pages that is separate from the other sites
running on the computer. In Windows SBS 2011, the default IS sites are all intended
for use by a single organization, but it is also possible to use IIS to create completely
separate sites for different companies, each with its own content and configuration
settings. With IIS, you can create as many additional sites as your server hardware
can support. You create and manage sites using the Internet Information Services
(1S) Manager application, as shown in Figure 16-3.
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FIGURE 16-2 The default IIS website.
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@_@ [.ﬁ » SBSL b Sites »

File View Help

[connections .
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FIGURE 16-3 The default Windows SBS sites in the Internet Information Services (IIS) Manager.
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Each site points to a location on a local drive that holds the files containing the
site's content, such as HTML, image, and application files. Working with the content
is a matter of creating and editing the files at this location.

IIS also supports the use of virtual directories, which are pointers to other loca-
tions on the same computer or on the local network. For example, if you have a
site with its home directory on the local drive, but you want to publish some files
located on another computer, you can either copy those files to the home directory
(which can cause version synchronization problems) or just create a virtual directory
on the site that points to the folder on the other computer. The files appear on the
site, yet remain in their original location.

Running Multiple Sites

Hosting multiple websites on a single server presents a problem for IIS. When web
browsers connect to a site, they do so by sending an HTTP request message to the
web server's IP address using the well-known HTTP port number 80. When requests
for different sites arrive at the server, how is IIS supposed to differentiate them and
forward each request to the correct site?

The answer is by configuring each site with a different set of bindings. Bindings
are rules that tell [IS how to associate incoming requests with specific sites. IIS sup-
ports three types of bindings, as follows:

= [P address Itis possible to assign more than one IP address to a single
computer. By doing this, you can configure IIS to use a different address
for each site. However, you must also register a different name in a Domain
Name System (DNS) domain for each address.

= Port number Web browsers send all their HTTP requests to port 80 on
the destination server unless the user specifies a different port number in
the URL. You can create bindings that assign a different port number to each
site on an IIS server, enabling the server to distinguish among the incoming
requests. However, to access a site that uses a nonstandard port number,
users must specify that number in their URLs, following the server name and
a colon, as in the example www.adatum.com:1024. In Windows SBS 2011, the
WSUS site uses port number bindings because the URL that Windows Update
clients use to access the web server, which contains the port number 8530, is
hidden from users in a Group Policy object (GPO). In a situation like this, in
which users do not have to remember the port number and type it in a URL,
port number bindings are a viable option. Another reason to use port num-
ber bindings is to keep a site hidden from the average user. The SharePoint
Central Administration site on your server uses a nonstandard port number,
which is unknown to the network users, but which administrators can access
through the Windows Small Business Server 2011 Standard Console.
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= Host header Communications between browsers and web servers are
based on IP addresses, not server names, but HTTP messages have a Host
field that contains the server name that the user specified in the browser. A
host header binding associates a particular Host field value with one of the
sites on the IIS server, even if all the host names resolve into the same IP
address. In Windows SBS 2011, the client deployment and SharePoint sites all
use host header bindings.

To configure or modify the bindings for a site, you select a site in IS Manager
and open its Site Bindings dialog box, as shown in Figure 16-4.

Site Bindings 2|
Type | Haost Mame | Part | 1P Address | Binding Add... |
http Companyweh an

Edit... |

Remoye |
Browse |
< |

Close |

FIGURE 16-4 A Site Bindings dialog box in the IS Manager.

Running Web Applications

When software developers create standalone client/server applications, they have to
design both the server and the client components from scratch, including the client
user interface. Web applications for Windows SBS 2011 simplify the software design
and deployment process by using the existing mechanisms of IIS on the server and
Internet Explorer on the browser. Internet Explorer provides the basic functions that
simplify the design of the user interface, and IIS includes role services that provide
support for a number of application development environments, including Active
Server Pages (ASP), ASP.NET, and Internet Server Application Programming Interface
(ISAPI).

Originally, the Web consisted of static pages written in HTML, and the only func-
tion of the web server was to transmit those pages to browsers on request. Today,
however, web applications enable sites to do much more than simply display static
information. Application-enabled websites can generate pages on demand, using
information provided by the user or extracted from a database.

The Companyweb site included with Windows SBS 2011 is a perfect example of
this arrangement. Clients connect to the SharePoint site, and IIS runs the SharePoint
web application that generates pages using content stored in a Microsoft SQL
Server database. Windows SBS uses a single computer for the web server and the
database server, but with Windows Server 2008 R2, it is also possible to deploy the
components on separate computers.
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IIS is capable of running multiple applications, each associated with a different
site, and it can do so without one application jeopardizing the stability of the others
or of the entire computer. IIS does this by using individual address spaces called
application pools. Each application pool runs in its own protected space, so that if an
application crashes, it cannot have any effect outside the pool. This is called worker
process application mode. The Windows SBS 2011 setup program creates 20 separate
application pools for the various sites in IIS, as shown in Figure 16-5.
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FIGURE 16-5 The default IIS application pools in Windows SBS 2011.

Accessing the Windows SBS Websites

The websites hosted by IIS on your Windows SBS 2011 server are accessible like
any other website—by typing a URL in a browser window. However, Windows SBS
provides a number of tools that make the sites more readily accessible to users and
administrators.
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Accessing the Client Deployment Site

The first site that each workstation accesses on the Windows SBS server is the client
deployment site, which joins the computer to the domain and configures it to access
the network’s resources. To connect to this site, a user or administrator simply has to
type the word connect in the browser’s address box. This works for two reasons:

= The Windows SBS 2011 setup program creates an Alias (CNAME) resource
record in the Active Directory Domain Services (AD DS) domain that equates
the name connect with the name of the server. When the workstation per-
forms a DNS name resolution on the name connect, it receives the IP address
of the server in return.

= The client deployment website has a host header binding that associates the
name connect with the site. As a result, IIS forwards HTTP requests containing
connect in the Host field to the client deployment site.

Using Shortcuts and Links

In addition to joining the workstation to the network, the Connect Computer
Wizard configures the workstation so that users have various ways to access the
websites on the Windows SBS 2011 server, including the following:

= On the Start menu, the wizard creates a Windows SBS program group
that contains an Internal Web Site shortcut pointing to the SharePoint site:
companyweb.

= In the Internet Explorer Favorites list, the wizard creates links to the Internal
Web Site and to the RWA site.

Using Remote Web Access

As mentioned earlier, RWA is a portal site that contains no content of its own, but
provides users with access to the other Windows SBS 2011 websites, as well as other
internal network resources. RWA is unique among the default Windows SBS websites
in that it is available both to internal network users and to Internet users at remote
locations. For internal users, RWA provides a convenient central access point for the
Windows SBS network resources. For users at remote locations, however, RWA also
provides the unique ability to log on to the AD DS domain from outside the physical
network.

Once connected to the RWA site, a user with the correct permissions can perform
several tasks:

= Connect to the OWA site
= Connect to the Internal companyweb website

= Establish a Remote Desktop Services connection to a workstation on the
internal network
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= Access shared folders on the network
= Change the user’s password
= View the Windows Small Business Server 2008 Client Computer Help pages

Users with administrative credentials can perform these additional tasks:
= Establish a Remote Desktop Services connection to a the network server

= Access the Windows Small Business Server (SBS) Community and Official SBS
Blog pages on the Internet

To provide this remote access, your Windows SBS 2011 server, your Internet ac-
cess router, and your Internet domain must be configured properly. This configura-
tion consists of the following elements:

= The Windows SBS 2011 setup program creates the RWA site in IIS and config-
ures it with a host header binding that associates the site with the host name
remote.

= The Internet Address Management Wizard creates a DNS resource record
in your Internet domain, pointing the host name remote to your router’s
external (Internet) address.

= The Internet Address Management Wizard configures your router to admit
Internet traffic through ports 25, 80, 443, 987, and 3389 and forward the traf-
fic to your server.

= The Windows SBS 2011 setup program creates a certificate installation pack-
age that enables you to distribute your server's self-signed certificate to
remote computers.

Connecting to the RWA Site

The RWA website is accessible to users, both on the internal Windows SBS network
and on the Internet, through the URL http://remote.domain_name.com, where
domain_name.com is the name of the Internet domain name you registered using
the Internet Address Management Wizard. The server name in this URL resolves

to the external address of your router, and the router forwards the traffic to your
Windows SBS server. Internal users on the Windows SBS network can connect to the
RWA site more easily by using the Favorite that the Connect Computer Wizard creates
in Internet Explorer.

TIP If computers on the Internet are unable to connect to your server using RWA,
the most likely causes of the problem are a missing or incorrect DNS resource record
for the host name remote in your domain, or an improperly configured router that is
not forwarding all the required port traffic to the server.
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When a user on the internal network connects to the RWA site, a sign-in page
appears, as shown in Figure 16-6. The user must log on using his or her AD DS
domain account to enter the site.

ﬁ'winduws Small Business Server 2011 Standard - Remote Web Access - Windows Internet Explorer

@\—“/' I@. https:Hremnte.adatum.inFansj @' Certificate Error @ 42| X Ib Eing goliis
¢ Favarites (@& windows Small Business Server 2011 Standard - Rem. . | | J fi v B - [ om0 - Page - Safety - Took - @~

Language: English (United States) =

':l. windows Small Business
= Server 2011 Standard
Remote Web Access

Ay
Windows Small Business Server 2011 [user narme
Standard
=%
|Password @
[ Remember me on this computer
=]
[pene [T [ [ [ mternet Ja - [ Baw% -

FIGURE 16-6 The Remote Web Access sign-in page.

For Internet users, the process might be slightly more complicated in some cases.
The RWA site uses Secure Sockets Layer (SSL) encryption, which uses digital certifi-
cates to confirm the identity of the server. If, during your initial Windows SBS 2011
server configuration, you used the Add A Trusted Certificate Wizard to purchase a
certificate from a third-party provider and install it on your server, as described in
Chapter 4, “Getting Started,” clients on the Internet trust the server’s certificate and
allow the browser to access the RWA site.

If you did not purchase a certificate from a trusted third-party provider, your server
is using a self-signed certificate. Computers on the local network trust the server’s
self-signed certificate because they are members of the same AD DS domain. How-
ever, computers on the Internet are not members of the domain and have no reason
to trust the server’s certificate. As a result, when Internet computers attempt to con-
nect to the RWA site, a Certificate Error page appears, as shown in Figure 16-7.
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FIGURE 16-7 A Certificate Error page in Internet Explorer.

Installing a Server Certificate

The appearance of the Certificate Error page does not prevent the computer from
accessing the site. Users can click the Continue to this website link to proceed to the
RWA logon page, but unless they are aware of the reason for the error, they might
be reluctant to do so. To prevent the Error page from appearing, you can either
obtain a certificate from a commercial provider or install your server's self-signed
certificate on each Internet computer that will access the RWA site.

Windows SBS 2011 provides a certificate installation package that simplifies the
process of deploying the server certificate to remote clients. To deploy the server
certificate, use the following procedure:

1. On your Windows SBS 2011 server, open Windows Explorer and browse to
the Public\Public Downloads folder.

2. Copy the Install certificate package archive file to a removable medium, such
as a flash drive or a writable CD or DVD.

3. On the computer where you want to deploy the certificate, insert the drive
or disk.
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4. Open Windows Explorer and copy the Install certificate package file to a local
folder.

5. Browse to the Install certificate package file, right-click it and, from the
context menu, select Extract all. The Extract Compressed (Zipped) Folders
Wizard appears.

6. Click Extract. The wizard extracts the files from the archive and displays them
in Windows Explorer.

7. Double-click the InstallCertificate program. An Open File — Security Warning
dialog box appears.

8. Click Run. The Certificate Installation dialog box appears.

1 Certificate Installation | x|

‘here do you want to install the certificate?

‘fou can anly install the certificate on a computer that is running Windows %P with
Service Pack 3, Windows Yista with Service Pack 2, or Windows 7. You can also install
the certificate on a mobile device running \Windows Mobile &,

" Install the certificate on my computer

" Install the certificate on my mobile device

Instl | C Cancel

9. Select the Install the certificate on my computer option and click Install.

10. If a User Account Control dialog box appears, click Continue. A Certificate
Installation message box appears, indicating that the certificate is installed.

T Certificate Installation | x|

The cerificate is installed

‘¥ou can conneck your computer ko Remote Web Access now.

11. Click Close.

Once the certificate is installed, the user can access the RWA site without display-
ing a Certificate Error page.
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Accessing the WSUS Website

Unlike the other Windows SBS 2011 websites, users do not access the WSUS site us-
ing a web browser. Because the site is a local network replacement for the Microsoft
Updates servers on the Internet, the Windows Update client on the network com-
puters is responsible for accessing it. The Group Policy settings that configure the
Windows Update clients contain a URL pointing to the Windows SBS 2011 server by
name, with the port number 8530, to distinguish it from the server’s other websites.

MORE INFO For information on accessing and managing the companyweb site on
your Windows SBS 2011 server, see Chapter 17, “Working with SharePoint.”

Managing the Windows SBS Websites

The Internet Information Services (IIS) Manager provides full control over all the
Windows SBS 2011 websites and also enables you to create and configure new sites
on your server. However, for everyday maintenance, the Windows SBS Console
provides controls that enable you to manage the basic properties of the three main
websites: OWA, RWA, and the Internal Web site.

Enabling and Disabling Websites

By default, Windows SBS 2011 enables all three of its main web internal websites,
but you can disable them from the Windows SBS Console if you wish. To disable a
website, use the following procedure:

1. Log on to your Windows SBS 2011 server using a domain account with
administrative privileges. The Windows SBS Console appears.
2. Click Shared folders and web sites and then select the Web sites tab.
e = a
w v 1 ‘:'J m'ﬁ;smmmm:m
AWeh Sl Server finsge | Rewols Sy
[ seatus |
= Remote Web A hiltps:/ remeteadatumando/Renmate @ Ondme  Wel sste lor remote
S Onthock Web Access  https:remote adatum info WA @ Onlne  Web site for remote Wels Sites Tasks
= intermal Weh e e campanyweh; @ Ondne  Weh e for accessi...
@ How do T manage vy Windows B85
‘web sites
T Refresh thn view
Tmems
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3. Under Windows SBS Web sites, select the site you want to disable and, in the
Tasks list, click Disable this site. The Status indicator for the site changes from
Online to Offline.

Configuring General Settings

Each of the three Windows SBS websites has a Properties sheet, which you open by
selecting a site on the Shared Folders And Web Sites/Web Sites page and clicking
View site properties in the Tasks list. The General tab on each Properties sheet, as
shown in Figure 16-8, has a check box that provides an alternative way to disable or
enable the site. The Internal Web Site sheet also contains fields that enable you to
modify the default Site title and Description values.

Internal Web site Properties x|

Permissions

E] General information
o

Advanced settings
¥ Enable the Internal Web site

Specify a title and a description that you want to appear on the
home page of your internal Web site.

Site title:

IC ompanyweb
Description:
IIntem al Web site

View privacy statement

Canfiguring your internal Web site

oK I Cancel Apply

FIGURE 16-8 The General tab of the Internal Web Site Properties sheet.
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Configuring Website Permissions

Although the Windows SBS Console refers to them as permissions, most IIS web-
sites actually use group memberships to specify who can access them. For example,
to access the RWA site, users must be members of the Windows SBS Remote Web
Access Users group. To modify the membership of this group, do the following:
1. Log on to your Windows SBS 2011 server using a domain account with
administrative privileges. The Windows SBS Console appears.
2. Click Shared folders and web sites, and then select the Web sites tab.
3. Under Windows SBS Web Sites, select the Remote Web Access site and, in the
Tasks list, click Manage permissions. The Remote Web Access Properties sheet
appears, displaying the Permissions tab.

Remote Web Access Properties 5'

General

| A P

Home page links

Users and groups who can access Remote Web Access:

Custornization Full Name

Advanced settings ?, Mark Lee
?3 Rabin Young

4| |

Haw can Lassign user permissions?

oK | Cancel | Apply |

4. Click Modify. The Change Group Membership dialog box appears.
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Change Group Membership

Add ar remove users ar groups fram Windows SBS Remote Web Access Users.

Users and Groups:

Mame

Description

2 Windows SBS A...

2 Windows SBSFa...
B2 \Windaws SBSFa...
22 Windows SBSFao...
22 wWindows SBSVi..
22 Windows SBS Sh...
2 Windows SBS Sh...
B2 windows SBS Sh...
22 \Windaws SBS Li...

Can use the Window
Can manage the Fax
Falders are redirecte:
Can access netwark
Have read-only acce
Can view, add, upda
Have administrative
Can access the Link |
Can access the Adm

Group Members:

MName

Description

2 Robin Young
.& Mark Lee

IManage the server ar

d | 2 < | ©

Haw da Ladd a new graup?

[ o |

Cancel | Lpply |

5. Inthe Users and groups list, select the users and groups that you want to add
to the Windows SBS Remote Web Access Users group and click Add.

6. Inthe Group members list, select the users and groups that you want to
remove from the Windows SBS Remote Web Access Users group and click
Remove.

7. Click OK to close the Change Group Membership dialog box.
8. Click OK to close the Properties sheet.

The Internal website uses group memberships as well, as shown in Figure 16-9,
but it has three levels of access, represented by the following three groups:

= Windows SBS SharePoint_MembersGroup Provides users with read and
write access to the site

= Windows SBS SharePoint_OwnersGroup Provides users with administra-
tive access to the site

= Windows SBS SharePoint_VisitorsGroup Provides users with read-only
access to the site
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Internal Web site Properties x|

General

_— % Permissions

Advanced settings

Select the Web site role to change:

Windows 5BS SharePoint_MembersGroup v

Manage membership for the selected role:

Full Mame

?) Robin Young

1| | 2

Madify..

What permissians shauld I set for my internal Web site?

oK I Cancel | Apply |

FIGURE 16-9 The Permissions tab of the Internal Web Site Properties sheet.

The OWA site uses the same basic interface to manage permissions, but in this
case, the Windows SBS Console is modifying a property of the user’s Exchange
Server mailbox rather than a group membership. You can also grant a user access to
the OWA site by selecting the Outlook Web Access tab on the Web sites tab of the
user's Properties sheet.

Configuring RWA
The Windows SBS Console enables you to specify what items appear in the RWA
interface and how the site appears to users.

Customizing the RWA Site
To customize the appearance of the RWA site, use the following procedure:
1. Log on to your Windows SBS 2011 server using a domain account with ad-
ministrative privileges. The Windows SBS Console appears.
2. Click Shared folders and web sites and then select the Web sites tab.

3. Under Windows SBS Web sites, select the Remote Web Access site and, in the
Tasks list, click View site properties. The Remote Web Access Properties sheet
appears.
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4.

10.

Click the Customization tab.

Remote Web Access Properties ll

General

Ej Customize Remote Weh Access

Permissions

Home page links

—0 ization name

This name appears on the Remote Web Access sign-in page,

Advanced settings home page, and sign-out page.

Organization name:

indows Small Business Server 2011 Standard
— Sign-in page

Background image: Dseldefaule
Choose...
—Home page

Organization logo: Clear
Choase...

How can I customize Remote Web Access?

QK | Cancel | Apply |

To change the title that appears on the site's pages, modify the value in the
Organization name text box.

To change the background of the sign-in page, click the Choose button next
to the Background image text box. An Open combo box appears.

Browse to an image file and click Open. The file you selected appears in the
Background image text box.

To change the logo on the RWA Home page, click the Choose button next to
the Organization logo text box. An Open combo box appears.

Browse to an image file and click Open. The file you selected appears in the
Organization logo text box.
Click OK to close the Remote Web Access Properties sheet.

Configuring RWA Site Content
To specify the items that should appear on the RWA site, follow these steps:

1.

2.

Log on to your Windows SBS 2011 server using a domain account with
administrative privileges. The Windows SBS Console appears.

Click Shared folders and web sites and then select the Web sites tab.
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3. Under Windows SBS Web Sites, select the Remote Web Access site and, in
the Tasks list, click View site properties. The Remote Web Access Properties

sheet appears.
4. Click the Home page links tab.

Remote Web Access Properties x|

General

Home page links for Remote Web Access

Permissions

H link:
Choose the box for each link that you want to appear on the

Customization Remote Web Access home page. Clear a box to remove the link
from the home page.

Advanced settings
¥ Check E-Mail {Outlook Web Access)
7 Connect to Computer

¥ Intemal Web Site (Microsoft SharePaint Foundation)
¥ Eile Sharing

¥ Cannectto Server

7 Remaote Web Access Link List

Manage links... |

How can I configure the home page links?

0K I Cancel Apply

5. To remove elements from the RWA Home page, clear some or all of the
check boxes on the Home page links tab.

6. Click Manage links. The Remote Web Access Link List Properties sheet
appears.

504 Working with Websites
www.it-ebooks.info


http://www.it-ebooks.info

[TIRemote Web Access Link List Properties x|

-

Permissions g General settings

Organization links

¥ Enable the Remote Weh Access Link List
Administration li...

Link sections

¥ Organization Links

7 Administration Links

Haw does the Remote Web Access Link List wark?

OK I Cancel Apply

7. On the General tab, clear any of the following check boxes, as desired:
e Enable the Remote Web Access link list
e Organization links

e Administration links
8. Click the Permissions tab.
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10.

11.

506

[Mremote Web Access Link List Properties

General

Organization links

Users wha can access the Link List:
Administration li...

User Mame Rale

:Q.‘, Mark Lee

?3 Rabin Young

Metwark Admi...

Standard User

1 |+
Madify...

Users wha can access the Administration sectian:

User Mame

Role
:Q.‘, Mark Lee

Metwark Admi...

4| |+
Madify..

What permissions should I set for the Remote Web Access Link
List?

OK I Cancel | Apply |

In the Users who can access the link list section, click Modify to open a
Change Group Membership dialog box, in which you can specify which users
and groups are able to access the Remote Web Access link list.

In the Users who can access the Administration section area, click Modify to
open a Change Group Membership dialog box, in which you can specify

which users and groups are able to access the Administration links in the
Remote Web Access link list.

Click the Organization links tab.
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12.

13.

14.
15.

[TIRemote Web Access Link List Properties x|

General

Permissions

Organization links

Administration li...

j Manage Organization links

Links that are available in this section of the Link List:

Description I Address

Using Remate Web... https:/
Using Outloak Weh... https:/

fsites/webhelp/webhelp.html=E...
{sites/webhelp/webhelp.html=E...

Iove up [Mave down Eemove

—Add a new link

Link description:
Link address:

What are Organization links?

OK I Cancel | Apply |

To add a link to the Organization links list, type a descriptive title in the Link
description text box and a URL in the Link address text box. Then click Add.
The new link appears in the list.

Click the Administration links tab and repeat step 12 to add a hyperlink to the
Administration links list, if desired.

Click OK to close the Remote Web Access Link List Properties sheet.

Click OK to close the Remote Web Access Properties sheet.
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Configuring Advanced Settings

The Properties sheet for each of the Windows SBS websites has an Advanced settings
tab, which contains only a button providing access to a tool that provides more
comprehensive access to the site's configuration, as shown in Figure 16-10. The
Properties sheets for the Remote Web Access and Outlook Web Access sites provide
access to 1S Manager, while the Internal Web Site Properties sheet provides access
to the SharePoint 2010 Central Administration site.

Internal Web site Properties x|

General
. n; Advanced settings
Permissions

Advanced settings
SharePoint 2010 Central A

‘You can use the SharePaoint 2010 Central Administration Weh
site to manage advanced settings.

| i Experienced users anly

| SharePoint 2010 Central Administration I

oK Cancel Apply

FIGURE 16-10 The Advanced settings tab of the Internal Web Site Properties sheet.
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Working with SharePoint

= Working with SharePoint Foundation 2010 509

n Chapter 16, "Working with Websites,” you learned how Windows Small Busi-

ness Server (SBS) 2011 uses Internet Information Services (IIS) 7.0 to implement
multiple websites for use by both internal and remote network users. Most of
these websites require only minimal administrative attention because the Win-
dows SBS 2011 setup program creates and configures them during the operating
system installation. However, many administrators want to customize the internal
Windows SharePoint Services website or create their own additional sites by using
IIS or Microsoft Office Live Small Business. To help you do so, this chapter examines
some of the more advanced website creation and management features found in
Windows SBS 2011.

Working with SharePoint Foundation 2010

The primary intranet website on your Windows SBS network is a SharePoint
Foundation 2010 site, which is created by default during the installation of
Windows SBS 2011. SharePoint Foundation 2010 is a web application that provides
browser-based clients with an interface that enables them to share, collaborate
on, and discuss documents using a variety of tools. At the server, the SharePoint
application stores user-contributed documents and information in a Microsoft SQL
Server database.

SharePoint can function as a distributed application, with the website run-
ning on one server and the database on another. However, in Windows SBS 2011,
everything runs on your primary server. IIS hosts the SharePoint website, and the
Windows Internal Database feature hosts the database.
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NOTE The SQL Server database that Windows SBS 2011 creates is located on the
primary server and has no connection to the SQL Server 2008 R2 product included
with the Windows SBS 2011 Premium Add-on product. Although it is possible for
Windows SBS 2011 Premium networks to use the secondary server to host a Share-
Point database, you cannot use the Windows Internal Database to host a third-party
application.

Although the SharePoint site is usable as is, you can improve its appearance and
functionality by configuring and customizing it in many ways.

Accessing the Internal Website

By default, Windows SBS 2011 configures the internal website to use the standard
port number 80 with a host header binding containing the name Companyweb. Your
internal Domain Name System (DNS) domain has an Alias (CNAME) resource record
equating the name Companyweb with the name of your Windows SBS primary
server.

MORE INFO For more information on website bindings, see the section entitled
“Running Multiple Sites” in Chapter 16.

Internal network users can therefore access the site from any browser by using
the Uniform Resource Locator (URL) http://companyweb. Users can also access the
site using the Internal Web Site shortcut that the Connect Computer Wizard creates
on client workstations or the favorite of the same name in Internet Explorer. Finally,
both internal and remote users can access the site through the Remote Web Access
(RWA) interface or by using the URL https://remote.domain_name.com:987, where
domain_name.com is your Internet domain name.

Managing the Internal Website Properties

The Windows SBS Console provides the same basic control over the internal website
that it does over the other default websites that IS hosts. To configure the internal
website's properties, use the following procedure:
1. Log on to your Windows SBS 2011 server using a domain account with
administrative privileges. The Windows SBS Console appears.
2. Click Shared folders and web sites, and then select the Web sites tab.
3. Under Windows SBS web sites, select Internal web site, and, in the Tasks list,
click View site properties. The Internal Web Site Properties sheet appears.
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5.

Internal Web site Properties x|

Permissions

Advanced settings

@ General information
o

¥ Enable the Internal Web site

Specify a title and a description that you want to appear on the
home page of your internal Web site.

Site title:

ICo mpanyweb
Description:

IInternaI Web site

View privacy statement

Caonfiguring your internal Web site

oK I Cancel Apply

On the General tab, configure the following properties, if desired:

= Enable the internal web site Clear this check box to disable the website

entirely.

= Site title Modify this value to change the title displayed on the upper left
of each page on the site.

= Description Modify this value to change the descriptive text displayed at
the top of the site’s Home page.

NOTE Changing the Site title field from its default Companyweb value does not
change the host header binding or the DNS record associated with the site. Users
can still type the URL http://companyweb to access the internal website.

Click the Permissions tab.
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Internal Web site Properties

General

Permissions.

Advanced settings

.% Permissions

Select the Web site role to change:

Manage membership for the selected role:

Full Mame

3_, Rabin Yaung

l

|

What permissians should I set far my intemal Web site?

Madify... |

o]

Cancel |

Apply |

6. In the Select the web site role to change drop-down list, select the group
whose membership you want to change and click Modify. The Change
Group Membership dialog box appears.

x
Add ar remave users ar groups from Windows SBS SharePaint_MembersGraup.
Users and Graups: Graup Members:
Mame Description Mame Description
;'; Mark Lee Manage the server al £ Robin Young
&Win(luws SBSRe.. Can access Remote!
é’éWm(Iows SBSFa.. Can usethe Window
&Win(lows SBSFa.. Can manage the Fax
&, Windows SBSFo... Folders are redirecte: Al
&Win(lows SBSVi.. Can access netwaork
&Win(lows SBS Sh.. Have read-anly acce Remove
&Win(lows 5BS Sh.. Have administrative
&Win(lows SBSLi..  Canaccessthe Link|
&Win(luws SBSA..  Can access the Adm
4 | 41 |
How da Tadd a new group?
Ok I Cancel | Lipply |
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7. Inthe Users and groups list, select the users and groups that you want to add
to the selected group and click Add.

8. Inthe Group members list, select the users and groups that you want to
remove from the selected group and click Remove.

9. Click OK to close the Change Group Membership dialog box.

10. Repeat steps 6 through 9 to modify the memberships of the other groups, if
desired.
11. Click OK to close the Properties sheet.

Understanding the Default SharePoint Permissions

Unlike the other Windows SBS 2011 sites, the internal website uses three separate
groups to provide three levels of access to the site, as follows:

= Windows SBS SharePoint_OwnersGroup Provides users with full admin-
istrative access to the site. All new user accounts you create with the Network
Administrator role are members of this group.

= Windows SBS SharePoint_MembersGroup Enables users to read and
write content on the site. Users can add documents to the site and edit existing
ones, but they cannot create document libraries or make other modifica-
tions to the structure of the site. All new user accounts you create with the
Standard User role are members of this group.

= Windows SBS SharePoint_VisitorsGroup Enables users to read content
on the site.

These three groups are Active Directory Domain Services (AD DS) security groups,
which the Windows SBS 2011 setup program creates during the operating system in-
stallation. However, SharePoint Foundation 2010 also has its own system of groups,
and each of the AD DS groups is a member of one of the SharePoint groups. Share-
Point has its own system of permissions as well. SharePoint groups can have any of
the following SharePoint permissions:

= Full Control Provides unlimited administrative access to the site

= Design Provides the ability to view, add, update, delete, approve, and
customize site content

= Contribute Provides the ability to view, add, update, and delete content

= Read Provides the ability to view content only

By creating the AD DS groups and adding them to the SharePoint groups,
Windows SBS 2011 simplifies the process of working with the site's permissions.
Using the Windows SBS Console, administrators can control access to the site simply
by altering the AD DS group memberships. The actual relationships between the
AD DS security groups, the SharePoint groups, and the SharePoint permissions are
shown in Table 17-1.
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TABLE 17-1 Relationships Between AD DS and SharePoint Groups

SHAREPOINT SHAREPOINT

AD DS GROUP NAME GROUP NAME PERMISSION

Windows SBS SharePoint_OwnersGroup Companyweb Full Control
Owners

Windows SBS SharePoint_MembersGroup ~ Companyweb Design
Members

Windows SBS SharePoint_VisitorsGroup Companyweb Read
Visitors

Using the SharePoint Central Administration Site

The Advanced settings tab of the Internal Web Site Properties sheet contains a but-
ton that opens the SharePoint 2010 Central Administration website, shown in Figure
17-1. This is a completely separate, administrative site that uses a random port
number binding to distinguish it from the main site.

/2 Home - Central Administration - Windows Internet Explorer -3l x|
— = =
e I|A| hittp: fishs1:48540/default. aspx j || X I Bing P~
oy Favorites || Home - Central Administration - v @ -+ Page~ Safety - Tooks - @~
Mark Lee -
Site Actions ~ @ Browse
&, ?,FarePointzom Central Administration
Central o . .
Administration = | Application . System Settings Resources
Application Management L*-Q Management man?ga SErvers in There are currently no
Manage weh Is farm X favaorite links to display.
Systermn Settings applications Manage services on To add a new link, click
Create site server "#dd new link",
Monit
onering collections Manage farm
Backup and Restore Manage service features
icati Configure alternate 4 Add new link
Security applications 9
Manage content ACCESS Mappings
Upgrade and Migration databases
General Application X ﬁt’ BaCkUD and
Zettings \ \A. MMonitaring L ) PRestore L
ey i =
Canfigurstion Wizards |__ ‘J Revlgw problemns and = perform a backup
solutions Restore from 3
Check job status backup
Perform a site
‘_/ . Securlty collection backup
i o/ Manage the farm
W adrinistrators group Upgrade and
Configure service ‘('} Migration LI

‘ ,_,_’_,_,_’_mlﬂ. Local inkranet | Protected Mode: OFF a | H100% v v

FIGURE 17-1 The SharePoint 2010 Central Administration website.
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When you select one of the eight headings on the Central Administration Home
page, a page appears containing links to the various controls you can use to config-
ure SharePoint’s capabilities.

As with all the other applications included with Windows SBS 2011, SharePoint
Foundation 2010 is implemented using a single server. However, the SharePoint Foun-
dation product is highly extendable, and a good deal of the configuration interface
in the Central Administration site is devoted to creating, configuring, and managing a
SharePoint server farm.

NOTE A server farm is a group of computers, all running the same application or appli-
cations, to provide the network with load balancing or fault tolerance capabilities.

The pages available on the Central Administration site are as follows:

Application management Provides access to controls that enable admin-
istrators to manage four SharePoint components.

Web applications By default, the SharePoint Foundation installation in
Windows SBS 2011 includes two applications: one for the Companyweb page
and one or the Central Administration page. Using the controls shown here,
you can create your own additional web applications.

/= web Applications Management - Windows Internet Explorer 3 =10 x|
@."_ v| ] it jsbs1:15540]_admin{webar j bri|A | By Fj=
¢ Favorkes [ wih Apphcations Management B v B - 0w v Page v Salety~ Took v Wi

Web Applications

Manage Features

9 A
M
New Edend Delete  General Authenticatian § User  Angnymou
Setting Prowiders F Palicy

Cantribute Manage Pali
Central —
Administratior Harme URL Part
Application Management  sharaPaint Central Administration v4

System Settings SBS SharePaint hrtp

Manitaring

Backup and Restore
Security

Upgrade and Migration

General Application
Semings

<Configuration Wizards

______ |

| = [ [ 6 Lacal intranct | Protectad Mode: OFF e~ [Fwors -

Site collections A site collection is a combination of a web page and a web
application that enables you to create a top-level SharePoint page. SharePoint
Foundation 2010 includes templates that specify what features are available
on the new sites you create, such as blogs and meeting workspaces.
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/2 Create Site Collection - Windows Internet Explorer :. =10] x|

m [ hitto:ffshisL:18540]_adminforeatesite. aspx d el |3 | | Bing Fj=

oo Favorkes || Crnabe Site Calection Yiov B v L7 e v Pagew Solelyr Took =+ Wi+

& §F§rePo‘|ntmm Central Administration » Cre )
Use this page to create a new top-level web site
Central
Adrministratior o I Cancel I
Application Management
. Web Application
Syslem Sellings ‘Wwab Application: . https:/ fremote. adatum.infu: 987/ -
Select & weh applcation.
Henitoring
Backup and Restore Ta eroate & Rou web
appbcation go Lo New Web
Security KON PGS,
Upgrade and Migration
General Application Title and Description ,
Sattings Tide:
Type & e ared descriplion [
Configuration Wizards For your new ske. The titke
will be displayed on sach Descrption
page in the cie :'
[ [T T g 6 Locd intranet | Protcted Mode: off [Fa= R =«

Service applications SharePoint Foundation 2010 uses a new service
application architecture to replace the shared service providers used in
previous versions. Service applications enable sites running in different web
applications to share resources. This makes it possible for the SBS administra-
tor to expand the SharePoint Foundation functionality from a single server to
a server farm.

=10] x|
e

/= Manage Service Applications - Windows Internet Explorer

d‘f Nl_':".

Ly Favorkes  []] Manage Service Applcations B - B - 0 e - Page - Safety - Took - -

site Actions - i Browse Service Apprlications
= e 7S = ] @ o
Hew Connect Delete Manage Administrators Propemies  Publish Peamissions
Create Operations Sharing

Central
Adminis ratior Name Trpe Status

Application Managerment

ry and Load Balancer application Discovary and Load Balancer started
Se Application

System Settings

Security Token Service Application Started

Meritaning

Backup and Restore
Security

Upgrade and Migration

Gensral Application
Settings

Configuration Wizards

x|

— [T T[T [ [6 Cocalintranet | Protected Mode: off [Fa = [Rioew = ¢

Databases Provides controls that enable administrators to create new
database instances and associate them with specific web applications.
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d Content Database - Windows Internet Explorer § =10] x|

G -0

b sbg 145540/ _admin/n S
[ LR Miew Fgvorkes Tools
i Favorkes 7] Add Conterk Datahase Bit - B - LY o - Bage- ety - ook -

FarePoint Central Administration » Add Content Database
it 2m
- G 0 yse age to creste 4 naw content database or to add an sxisting content database to this web
appli on, Learn about changing settings for a content database,
Central warning: this page is not encrypted for secure communication. User names, passwords, and any other

Adminisiration infarmation will be sent in clear text. For more information, cantact your administrator

wieh Application
Application Management weh application: | https:/ fremote.adatum.info: 987/ -
Selecl & web apphoation
Srystemn Settings

Munitoring

Database Mame and Authentication
Backup and Restors

Lise of the default database server and
Securty dat

barse nme i recommended for most
Fefer to the admrestratee’s guids
hesned seenarios wheme speclying
General Application dakabass niformation & required,
Setungs Database authentication
Use of Windows authentication Is strongly

Upgrade and Migration

Conhiguration Wizards

ws suthantication (recommended)

spaciy janitiale which will be used
b connect b the detabase T 50U authentication

Account =

“a - Rlos = e

= System Settings Enables administrators to manage the SharePoint servers
on the network; the incoming and outgoing email settings for the SharePoint
email services; and settings for server farm management, such as alternate
access mappings that enable administrators to specify the URLs that provide
access to the SharePoint site.

/2 Outgoing E-all Settings - Windows Internet Explorer § =10 x|
Bl
v Favorkes  [7] outgoing E-tad settings i - B - L - Page - Safety - Took - -

Central Admiristration » Oul

- SharePoint 2010 U ol el soliestion :
or all web apphcations. Learn about

@

Central Mail Setlings e
Administration o th P Cuthound SMTP cerver
Spedfy the SMIF mal server to use for -
application Managament  Miosoll SharePuint Foundstion e-mai- [SharepointSHTPServer
A B based notifications for alerts, invitations, From address:
System Settings and sdmiristrater netifications. P iz -
Hanlbiing the From address and Reply-to [cempanywebadmin@adatumn lacal
i address.

Backup and Rastore Reply-to addreass:

|Companywebadmingadaturn lacal
Security

Character sat:

Upgrade and Magration

[es001 (Uricode UTF-0) =]
General Application
Settings
Configuration Wizsrds
ok | Cancel |
|
are [T T (g 6 Loca intranet | Protected Mode: off [Fa = [How =

= Monitoring Provides access to tools that enable administrators to monitor
SharePoint functions and configure the SharePoint logging and reporting
capabilities.
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anostic Logging - Windows Internet Explorer

. §F§r‘el’oint 2010

Central
Administration

Application Mansgemant
System Settings
Monitoring

Backup and Restore
Securily

Upgrade and Migration

General Application
Settings

Central Administration » O

Event Throttling

Use these settings to
conlrol the severky of
ovents captured in the
Windows event log and the
trace logs. As the severky
decrenses, the nuher of
events logged wll increass,

Yo can chargs
For sy single ¢
For ol categories.
al categeries vll ks the
changes to individusl

Select & category
Category
3 [ All Categones
@ [T Busingss Connschvity Services
@ [ SharePaint Foundation
@ [~ SharePoint Foundation Search
# [~ SQL Server Reporting Services

Least eritical event to report to the event lag

T Wiz COREQONES,
Sanfaursion Witaes tical event to report to the trace log
1 | LI_I
[pane [T T [ & ocal intrane | Protected Mode: off [Fa= R =«

Backup and restore Because SharePoint stores its data in a SQL Server da-
tabase, traditional backup software products cannot copy the database while
it is in an open state. SharePoint therefore has its own backup capability that
enables administrators to copy the SharePoint data from servers and farms to
another location.

erform a Backup - Step 1 of 2: Select Component b Back Up - Windows Internet Explorer —1ol
@E;v E2) http:fsbs1:48540]_admin/Backup. aspx Bl x| [E e R

Sy Favorites [ Perform & Backup - Step 1 of 2: Select Companent ta ... % - B v LU @ - Page~ Safety~ Tooks - (@~

Site Actions ~

. . Central Administration » Perform a Backup - Step 1 of 2: Select Component to =
" SharePoint 200 gack Up

Select the items you want to back up. Click Next to continue the backup process.

o

Central

Administration Readiness

% Wo backup o restore in progress, Backup and Restare Job Status
¥ Timer service is running.

application Management

System Settings o e ) i
¥ administration service is running.

Manitaring

Select t to back
gackup and Restore elect companent to back up

Select the top-level component to back up. You can also click the name of a Wweb application to browse

Sewurity its contents.
Upgrade and Migration
Select  Companent Type Description
General Application
Settings Content and
- S Farm Farm configuration data For

Configuration Wizards the entire server Farm,

Configuration Configuration daka for
Database the entire server Farm,
Microsoft SharePoint

Foundation web  Solzctn of Wb
Application PP

SharePaint_Configur atiorDatabase

= Microsaft SharePoint Foundation Web Application

Content and

configurstion dats For

this Web application,
Collsctiar, of Wk
Applications |

“a - |

8 SB5 SharePaint Weh Application

= wiSs_Administration

pone T

Central Administration

i [€& Local intranet | Protected Mode: OFF
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= Security These pages enable administrators to configure antivirus settings;
configure access control for SharePoint sites, in the form of user accounts
and groups; block specific file types; and manage passwords.
{2 People and Groups - Windows Intemnet Ceplorer = (=1 ST
j (| K | B-
s Favorkes [ People and Grous %3 v B - [0 o Page - Sofety - Took - G-
. Central Administration » Site Settings » Feople and Gr Farm Administrators =l
- E"‘l‘;’repolnt‘?mn Mernbers of this group have full access to all sethings in the tarm. They ¢ o take omnership of any content
S - T 7 |
Groups New w»  Actions = Settings v View: | Detail Yiew
Farm Administrators
M C @  Picturs Name about M Job Title  Department
r ADATUM s plarm
Centra
Administration
Adrministrator
application Managemant
Systern Sethings
Manitoring
Backup and Restore r BUILTINVAdministratars |
Security
Upgrade and Migratian
General Applcation
Setlings :I
Dere [T T T g B tocelintranst | Prokected Mode: O 5= "o - -
= Upgrade and migration Enables administrators to view and manage the

update status for all the servers in a farm.

iy Pavortes

.| Manage Patch Status

3 SRarePoint 2010

Cenlral
Administration
Application Mansgement
Systern Settings
Monitering

Backup and Restors
Security

Upgrade and Migration

General Application
Settings

figur ation Wizards

Central Administration » Manage Patch Status

Use this page to view the patch status for products mstalled on servers m the fars
Click here for the latest information on available updates for SharePoint 2010 Products
View: | Farm =
install
Server Pradurt Version o
SBEL  Microsoft SharePoint Foundation 2010 Installed
SHS1 Micrasoft SharePaint Foundation 2010 14.0.4763.1000 Installad
SBE1 Microselt SharePoint Feundation 2010 1033 Lang Pack 14.0.4763.1000 Installed
sHEL Micrasaft SharaPaint Eoundation 2010 Care 14.0.4763.1000 installad
sHEL ‘J“d"“ or Office SharePoint Foundation 2010 4, g g323 5002 Installed

IS

[V [6 Lozl inbranet | Protected Made: CFF

=

[Fa - [Rwow -

= General application settings

trols as well as external service connections and reporting services.
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General Application
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web Application
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SharePoint Designer.

W Enable Detaching Pages from the Site D
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[Fa= R = ¢

= Configuration Wizards Provides access to the SharePoint Farm Configuration
Wizard.

*$harePointao1g Central Administration » Confic

gure your SharePaint farm

This wizard will help you conhgure your SharePo

kfarm,

How do you want to
configure your

Sharel arm?

Point f & ‘es, walk me through the

snfigur ation of my farm using ths
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Moving the SharePoint Data Store

As with all its other services, Windows SBS 2011 configures SharePoint Foundation
2010 to store its data on the system drive during the operating system installation.
If you create additional storage volumes after the installation, you might want to
move the SharePoint data to another drive using the following procedure:

1. Log on to your Windows SBS 2011 server using a domain account with ad-
ministrative privileges. The Windows SBS Console appears.

2. Click Backup and server storage and then select the Server storage tab.

3. In the Tasks list, select Move SharePoint Foundation data. The Move Share-
Point Foundation Data Wizard appears.

4. Click Next to bypass the Getting Started page. The wizard checks your serv-
er's backup status and searches for available volumes. If your server is not
configured to perform regular backups, a Server Backup Is Not Configured
dialog box appears.

5. Click OK to close the Server Backup Is Not Configured dialog box. The
Choose A New Location For The Data page appears.

Move Microsoft SharePoint Foundation Data i ] e

Choose a new location for the data

Current location:
Local Disk i) 101 GB free
Microsoft SharePoint Foundation data {295 MB)

Hew location:

Drive | Free space | Total space
= Mew Volume E] 39,9 GB 39.9 GB

How co Imaove the data an my server?

Back | Move I Cancel |

6. Select the volume where you want to move the SharePoint data and click
Move. The wizard moves the data to the volume you selected and a The
Microsoft SharePoint Foundation Data Was Moved Successfully page
appears.

7. Click Finish. The wizard closes.
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Migrating a SharePoint Website

If you are migrating to Windows SBS 2011 from a previous version of Windows SBS
and you have been using Windows SharePoint Services on your old server, you
probably want to migrate your existing SharePoint database to your new server.
Unfortunately, the process of migrating the SharePoint database is manual. When
you run the Migrate To Windows Small Business Server 2011 Wizard on your Windows
SBS 2011 server, Migrate SharePoint web site appears as one of the optional tasks.
Selecting this task displays a link to the Microsoft TechNet library that provides
detailed instructions for the migration process.

MORE INFO For more information on the process of migrating from Windows SBS
2008 to Windows SBS 2011, see Chapter 5, “Migrating to Windows SBS 2011.”

The process of migrating the SharePoint site from an existing Windows SBS 2008
server to your new Windows SBS 2011 server consists of the following tasks:

CAUTION Before you begin the SharePoint migration process, be sure that you have
applied all the latest service packs and updates on both servers.

= Run the pre-upgrade checker Built in to the Stsadm.exe command-line
program, the pre-upgrade checker examines the SharePoint source data for
any problems that can inhibit the upgrade process and generates a report.

_lolx|
e - ITé C:\Program Fies\Commen Files\Microsoft Shared\Web Server Extensions\2y 7] |43 || % | [Lve search L~
& C:\Program Files\Common FiIes\M\cmsoFtSharad\WEb.u| | 2 - B - o - [ Page ~ [ Tooks ~ 7

SharePoint Products and Technologies Pre-Upgrade
Check Report

Start time: Friday, February 11, 2011 12:42:47 PM
End time: Friday, February 11, 2011 12:45:04 PM

Information Only
Information Only : Servers in the current farm
The following is a list of all the servers that has Sharepoint installed in the current farm. This list does not
include dedicated SQL servers.

* SB52008
The preupgrade checker needs to be run on each of these servers in order to get a complete list of issues

that might affect upgrade. For more information about this rule, see KB article 954758 in the rule article list at
http://go.microsoft.com/fwlink/?LinkID=120257.

Information Only : The components from this farm
This sharepoint software currently running on this farm is 12.0.0.6421. The farm contains the following
components:

® 2 servers
« 2 web applications |

‘| |‘ ‘| | ’;’-’:ﬁ“}g]#écmwt&r|ProbectedMode:OFF 0% - g
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= Back up the content database on the existing source server Using the
SQL Server Management Studio Express Console on the source server, you
can back up the SharePoint data from the database to a file on the local disk.

Il
L8 Script + ) Help
Source
Database:
Recovery modsl: JFuLL
Backup type: [Ful =l
Backup component:
% Database
€ Files and filegroups: | _I
Backup set
Name: |5hareWeth-Full Database Backup
Description I
Backup set will expire:
& Mter: lﬁ days
C On: 21272011 =
Destination
‘\%.%?;é\MSSQLSMICROSOFI’# Back upto  Disk ) Tape
Connection: \Hacel
ADATUM\Mark Lee
4 View connection properties
Ready . | _;I
coa_|
4

= Remove the SharePoint database from the destination server Before
you can restore the database from your source server on the destination
computer, you must remove the new (empty) database, using the SharePoint
2010 Central Administration website.

Working with SharePoint 523
www.it-ebooks.info


http://www.it-ebooks.info

s Fovoribes | oo @] Sugoested Sites = | Web Shce Galery =

[ 2] Manage Content Database Settings fi =B - - Page- safety- Todks- -

Central
Administration

Application Managemeant
Systam Settinge
Manitoring

Backup and Restore
Security

Upgrade and Migration

General Application
Sewmings

guration Wizards

Warning: this page s not encrypted for secure communi
information will be sent in clear text. For more informatio
Database Informalion

n. User names, pa rds, and any other
contact your administrater.

Spedfy databace connection setings
for ths content database. LUse the
Dalabase status oplions o conbol
whether or not new Site Collections
can be created in the datahase.
Wiven the databae status i
Ready, the database s av
hosting new Site Colections. W

the databace status is cet to Offline,
N0 A Site Collectons can be
wreated

Database Versioning and
Upgrade
Uge this section to check the w

Schema Verson is iess than the
Maxdimum SharePont Database
Schema Version, the database should

be upgraded as soan as passble

arsi

jpane.

T T i [ | _|-; Trssted stes | Protected Made: OFF

= Restore the backed up database to the destination database After
deleting the existing SharePoint database on the destination server, you can
restore the source database from the backup copy you made earlier.

Restore Databas hareWebDb P ] 9

Selecl a page
& General
7 Options

Server:
SBS52'\SharePoint

Connection:
ADATUM \MarkLee

Prog
Ready

!Q View connection properties

Destination for restore

Select or type the name of a new or existing database for your restore operation

Ta database: [ShareWebDo =l
To a poirt in time: IMOH recent possible |
Source for restare

Specify the source and location of backup sets to restare.

 From database: | |

 From device: [ ShareWebDb bak _|

Select the backup sets to restore:

Restore | MName: | Component | Type | Server
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= Mount the database Use the SharePoint 2010 Management Shell to
mount the newly restored database on the destination server.

E Ad istrator: SharePoint 2010 Management Shell
PE C:xUsers:MarkLee> Mount—-SPContentDatabase —Mame 'SharelehDb" —UWebApplication I’

“https:-/sremote _adatum.info 987"

: d1686h%d-7c92-4923-9d97-43c6874Bh2de
: SharelebDh
WebApplication : SPUebfipplication Name=SBS SharePoint
Server = SBS2°SHAREFOINT
Current8iteCount = 1

PS GC:ixUsers:MarkLee>

= Enable SharePoint 2010 features On the Site Settings page of the new
Companyweb site, select the Reset to site definition and visual upgrade links
to enable SharePoint Foundation 2010 features on your restored Windows
SharePoint Services site.

/= Reset Page to ite Definition Verskon - Windows Internet Lxplorer - S =] 1]
(<151 JE— A R~

Favarites Riesat Fage to s Defition Versin | | - B - e - Page Safety - Tose - -

gl companyweb
Home Sale Aclivas +

Sife S-éttings u“Res.et Pége to Sife Définition Version

Heset to Site

Reset Cancel
=

N Lncal intranet | Protected Mede: Gff TIEY I

= Re-create the Read permissions on the destination server Use the Site
permissions control on the Site Settings page to grant the NT Authority\System
user the Read permission.
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The process of migrating the SharePoint data from a Windows SBS 2003 server to

Select Users

‘fou can enter user names,
group names, or e-mail
addresses, Separate them
with semicolons,

Grant Permissions

Select the permissions you
want these users to have.
‘You can add users to a
SharePoint group that has
already been granted the
appropriate permission
levels, or you can grant the
users specific permission
levels,

Adding users to a
SharePoint group is
recommended, as this
makes managing permissions
easier across multiple sites.

Send E-Mail

Users/Groups:

NT AUTHORITY\svstem ;

& mw

Grant Permissions

© add u a SharePoint group (recommended)

@ Grant users permission directly
I Full Contral - Has full contral.

Design - Can view, add, update, delete, approve, and
customize.

I Contribute - Can view, add, update, and delete.

ead - Can view only.

~ Sand |

Sarmail to tha now ucare

Windows SBS 2011 is slightly different, but consists of the same basic steps.
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Adding a Second Server

= Expanding Your Network 527
= Deploying a Second Server 530
= Deploying a Second Domain Controller 549

= Deploying SQL Server 2008 R2 for Small Business 558

hen you purchase the Windows Small Business Server (SBS) 2011 Premium
Add-on product, you receive the software and the licenses needed to install
a second server on your network running Windows Server 2008 R2. You also
receive a copy of Microsoft SQL Server 2008 R2 Standard for Small Business to
run on your additional server. Microsoft designed the Premium Add-on package
to accommodate customers who want to deploy a second server for any reason,
including running a SQL-based line-of-business (LOB) application.

The Windows SBS 2011 primary server is already performing many different
roles, so adding another major application would, in most cases, be unwise. A
secondary server provides a better platform for SQL-based applications and can
perform other roles as well. You can use the second server as an additional file or
print server, a Remote Desktop Services server, or even as a backup domain control-
ler. This chapter examines the process of deploying an additional server on your
network and describes some of the ways you can use it.

Expanding Your Network

Windows SBS 2011 is designed primarily for networks consisting of one or two
servers and up to 75 workstations. However, a Windows SBS network is more
expandable than many people think. First, although you can add a second server
by purchasing the Windows SBS 2011 Premium Add-on, you don't have to imple-
ment your second server in this way. If you purchase Windows SBS 2011 Standard
when you initially set up your network, you can always add a second server later
by purchasing a copy of Windows Server 2008 R2.
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The operating system for the second server in the Windows SBS 2011 Premium
Add-on is Windows Server 2008 R2 Standard, with no additional components. No
Windows SBS 2011 additions or restrictions are incorporated into the operating system.
The Premium Add-on product also includes both 32-bit and 64-bit editions of SQL
Server 2008 R2 for Small Business, which is not incorporated into the second server
operating system, either. You receive it as a separate DVD, which you can run on
either the 32-bit or 64-bit platform.

In other words, the only difference between buying the Windows SBS 2011
Premium Add-on product and buying standalone copies of Windows Server 2008
R2 and SQL Server 2008 R2 is the price. At this writing, the price for the Windows
SBS 2011 Premium Add-on product is US $1604. To purchase the components indi-
vidually would cost:

= Windows Server 2008 R2: US $1029
= SQL Server 2008 R2 Standard: US $898

= Windows SBS 2011 CAL Suite for Premium Add-on Users or Devices 5-pack:
UsS $457

The total price would therefore be $2,384. You would save $780 by purchasing
the Windows SBS 2011 Premium Add-on product, assuming that you needed all the
components that product contains. If, for example, you only need a second server,
but do not intend to run SQL applications, it would be more economical to buy a
standalone copy of Windows Server 2008 R2.

Understanding Windows SBS 2011 Limitations

Running Windows SBS 2011 on your network is not the same as running Windows
Server 2008 plus Microsoft Exchange Server 2007 and (optionally) SQL Server 2008
Standard, even if you disregard the differences in software costs. Windows SBS 2011
imposes certain limitations on the network with regard to the additional servers
and workstations you can add to the network, although they are not as stringent as
some people think. These limitations include the following:

= Your Windows SBS 2011 network can consist of only one Active Directory
Domain Services (AD DS) domain, with the Windows SBS primary server
functioning as the first domain controller in this root domain.

= You cannot install more than one Windows SBS 2011 primary server in a
single AD DS domain, even if you purchase an additional license.

= You cannot create subdomains, such as newyork.adatum.local, beneath the
AD DS domain you create on your Windows SBS 2011 server.

= You cannot establish trusts between your Windows SBS 2011 domain and
any other AD DS domain, whether running on Windows SBS 2011, Windows
Server 2008 R2, or any other operating system.
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= You can install the second server included with Windows SBS 2011 Premium
Add-on only on your Windows SBS 2011 network. You cannot install it on an-
other network or use it as the domain controller for another AD DS domain.

= You can install the copy of SQL Server 2008 R2 for Small Business included
with Windows SBS 2011 Premium Add-on on the Windows SBS 2011 primary
or secondary server. You cannot install it on a non-SBS server or network.

CAUTION Although you can install SQL Server 2008 R2 on your primary server,
you must not use it to host the SBSMONITORING or Windows Server Update
Services databases that Windows SBS 2011 creates. You can move the SharePoint
Foundation 2010 content database to SQL Server 2008 R2, running on either your
primary or secondary server, but you cannot move the SharePoint configuration
or search databases.

= You cannot install the copy of Exchange Server 2010 Standard included with
Windows SBS 2011 on any server other than the Windows SBS 2011 primary
server.

= You cannot use more than 75 Client Access Licenses (CALs) on your Windows
SBS 2011 network.

With these limitations in mind, this means that you can do either of the following:

= You can add as many additional servers as you want to your Windows SBS
2011 network, so long as you purchase appropriate licenses for any servers
other than the secondary server included with the Premium Add-on package.

= You can add as many domain controllers as you want to your Windows SBS
2011 domain, using the Windows SBS secondary server or any additional
Windows Server 2008 R2 computers.

Understanding Licensing for Additional Servers

When you purchase the Windows SBS 2011 Premium Add-on product, you receive
an additional license for a secondary server, running the Windows Server 2008 R2
operating system included with the product. You also receive a license to install SQL
Server 2008 R2 Small Business on that secondary server. The terms for the second-
ary server licenses are the same as those for the primary server.

However, you are not required to install SQL Server 2008 R2 on the secondary
server, nor are you required to install the secondary server at all. If you prefer to
hold off on deploying the secondary server until later, you can do so, but, as men-
tioned earlier, you cannot use the license to deploy the secondary server on another
network.

If you want to install additional servers on your Windows SBS 2011 network
other than the ones supplied with Standard Edition and the Premium Add-on, you
are free to do so. However, you must purchase an appropriate license for each
copy of Windows Server 2008 R2 you plan to deploy, using any of the standard
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Microsoft licensing options. For example, you can purchase a new computer with
an original equipment manufacturer (OEM) license included, or purchase a retail
copy of Windows Server 2008 R2 and install it on an existing computer. You can also
purchase a license through Microsoft Open Value Licensing (MOVL) or Microsoft Open
License Program (MOLP). The type of license you choose does not have to match
that of your Windows SBS 2011 license.

It is important to understand, however, that many vendors bundle the Windows
Server 2008 R2 server license with a number of CALs, which adds to the cost. You
do not need to purchase additional CALs when you add a server to your Windows
SBS 2011 network. The Windows SBS 2011 Standard or Premium CALs you have
purchased for your Windows SBS 2011 users or devices enable them to access any
additional Windows Server 2008 R2 computers, so long as you join those servers to
your Windows SBS domain.

NOTE If you plan to use the Remote Desktop Services or Rights Management Services
capabilities built into Windows Server 2008 R2, you must purchase the appropriate
RDS or RMS CALs for the users that will be accessing those services.

Deploying a Second Server

As discussed earlier in this chapter, the Windows SBS 2011 Premium Add-on enables
you to install a second server on your network for any purpose you wish. What you
plan to do with the server determines what hardware the computer requires and
how the installation should proceed. These are some of the roles for which you
might use a second server:

= File and print server If your users have heavy file storage and printing
requirements, if might be beneficial to move your file and print services to a
second server.

= Second domain controller A second domain controller can provide re-
dundancy on a local network, but it can also enable a branch office to access
AD DS resources without having to connect to a remote domain controller
over a wide area network (WAN) link.

= Secondary web server The primary Windows SBS 2011 server uses
Internet Information Services (lIS) to host SharePoint Foundation 2010 and
perform a variety of administrative tasks. You can use IIS on a secondary
server to deploy additional websites and web-based intranet applications
that might overwhelm the primary server.
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= Remote Desktop Services application server The primary server on a
Windows SBS 2011 network cannot function as a Remote Desktop Services
server, but you can use a secondary server for this purpose, eliminating the
need to install applications on individual workstations.

= SQL Server-based application server Using SQL Server 2008 R2, the
secondary server can provide services to your network using a wide variety of
applications, either existing or custom-developed.

Planning a Second Server Deployment

The role or roles you want your second server to perform determine what type of
computer you should buy and what hardware and software you should install. As
discussed in Chapter 3, “Installing Windows Small Business Server (SBS) 2011, plan-
ning is a crucial part of the network deployment process, and your plan for your
secondary server should be no less detailed than that for your primary one.

Determining System Hardware Requirements

The first step of the deployment process is selecting the server hardware. The first
decision to make is that of the processor platform. Unlike the Windows SBS 2011
primary server, which requires a computer with a 64-bit processor, your secondary
server can conceivably be a 32-bit or 64-bit computer. Although Windows Server
2008 R2 runs on 64-bit computers only, the version of SQL Server 2008 R2 sup-
plied with the Premium Add-on product includes both 32-bit and 64-bit versions of
the software. You can conceivably install SQL Server 2008 R2 on an existing 32-bit
server with an older version of Windows Server running on it and add that server to
the Windows SBS network.

If you are purchasing a new computer for your second server, then it will almost
certainly be capable of running the 64-bit versions of both Windows Server 2008 R2
and SQL Server 2008 R2. Before you make this decision, however, be sure that all the
applications you plan to use on the secondary server run on the platform you select.

TIP If you are migrating from an earlier version of Windows SBS to Windows SBS
2011 with the Premium Add-on, you might want to consider buying a new computer
for your primary server and, after the migration process is complete, reinstalling your
old server to make it the secondary server on your Windows SBS 2011 network.
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Adding Role-Specific Hardware

The base system requirements for the secondary server are listed in Chapter 3, but
you must also determine whether you need additional hardware, which depends on
the details of the server’s role. For example, if you plan to deploy a file server, you
must decide how much storage you need for your users, in addition to that required
for the operating system, and what type of storage you want to use. You should also
plan for future growth and purchase a computer to which you can add more storage
and more memory later.

A modest file server for a very small network might just have one or two Serial
ATA (SATA) hard disks. For a slightly larger network that has all its users constantly
accessing server files, you might want to move up to Small Computer System Interface
(SCSI) disks, and, if your applications require fault tolerance, you might want use a
redundant array of independent disks (RAID). The amount of storage you have in
the server will also influence the amount of memory it needs.

MORE INFO For more information on choosing a server configuration, see the
section entitled “Selecting Server Hardware,” in Chapter 3.

For an application server, the planning process should begin by selecting the
applications you intend to run. For example, if you are going to deploy a Remote
Desktop Services application server, you should list all the applications you want to
provide to network users, along with the maximum number of users that will access
each application at the same time. These factors affect the server's storage configu-
ration, and more importantly, its memory capacity.

For business-specific web and SQL Server—based applications, you must select
the exact applications you plan to run before you begin shopping for hardware. If
you intend to purchase an existing application, the manufacturer usually has specific
hardware requirements that you must observe. If you intend to work with software
developers to create your own custom application, the selection of the server hardware
should be a collaborative effort between your organization and the developers.

Installing a Second Server

To install a secondary server running Windows Server 2008 R2 on your network, use
the following procedure:

1. Turn on the computer and insert the appropriate additional server disk
from the Windows SBS 2011 Premium Add-on package into the DVD-ROM
drive.

2. Press a key to boot from the DVD if the system prompts you to do so. The
computer reads from the DVD and displays the first page of the Install
Windows Wizard.
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stall Windows

Ay L RS R E ) English (United States) ' Y

Enter your language and other preferences and click "Next" to continue.

Copyright © 2009 Micrascft Corporation. Al rights reserved.

3. If you plan to use language, time and currency format, or keyboard settings
other than the defaults, select your preferences from the three drop-down
lists on this page. Then click Next. The Install Now page appears.

stall

What to know before installing Windows

Repair your computer

Copyright © 2005 Microsoft Corporation. All ights reserved.
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4.

534

Click Install now. The Please Read The License Terms page appears.

@ £7 Install Windows

Please read the license terms

MICROSOFT SOFTWARE LICENSE TERMS
MICROSOFT WINDOWS SERVER 2008 R2 STANDARD
These license terms are an agreement between Microsoft Corporation (or based on
where you live, one of its affiliates) and you. Please read them. They apply to the
software named above, which includes the media on which you received it, if any. The
terms also apply to any Microsoft

updates,

supplements,

Internet-based services, and

support services

Select the I accept the license terms check box and click Next. The Which Type

Of Installation Do You Want? page appears.

@ .‘*’ Install Windows

==

Which type of installation do you want?

i Upgrade
., Upgrade to a newer version of Windows and keep your files, settings, and programs.

1 The opticn te upgrade is only available when an existing version of Windows is
running. We recommend backing up your files befere you proceed.

Custom (advanced)
Install a new copy of Windows. This opticn does not keep your files, settings, and

¥ programs. The option te make changes to d and partiticns is available when you
[ start your computer using the installation di /e recommend backing up your files
r before you proceed.

Help me decide
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7.

Click Custom (advanced). The Where Do You Want To Install Windows? page

appears.

@ ."" Install Windows

[

Where do you want to install Windows?

| MNzme | Total Size Free Space

Type

158.0 GB 158.0 GB

‘V Disk 0 Unallocated Space

*4 Refresh

&% Load Driver

Drive eptions (advanced)

To create a partition on a disk, click Drive options (advanced) to display ad-

ditional controls.

@ ” Install Windows

==

Where do you want to install Windows?

&% Load Driver

j Extend

| Mame | Total Size Free Space | Type |
|‘V Dick 0 Unallocated Space 159.0 GB 158.0 GB |
*4 Refresh ﬁ Delete \’Ecrmat , Mew
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10.

536

Select the disk on which you want to create the partition and click New. In
the Size box that appears, specify a size greater than 12,740 megabytes (MB)
for the partition and click Apply. An Install Windows message box appears,
informing you that Windows might create additional partitions on the disk.

Click OK. The new partition appears in the list.

@ £7 Install Windows
Where do you want to install Windows?
| Mame | Total Size Free Space | Type |

= Disk 0 Partition 1: System Reserved 100.0 MB 860 MB  System

|V Disk 0 Partition 2 116 GB 116 GB  Primary |
p V Disk 0 Unallocated Space 1473 GB 1473 GB

*4 Refresh 7% Delete &” Format Mew

&4 Load Driver a Extend

Select the partition on which you want to install Windows Server 2008 R2
and click Next. The Installing Windows page appears, and the setup program
proceeds through the various stages of the operating system installation.
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Installing Windows...

That's all the information we need right now, Your computer will restart several times during
installation.

.l Copying Windows files
Expanding Windows files (19%] ..
Installing features
Installing updates
Completing installation

When this phase of the installation process is completed, the computer re-
starts, and a message appears, stating that you must change the password.
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11. Click OK. A Windows logon page appears.

Administrator

reset dfick.,

% Windows Server-20s
Standard

12. Type a password for the local Administrator account in the New password
and Confirm password text boxes, and click the right arrow button. A mes-
sage appears, stating that the password has been changed.

13. Click OK. The Windows desktop appears.

Performing Post-Installation Tasks

Once the Windows Server 2008 R2 installation process is finished, you see the Initial
Configuration Tasks window, as shown in Figure 18-1. Unlike the primary server
installation, which automatically configures many of the computer’s settings, the
secondary server installation is a bare-bones affair. You must configure the server
yourself and add the roles and features it needs to provide the services you want.
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E{ Initial Configuration Tasks 10l

ﬁ Perform the folowing tasks to configure this server A égr'ﬂg.?ws Server 20082
_ -
Provide Computer Information R]] Specifying computer information
ﬂ Activate Windows Product ID: Mot activated
"D Set time zone Time Zone: {UTC-08:00) Pacific Time (US & Canada)
—s.' Configure networking Local Area Connection: |Pv4 address assigned by DHCP, IPvE enabled
:é Provide computer name and Full Computer Name: WIN-UB5HVOFIERP
domain Workgroup: WORKGROUP
._ Update This Server a] Updating your Windows server L
9 Enable automatic updating and ~ Updates: Mot corfigured
“O feedback Feedback: Windows Emor Reporting off
Mot participating in Customer Experience Improvement
Program
i: Download and install updates Checked for Updates:  MNever
Installed Updates: Newer
-
™ Do not show this window at logon Close

FIGURE 18-1 The Initial Configuration Tasks window.

The following sections describe the procedures you must perform on a newly
installed secondary server.

Adjusting Time Zone Settings

By default, new Windows Server 2008 R2 computers are configured to use the
Pacific time zone. To change the computer to another time zone, use the following
procedure:

1. Log on to Windows Server 2008 R2 using the local Administrator account.
The Initial Configuration Tasks window appears.

2. Inthe Provide computer information section, click Set time zone. The Date
And Time dialog box appears.
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gf Date and Time x|

Date and Time |Addiﬁonal Clocks I Internet Time I
Date:
Sunday, February 20, 2011

Tirme:
12:28:21 AM

@ Change date and time...

Time zone

(UTC-08:00) Pacific Time (US & Canada)

Change time zone... |

Daylight Saving Time begins on Sunday, March 13, 2011 at 2:00 AM. The
clock is set to go forward 1 hour at that time.

V' Notify me when the clock changes

Get more time zone information online

How do I set the clock and time zone?

QK I Cancel | Loply |

3. Click Change time zone. The Time Zone Settings dialog box appears.

x

Set the time zone:

Time zone:

¥ Automatically adjust clock for Daylight Saving Time

Current date and time: Sunday, February 20, 2011, 12:41 AM

oK I Cancel |

4. In the Time zone drop-down list, select the correct time zone for your
location and click OK.

TIP If you are installing a server that you will move to another location later,
such as a branch office, select the time zone for the server’s final location.

5. Click OK to close the Date And Time dialog box.

Configuring Network Settings

By default, a newly installed computer running Windows Server 2008 R2 attempts
to obtain an Internet Protocol (IP) address and other Transmission Control Protocol/
Internet Protocol (TCP/IP) settings from a Dynamic Host Configuration Protocol
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(DHCP) server on the local network. If your primary server is functioning as a DHCP
server, as described in Chapter 3, “Installing Windows Small Business Server (SBS)
2011," the secondary server automatically configures its network interface using
TCP/IP settings it obtains from the primary server.

MORE INFO For more information on IP addressing and DHCP, see Chapter 2, "A
Networking Primer.”

Depending on the tasks you expect your secondary server to perform, this
default arrangement might not be satisfactory. When a computer obtains its IP
address using DHCP, it is possible that the address might change someday. For
standard Windows server functions, such as file and printer sharing, this is usually
not a problem because the DHCP server changes the domain’s Domain Name
System (DNS) records when it changes the IP address. This enables the other
computers on the network to locate the secondary server, no matter how often its
address changes.

However, certain roles and applications require a server to have a static IP ad-
dress. For example, if you intend to configure the secondary server to function as a
domain controller or as a second DHCP server, you must reconfigure the network
settings with a static IP address.

When you ran the Connect To The Internet Wizard on your primary server,
the wizard configured the DHCP Server service by creating an address scope and
excluding certain IP addresses from that scope, including the addresses of your
router and of the primary server itself. This prevents DHCP from assigning those ad-
dresses to other computers. If you plan to assign a static IP address to your secondary
server, you should use one of these excluded addresses or create a new exclusion, if
necessary.

There are two ways to configure your server to use a static IP address: You can
create a DHCP reservation that permanently associates the server’s hardware ad-
dress with a specific IP address assignment, or you can manually configure the TCP/
IP client on the server.

CREATING A DHCP RESERVATION

The procedure for creating a DHCP reservation for your server is the same as the
one described in the section entitled "Creating a DHCP Reservation for a Printer”

in Chapter 10, "Sharing Printers.” When you look at the Address leases node in the
DHCP Console, you see your secondary server's lease, as shown in Figure 18-2. As
with a printer, the server has an arbitrary name specified by the device. The Unique
ID value displayed in the lease entry is the hardware address you use when creating
the reservation.

Adding a Second Server 541
www.it-ebooks.info


http://www.it-ebooks.info

=

File  Action VYiew Help

€= | #EIR = HE

¥ DHCP

Bl 5 sbsi.adatumlocsl
B & IPve
Bl [] Scope [10.0,0.0] adstun
£} Address Paol
) Address Leases
5| Ressrvations
", Scape Options
3 Server Options
F| Filkers
& Py

| |

Client IP Address i Lease Expiration

10,0,0,1Z

4] | i

FIGURE 18-2 The IP address lease of a newly installed secondary server, as displayed in the Address
leases node of the DHCP Console.

TIP To confirm that you are using the correct Unique ID value when creating your
DHCP reservation, check the computer name selected by your secondary server dur-
ing the operating system installation, which appears in the Initial Configuration Tasks
window, in the Provide computer information section.

Once you have created the DHCP reservation, restart the secondary server to
force its DHCP client to reconfigure the computer’s TCP/IP settings using the ad-

dress you reserved.

CONFIGURING THE TCP/IP CLIENT

If you choose to configure your server’'s TCP/IP client manually, you must still use an
IP address that is excluded from your DHCP scope. Once you have determined an
appropriate address, use the following procedure to complete the configuration:

1. Log on to your secondary server using the local Administrator account.
The Initial Configuration Tasks window appears.

2. In the Provide computer information section, click Configure networking.
The Network Connections window appears.
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=

O_O |@ v Metw... v Networ... ~ w ml Search Network Con... 2]
Organize + S E;l @

Local Area Connection
P adatum.local
@t Intel{R) PRO1000 MT Network Conn...

3. Right-click the Local area connection icon and, from the context menu, select
Properties. The Local Area Connection Properties sheet appears.

@ Local Area Connection Properties ﬂ

Networking |

Connect using:
I Ii? Intel{R) PRO/1000 MT Metwork Connection

This connection uses the following items:

SOQS Packet Scheduler
g File and Printer Sharing for Microsoft Networks

& |Intemet Protocol Version & (TCP/IPvE)

& Intemet Protocol Viersion 4 (TCP/1Pv4)

& Link-Layer Topology Discovery Mapper /0 Driver
& Link-Layer Topology Discovery Responder

Install... Uninstal Froperties
i~ Description
Allows your computer to access resources on a Microsoft
network.

OK | Cancel

4. Select the Internet Protocol Version 4 (TCP/IPv4) component and click
Properties. The Internet Protocol Version 4 (TCP/IPv4) Properties sheet
appears.
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Internet Protocol Version 4 (TCP/IPv4) Propertic 2=

General |AJternate Configuration |

‘You can get IP settings assigned automatically if your network supparts
this capability. Otherwise, you need to ask your network administrator
for the appropriate IF settings.

& Obtain an IP address automatically!

—{" Use the following IP address:

IF address: I . . .
Submet mask: I . . .
Default gateway: I . . .

+ Obtain DNS server address automatically

—{" Use the following DNS server addresses:

Breferred DS server: I . . .
flbernate DS server: I . . .

™ validate settings upon exit Advanced... |

5. Select the Use the following IP address option.

6. Inthe IP address text box, type the excluded address you want to use for
your server, and in the Subnet mask text box, type the appropriate mask for
your network.

7. In the Default gateway text box, type the IP address of your Internet access
router.

8. Inthe Preferred DNS server text box, type the IP address of your primary
Windows SBS 2011 server and click OK.

9. Click OK to close the Local Area Connection Properties sheet.
10. Close the Network Connections window.

Changing the Computer Name and Joining the Domain

During the operating system installation on your secondary server, the Windows
Server 2008 R2 setup program selects an arbitrary computer name, one that no
other computer on the local network possesses. During the initial planning phase
of your network deployment, you should have devised a computer-naming scheme
that enables you to select an appropriate name for your server easily. You also have
to join the server to your AD DS domain manually.

MORE INFO For more information on computer naming, see the section entitled
“Selecting Names,” in Chapter 3.
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To change your server’s computer name and join it to your domain, use the
following procedure:

1.

2.

3.

Log on to Windows Server 2008 R2 using the local Administrator account.

The Initial Configuration Tasks window appears.

In the Provide computer information section, click Provide computer name
and domain. The System Properties sheet appears.

System Properties 5'

Computer Name | Hardware I Advanced | Remote I

[‘bhl Windows uses the following information to identify your computer
. onthe network.

Computer description: ||
For example: "11S Production Server” or
"Accounting Server”.

Full computer name: WIN-UB5HVOFSERP

Warlgroup: WORKGROUP

I::;;T;lgisd(m&g;nge;m change its domain or Change... |

ok | cancel | s |

Click Change. The Computer Name/Domain Changes dialog box appears.

Computer Name/Domain Changes x|

You can change the name and the membership of this
iUI uter. Chi ges might affect access to network resources

Computer name:
IWIN-UB&HVOFSERP

Full computer name:
WIN-UBSHVOFSERP

Member of
" Domain:

|
& Workgroup:
IWORKGROUP

e
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10.

11.

In the Computer name text box, type the name you selected for your server.

In the Member of box, select the Domain option and type the full name of
your AD DS domain.

Click OK. A Windows Security dialog box appears.

Windows Security x|

Computer Name/Domain Changes
Enter the name and password of an account with permission to join the domain.

— ser name
) :

ok I Cancel |

In the User name text box, type the name of the network Administrator
account you created when installing your primary server.

In the Password text box, type the password associated with the account
and click OK. A Computer Name/Domain Changes message box appears,
welcoming you to the domain.

Computer Name/Domain Changes |

| Welcome to the adatum.local domain.

Click OK. Another message box appears, informing you that you must restart
the computer.

Click OK. Then click Close to close the System Properties sheet. A Windows
message box appears, prompting you to restart the computer.

Click Restart now. The computer restarts.

Once the computer has restarted, you can log on using a domain account instead
of the local administrator account.

Moving the Computer Object

Once you have joined the secondary server to your AD DS domain, the server
appears in the Windows SBS Console, on the Network/Computers tab, as shown in
Figure 18-3. However, notice that the server appears in the Client computers section,
not the Servers section. This is because during the process of joining the server to
the domain, the domain controller has no way of distinguishing a server from a
workstation.
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Bz windows Small Business Server 2011 Standard Console

N

Users and

Computers

Shared Folders  Bachup and
and Web Sites  Server Storage

Hame Status
Senvers (1}

Security Status

Saatus Other Alerts

J851 @ Onbme  ® Motavadable & OK 9 oK
Chient computers [2)

WO @ Offine ) Motavalable @ 0K 9 o
Micesia @ Onlne B Morawadable & Waming a9 ox

Backu

O Successful

3items

Security

Computer Tasks

M Connect computers o your network

(%) Enable Power Management in
Windaws 7 and Windaws Vista

2 View notification settings
o Purchaze additional chent access
Bicennes

i Refresh this view

FIGURE 18-3 A newly joined secondary server, as shown in the Windows SBS Console.

To move the secondary server to the Servers section and configure it to receive
the Group Policy settings intended for servers, perform the following:

1.

account. The Windows SBS Console appears.

2.

Computers/SBSComputers organizational unit (OU).

File  Action View Help

B Active Directory Users and Computers

Log on to your Windows SBS 2011 primary server using the local Administrator

Click Start. Then click Administrative tools, Active Directory users and
computers. The Active Directory Users And Computers Console appears.

Expand the node named for your domain and browse to the My business/

=0l

e rEli{0XFc: Bt asTon

[ saved Queries
=l &3 adatum.local
" Builtin
| Computers
2 Domain Controllers

j Active Directory Users and Comput

Mame

|Tpe

| Description

on
sEs1A

Carmputer
Computer

| ForeignSecurityPrincipals
| Managed Service Accounts
2 Microsaft Exchange Securit

[ & MyBusiness
Bl 2] Computers

|2 SBSServers
|2 Distribution Groups
|2 Security Groups
2 Users
7 Users

KT —

|
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4. Right-click the computer object representing your secondary server and, in
the context menu, select Move. The Move dialog box appears.

Move .

Maove object inta container:

B acoiunf
=L "] Builin
-~ Computers
{2 Domain Controllers
[#-{ | ForeignSecurityPrincipals
-/~ Managed Service Accounts
{2 Microsoft Exchange Security Groups
{2 MyBusiness
-] Users

oK I Cancel |

5. Inyour domain, browse to and select the My business/Computers/SBSServers
OU and click OK. The console moves the computer object to the SBSServers
container.

6. Close the Active Directory Users And Computers Console.
7. Inthe Windows SBS Console, click Network and select the Computers tab.

8. In the Tasks list, click Refresh this view. Your secondary server moves from the
Client computers section to the Servers section.

Users and Shared Folders Backup and

Groups wad WebiSites' ServerStorage P Security
6 vep -
Hame i Backuj
Servers (2)
- = ) Campaiter Tasks
ds @ Onlee  ® Notavadible & OK & Ok @ Succenhad
F A @ Online 8 Motavailahle A& Waming @ oK T Connict cormpuTers Toyour necwork
Client computers (1) (#) Enable Power Management in
Windaws T and Windaws Vista
WL @ Offme B Notavailable @ 0K @ oK

S View notification seetings

o Purchase asdditsonal chent access
hcenses

4 Pefresh this view

iitenn

9. Restart the secondary server to refresh its Group Policy settings.
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Deploying a Second Domain Controller

As mentioned earlier, the Windows SBS 2011 license terms do not allow you to use
your secondary server to create another AD DS domain, whether in the same forest
or in a different one. You can, however, configure it to function as a second domain
controller in your existing Windows SBS 2011 domain. A second domain control-
ler provides redundancy for times when your primary server is offline, and if your
organization has a branch office at a remote location, a second domain controller
provides users at that location with local access to AD DS services.

TIP

If you are installing a domain controller that you will be moving to another location

later, you should use an IP address on the local network for this procedure. Just before

you shut down the computer prior to moving it, change the network settings to an

IP address on the network that will be the server’s final destination.

Promoting a server to a domain controller is a two-stage process. First, you must
install the AD DS role and then you must run the Active Directory Domain Services

Installation Wizard. To configure your secondary server to function as a domain

controller, use the following procedure:

1.

2.

3.

Log on to your Windows SBS 2011 secondary server using a domain account
with network Administrator privileges.

Click Start. Then click Administrative Tools, Server Manager. The Server Manager

Console appears.

B Server Manager

File Action Wiew Help

=101 x|

&= =d
=

o Roles

il Features
3 Diagnostics
iﬁ Canfiguration
{5 storage

server Manager (SBS1A)

server roles and features,

&

~| Seryer summary

#! Computer Information

Full Camputer
Mame:

SBS 1A, adatum local

Domain: adatum, local

Local Area
Cannectian:

IPv4 address assigned by
DHCP, IPv6 enabled
Remote Disabled
Desktop:
Server Manager Disabled
Remote

(et an averview of the status of this server, perform top management tasks, and add or remaove

Server Summary Help

{&. Activate Windows

1% Change System Properties
E’ Wiew Metwork Connections
e Canfigure Remate Deskkop

ia Configure Server Managet Remaote
Management

Management: LI
3:; Last Refresh: Today at 3:17 &AM Configure refresh
\
In the Scope (left) pane, select the Roles node.
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i

File  Action Wiew Help
hala d 4
=y —-TSSSSSSSSSSSS—_—_—_—_————_————————_——_—————

2
il Features

i Diagnostics .~ View the health of the roles installed on your server and add or remave roles and Features,
Cift Configuration b
{55 Storage

~| Roles Summary ﬂ Roles Summary Help

~ Roles: 0of 17 instaled b Add Roles
2 Remove Roles

9:; Last Refresh: Today at 3:19 &AM Configure refresh

Click Add roles. The Add Roles Wizard appears.

Add Roles Wizard x|

Before You Begin

This wizard helps wou install roles on this serwer. You determine which roles to install based on the tasks you
want this server ko perform, such as sharing documents or hosting a Web site,

Server Roles

Confirmation Before you continue, verify that:
Progress « The Administrator account has a strong password
Reslts « Watwork settings, such as static P addressss, are configured

« The |atest: security updates from Windows Update are installed

If you have to complete any of the preceding steps, cancel the wizard, complete the steps, and then run the
[ wizard again,

To continue, dick Next.

I™ Skip this page by default

cpeos | wews | el | canel |

Click Next to bypass the Before You Begin page. The Select Server Roles page
appears.
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Add Roles Wizard

Select Server Roles

Before Vou Begin Select ane or mare roles to install on this server.

Roles: Description:

Confirmation

Active Directory Certificate Services

AD C5) is used ta create certification
Progress [T Active Directory Domain Services autharities and refated role services
. [] Active Directory Federation Services st allow you bo issus snd manags
[ Active Directory Lightweight Directory Services certificates used In a varisty of
[[] Active Directory Rights Management Services applications.

[] Application Server

[] DHCP Server

[] DMS Server

[] Fax Server

[] File Services

[] Hyper-y

[] Wetwork Policy and Access Services
[ Print and Document: Services

[] remake Desktop Services

[ web Server (1IS)

[] Windows Deplayment Services
[] Windows Server Update Services

More about server roles

<previoss | e | el | cancel |

6. Select the Active Directory Domain Services check box. The Add Features
Required For Active Directory Domain Services? dialog box appears.

7. Click Add required features, and then click Next. The Active Directory Domain
Services page appears.

Add Roles Wizard x|

Active Directory Domain Services

Before Vou Begin Introduction to Active Directory Domain Services

Server Rales Active Directary Domain Services (D DS) stores information about users, computers, and other devices on the
network, AD DS helps administrators securely manage this information and faciitates resource sharing and
collahor ation between Users, AD DS is also required For directary-enabled applications such as Micrasoft
Exchange Server and For other Windows Server kechnologies such as Group Policy.

Confirmation

Frogress Things to Note

Ta help ensure that users can stilllag on to the network i the case of & sarver outage, install & minimum of

Results two domain controllers For a domain.

AD DS requires a DNS server to be installed on the network. TF you do not have a DS server installed, you
will be promped to install the DNS Server role on this server.

After youinstal the AD DS role, use the Active Directory Domain Services Installation Wizard
(depromo.exs) to make the server a fully functional domain controller.

Installing AD DS will also install the DFS Namespaces, DFS Replication, and File Replication services which
are required by Directory Service,

Additional Information
Overview of AD DS

Instaling AD DS

Common Confiqurations far A0 DS

cprevious || pextr | el Cancel
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8. Click Next to continue. The Confirm Installation Selections page appears.

Add Roles Wizard

Confirm Installation Selections

Before Vou Begin
Ta instal the Fallowing roles, role services, or features, click Install
Server Roles
(i) 2informational messages below

Active Directary Domain Services

This server might need ka be restarted after the installation complstes.
Progress ~) Active Directory Domain Services

Results (i) After you install the AD DS role, use the Active Directory Domain Services Installation Wizard
 (dcpromo.exe) ko make the server a fully Functional domain controller.

#/ .NET Framework 3.5.1 Features
NET Framework 3.5.1

Print, e-mail, or save this information

<Erevinus| et | Instal | concel |

9. Click Install. The wizard installs the role and the Installation Results page
appears.

Add Roles Wizard

Installation Results

Before Vou Begin
The following roles, role services, or features were installed successfully:
Server Roles
(i) 1 informational message below
Active Directory Domain Services

| Installation succeeded

Confirmation # Active Directory Domain Services

Progress The following role services were installed:

Active Directory Domain Controller

(i) Lse the Active Directory Domain Services Installation wizard {dcproma.exe) ko make the server a
~ Fully functional domain controller,

(lose this wizard and launch the Active Directory Domain Services Installation wizard (dcpromo.exe).

“) .NET Framework 3.5.1 Features "C“ Installation succeeded

The following Features were installed:
NET Framework 3.5.1

Print, e-mail, or save the inskallation repork

< Preyvicus. Met > | Close I Cance!
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10. Click the Close this wizard and launch the Active Directory Domain Services
Installation Wizard (Dcpromo.exe) link. The Active Directory Domain Ser-
vices Installation Wizard appears.

@ Active Directory Domain Services Installation Wizard x|

Welcome to the Active Directory
Domain Services Installation
Wizard

Thiz wizard helps you install Active Directory Domain
Services (40 DS) on this server, making the server an
Active Directory damain controller. To continue, click Mest.

Leam mare about the additional options that are
available in advanced mode instalation

Mare sbout Active Director Domain Services

< Back I Mext > I Cancel |

11. Click Next to bypass the Welcome page. The Operating System Compatibility
page appears.

12. Click Next. The Choose A Deployment Configuration page appears.

@] Active Directory Domain Services Installation Wizard

Choosze a Deployment Configuration
‘Y'ou can create a domain contraller far an existing forest of for a new forest.

iy

ol Add a damain contraller to an existing damain

€ Create anew domain ih ah existing forest
This server vill become the first domain contrallen i the nevw domain:

" Create a new domain in a new forest

Mare about possible deplopment configurations

< Back I Tewt > Cancel

Adding a Second Server 553
www.it-ebooks.info


http://www.it-ebooks.info

13. Select the Existing forest option, and then leave the Add a domain controller
to an existing domain option selected and click Next. The Network Credentials
page appears.

@ Active Directory Domain Services Installation Wizard

Network Credentials
Specify the name of the forest whers the installation will ocour and account
credentials that have sufficient privileges to perform the installation.

Type the name of any domain in the forest where you plan to install this domain
controller:

Specify the account credentials to use to perform the installation:

% My current logged on credentials [ADATUMAMarkLee)

" Alternate credentials

are about who can install Active Directory Domain 5 ervices

< Back I Mext > I Cancel |

14. Make sure that the full name of your AD DS domain appears in the Type
the name of any domain in the forest where you plan to install this domain
controller text box and click Next. The Select A Domain page appears.

@ Active Directory Domain Services Installation Wizard

Select a Domain

Select a domain for this additional domain controller.

Diomains:

< Back I Mext > I Cancel
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15. Click Next to accept the default forest root domain. The Select A Site page
appears.

@l Active Directory Domain Services Installation Wizard
Select a Site

Select a site for the new domain contraller.

[~ Use the site that corespands to the [P address of tis compiten.

Sites:

Site

D escription
D efault-First-Site-

< Back I Mest > I Cancel |

16. Click Next to accept the Default-first-site-name site. The Additional Domain
Controller Options page appears.

@] Active Directory Domain Services Installation Wizard

Additional Domain Controller Options

Select additional options for thiz domain controller.

¥ Global catalog

™ Bead-only domain controller [RODC)

Additional informatian:

There iz curently 1 DMS server that is registered as an authoritative name j
zerver for this domain.

More about additional domain controller options

< Back I Mest > I Cancel
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17.

18.

19.

20.

21.

556

Click Next to accept the default settings. A Static Ip Address Assignment
message box appears, warning you that the computer has a dynamically
assigned IP address.

NOTE If you have already configured your server to use a static IP address, as
described in the section entitled “Configuring Network Settings,” earlier in this
chapter, this message refers to the computer’s IPv6 address, which you can safely
leave as a dynamically assigned address.

Click Yes, the computer will use a dynamically assigned IP address (not recom-
mended). An Active Directory Domain Services Installation Wizard message
box appears, advising you to create a delegation to the DNS server in the
parent zone.

Click Yes. The Location For Database, Log Files, And SYSVOL page appears.

@ Active Directory Domain Seryices Installation Wizard

Location for Database, Log Files, and 5Y5Y0OL
Specify the folders that will contain the Active Directary domain contraller
databaze, log files, and 5YSVOL.

For better performance and recoverability, store the database and log files on separate
wolumes.

Databaze folder:

Browse..
Log files falder:
| windaws\NTDS Browse..

SYSYVOL folder:
IE'\Wmdnws\SYSVDL Brawse..

More about placing Active Directory Domain Services files

< Back I Meut > I Cancel |

Click Next to accept the default values. The Directory Services Restore Mode
Administrator Password page appears.

In the Password and Confirm password text boxes, type the password you
want to use when starting the computer in Directory Services Restore Mode
and click Next. The Summary page appears.
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22.

Directory Domain Services Installation Wizard

Summary

Review pour selections:

Configure this server as an additional Active Directary domain contraller for the
domain “adatum. local".

Site: Default-First-Site-Mame
wdditional Dptions:
Read-only domain controller: "Ma'
Global catalog: Yes
DHS Server. Yes
Update DMS Delegation: Mo

Source domain controller: any wiitable domain controller

To change an option, click Eack. To begin the operation, click Mexst

1]

These zettings can be exported to an answer file far use with Expart settings...
other unattended operations.

Mare about using an answer file

< Back I Mest > I

Cancel |

@l Active Directory Domain Services Installation Wizard

Completing the Active Directory

Domain Services Installation

Wizard

computer for the domain "adatum local”.

with the Active Directory Sites and Services
administrative toal.

To close thiz wizard, click Finish,

clive Directory Domain Services is now installed on lhis;l

Thiz Active Directory darmain cantraller is assigned to the
zite "'Default-First-Site-Mame". 'You can manage sites

x|

< Back I Firish I

Cance
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23. Click Finish. An Active Directory Domain Services Installation Wizard message
box appears, prompting you to restart the computer.

24. Click Restart now. The computer restarts.

Deploying SQL Server 2008 R2 for Small Business

The Windows SBS 2011 Premium Add-on includes SQL Server 2008 R2 for Small
Business, a database management application that enables you to run a variety of
LOB applications on your secondary server. The Windows SBS 2011 package includes
SQL Server on a separate disk, which you must install manually. SQL Server is not a
self-contained application; instead, it is an environment that enables applications to
store information in and retrieve information from SQL databases. How you install
and configure SQL Server on your secondary server depends completely on the ap-
plications you plan to run.

Selecting Applications

There are two basic ways to obtain an application that uses SQL Server databases:
You can purchase a product that already exists, or you can work with a developer to
create a custom application for your business. SQL-based applications are available
for many vertical markets, including packages designed to manage professional
offices, such as medical practices and legal firms, as well as utilities that can be
valuable to any business, such as time-clock and payroll software.

Purchasing an application of this type is not the same as going to the computer
store and selecting a commercial software product off the shelf. In most cases, you
are dealing with a vendor that has designed and developed applications for specific
markets or that is prepared to custom-design an application to your needs. In either
situation, your relationship with the vendor is probably more personal, and you
should plan to pay more for that privilege. Retail software prices are based on the
product’s attraction to a large market. A large company that creates a word pro-
cessor program that appeals to millions of users can afford to sell it for far less than
a company that creates a semicustomized application for a niche market with only
hundreds or thousands of potential customers.

Selecting a SQL application for your business, or having one developed, is a
major part of your network planning process. The requirements of the application
dictate what hardware you need in your secondary server and how you install SQL
Server 2008 R2 on the computer. The application selection process should include
the following elements:

= Meetings with your staff, including department managers or supervisors,
as well as key employees that actually will be using the product. Use these
meetings to compile a list of features that your application must have and a
wish list of features you would like to have.
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= Discussions with multiple vendors of software solutions appropriate for your
organization. In addition to gathering product collateral and other information
about the software, try to ascertain what kind of support the vendor supplies
and how they respond to requests for new features and custom software
modifications.

= Detailed system requirements for the software products you are considering.
Determine whether you can run each product on your version of SQL Server
2008 R2 and whether your budget can support the purchase of the required
hardware.

= Live demonstrations of the applications, if possible, attended by the manag-
ers and users with whom you developed your list of requirements.

= Communications with other users of each software package you are consid-
ering to determine whether they are satisfied with the product and with the
vendor's service.

Determining SQL Server Requirements

Hardware requirements for SQL-based applications often go far beyond just a specific
processor and a certain amount of memory. Many applications base their hardware
requirements on the number of users that access the application or on the size of
the database. For example, as you add more users, you might need a faster proces-
sor, additional memory, and more disk space.

Some applications also have specific requirements for the computer’s storage
subsystem. For example, an application might require a certain RAID configuration
or specify that you place the database files on drives that are separate from the
database log files and the system files.

Finally, applications might also call for the installation of certain SQL Server
features and specify configuration settings for certain parameters. Obviously,
requirements like these can affect not only your server hardware purchasing
decisions but also the process of installing and configuring SQL Server 2008 R2.

Installing SQL Server 2008 R2

Although the requirements of your selected applications might require special
handling, a typical example of a basic SQL Server 2008 R2 installation proceeds as
follows:
1. Log on to your secondary server using a domain account with network
Administrator privileges.
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2.

560

Insert your SQL Server 2008 R2 for Small Business disk into the DVD-ROM
drive and run the Setup.exe file on the disk when the system prompts you
to do so. When the User Account Control dialog box appears, click Continue.
The SQL Server Installation Center window appears.

% SOL Server Installation Center N [=] |

Planning 3 Hardware and Software Requirements
Wiew the hardware and software requirements,

|»

Installation

Maintenance Security Documentation

Tols ¥iew the security documentation.

Resources P Orline Release Notes
Advanced view the lakest information abaut the release.
Options E Setup Documentation
Read the Overview of SQL Server Setup Documentation topic for information about
S0L Server Books Online. The Setup documentation includes an overview of SQL

Server installation, the help topics that are needed during installation, and links to
mare detailed information about planning, instaling, and configuring SQL Server.

System Configuration Checker

Launch a tool ta check For conditions that prevent a successful QL Server —
installation.

Install Upgrade Advisor

Upgrade Advisar analyzes any SQL Server 2005 ar SQL Server 2000 components
that are installed and identifies issues to fix sither befare or after you upgrade to
SQL Server 2008 RZ.,

i
L‘h Online Installation Help

Launch the online installation documentation.

S g

3 Haowe ko Get Started with SOL Server 2008 R2 Failover Clustering
£~ SQL Server2o0sr? Lh

Read instructions on how ta get started with SQL Server 2008 R2 Failover
clustering. =i

NOTE If your server does not have the latest versions of Microsoft .NET Frame-
work and Windows Installer installed, the setup program offers to install them for
you. This process takes several minutes and requires you to restart the computer.
After the computer restarts, run the Setup.exe program on the SQL Server 2008
R2 disk again.

Click System configuration checker. The program checks 14 elements to de-
termine whether your server is ready to install SQL Server and then displays
a Setup Support Rules dialog box containing the results.
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W& SOL Server 2008 R2 Setup — olxl

Setup Support Rules

Sebup Suppert Rukes ierkify problems that might ocour whan you install SOL Server Sabup support Hes, Fallres must be comected
before Setup can continue,

Setup Support Rules Operation comeleted, Passed: 15, Faled U, Warning 0. Skipped 0.

Wiew detaded rapoet

LI — _ [ Stohes =

(& | Micienun operating system version Passed

é'mmmu 'w

) | Restert comgaiter | Pased

D |wnctons ) snevie [ paszod

@ | Consistancy valdation for SQL Server regitry kevs [paszed

yglLongpethnm;h}ksonS’;lSeﬂeri\shHinnmeda .Eﬁgj

@ [5cx. server setup Product Incompatblity | passed

@Iumwledsa.&nmuuh.u i“m—ed

Qlluﬁumnmnnmrymumm Img_d

(@ |Provious releases of G Server 2006 Bushess Inteligence Ceveks... |Paseed

dlﬁmhﬂrrp'ﬂifln‘m 'w I

dlcwulcrdnlmcnrm:lu IM

LY —— [P L=l
o | Cancel I,;g

If your system fails to pass any of the tests, correct the problem and rerun
the System configuration checker.

Once the system has passed all the tests, click OK to return to the SQL Server
Installation Center window.

In the left column, click Installation. The Installation page of the SQL Server
Installation Center appears.

%% SOL Server Installation Center =] |
Planning LH New installation or add features to an existing instalation.
" Launch a wizard to inskall SQL Server 2008 RZ in a non-clustered environment or ko
Installation add Features to an existing SGL Server 2008 RZ instance.
Mainkenance
- ” Mew SQL Server Failover cluster installation
ools
Launch a wizard to install a single-node SQL Server 2008 R2 Falover cluster,
Resources
Advanced o ‘W Add node to a SQL Server Failover cluster
¥ Launch a wizard to add a node to an existing SQL Server 2008 R2 Fallover cluster,
Options
Upgrade fram SOL Serwver 2000, SQL Server 2005 or SQL Server 2008
Launch a wizard to upgrade SQL Server 2000, SQL Server 2005 or SQL Server 2008 to
S0L Server 2003 R2.
o Search for product updates
Search Microsoft Update For SQL Server 2008 R2 product updates,
g, Mt
& SQLServerzoozr2
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6. Click New installation or add features to an existing installation. The SQL
Server 2008 Setup Wizard appears and displays the Setup Support Rules
dialog box again, this time checking seven elements that are required before
the installation can proceed.

7. If your system passes all seven tests, click OK. If not, correct the problems
indicated and click Re-Run until the system passes all seven tests. Then click
OK. The Product Key page appears.

RZ Setup =l0lx]
Product Key
Specify the edbion of SOL Server 2000 R2 ko instal,
Product Key Wabdate this instance of SOL Server 2008 Fi2 by entering the 25-character hey from the Micrasoft certificate of
o authenticity or product packsgng. You can ako specfy & free edition of S0L Server, such a Evahuation or
Express. Evahustion has the largest set of S0L Server Features, s documented in SOL Server Books Oriine, and
Sebup Support Fles 5 actrvatod with & 180-day axpiration, iawmmmmm.mwmmmm
i Spacify & free adition:
[Evaon =
1+ Enter the product key:
KOTCY W1 TW-HZDCG-WTYvZ -CIGHM
< Dack. ”_;lux.t :-_I Cancel I

8. Click the Enter the product key option and type the SQL Server 2008 product
key supplied with your Windows SBS 2011 package.

9. Click Next. The License Terms page appears.
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10.

11.

W& SOL Server 2008 R2 Setup

License Terms

To instal SO Server 2000 B2, you must sccept the Microsoft Software License Terms.

Product Key
License Terms
Satup Suppot Fles

MICROSOFT SOFTWARE LICENSE TERMS H
MICROSORT SUL SERVER 2008 B2 STANDARD

(These license trms ane an L {or hased on where you
Iive, ore of its affillates) and you, Please read them. They apply to the software named above,
twhich inchudes the media on which you recetved it if any, The terms akso apply to any

Microsaft

v updatns,

e supplormonks,

v Intermet-beased services, and

o support services

[for this software, Uniess other terms accompany thase ilems. I so, thosa terms apoly. =

ua
Copy  Prnt

I 1 accept the keense terms,

r Sand feature usage data to Microsoft, Festure usage data indudes information about your hardware
configuration and how you use S0L Server and its componenits.

< Back. I Net = I Carcel I

Select the I accept the license terms check box and click Next. The Setup
Support Files page appears.

Click Install to continue. The wizard installs the setup support files and
displays the Setup Support Rules page, which contains the results of the
installation.

TE SOL Server 2008 RZ Setup =101
Setup Support Rules
mmmﬁu«&ymmmmmmmu_ﬁ Server Satup support Hes. Falures must be comecked
before Setup can conkinue,
Setup Support Rules Operation compisted, Passed: 10, Faled 0. Warming 1. Skipped 0.
soho Rl ]
Fantirs Selaction
Installstion Rulss Hide detaly << Re-run |
Disk Space Requirements Wiew detaded rapoet
Error Rieporting - -
Tnstallation Configuration Rudes Rl Ruds | Status
Risady to Install (& |Fusion Active Tempiste Library [ATL) Passed
Instaltion Progress (@ |unsumported Sct. Server products | easaea
Complete (D | Pesformance counter regitry hive consisbency .ﬂamJ
d Previs rrh-m s T fsness |miy-rrrix-w-l—u mg_d
@ Frevious CTP mtalm | passed

@ Cormm«mwmru-‘umrwmrw; Passed
d Computer domain cortraller passed
\9 Microsoll NET Appbcation Security P
d Edition WOWSA platform ] .mg_d
@ windows Powershell [passed
Iy \u.mr.ml Warrirg

= [ack Hewt > Canvcel neo |
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12. Click Next. The Setup Role page appears.

T4 SOL Server 2008 R2 Setup

Setup Role

Cick the SQL Server
mﬂu‘zﬂ.ﬂc(

Festure Instalation option bo individuslly select which festure companents ko instal, or cick. & Festure role ko

Sehup Spnort Rules
Setup Role
Feature Selection

{7 50U Server Fealure nstalation
Enstall SOL Server Datshase Engine Services, Analysis Strvices, Reporting Servicas, Inbegration Services, and
other features.

1~ Al Festures With Defaults

Irestal vahses For e accounts.

qmlMsIWl'WI
4

13. Click Next to accept the default setting. The Feature Selection page appears.

W& SOL Server 2008 R2 Setup =101
Setup Support Rules Features: Destripton:
e Fiolo Server Feshres are instance-
Feature Selection Diatabase Frgine Services mummm
1564 Server Reghcstion registry hives. They support
M“W :"‘” ol Test Saeth INGEACAS 6 3 COmpUtSr
EERES ST ENIE ] ansysis Services.
Error Reparting ] eporting Sarvices
Irestallation Configuration Rues Shared Fastures
Ready to Instal [] Busimess Itelgere Devekpment Studs
Matiort [] chent Tooks Connectraty
: BUASE ] ttegration Services
Comglote ] Cher Tools Bachuwards Compatbity
] chere Tocks 5%
[T 504 Sevver Bovks Crilwe
I Management Tooks - Bast
[ Management Tools - Compiste
[L]50L Chenk Connactivity SO,
Murrnnft Spne Framsmonk
Pedistribng sbibs Feabures.
Sedect A | Unselect Al
i feitprogram e S0 Server| |
‘Shared faature dractory (x86): [C/\Frogram Fles (x88)\rosaft SOL Server| |
< Back Nest > corcel | b |
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14.

15.
16.

17.

Select the check boxes for the following components:
» Database engine services

* Analysis services

« Reporting services

»  Management tools—Basic

Click Next. The Installation Rules page appears.

If your installation passes all the required rules, click Next to proceed. The
Instance Configuration page appears.

=lgixl
Instance Configuration
Speciy the name and instance ID For the instance of S0L Server. Instance ID becomes part of the installation path.
Sehup Support Rules 17 Defeoult instance
o R 1 Hamed instance: Jrssatserver
Fanturs Selection
Irestallation Rules
Instance Configuration Instance [ jmsscusERvER.
Msn:noﬂom:;w Inatance goot drectory: e -1Program FesiMcrosoft Sp. Server|, J
Dutabasa Engine Configuration
Analysis Services Configuration 500 Server direclory: C:\Program FlesiMicrosoll S0L Server|MSS0L10_S0.MS50LSERVER:
Reporting Services Configuration Angysts Services dreclory:  C:\Program Files ft SOL Server|MSAS10.S0.MSSOLSERVER.,
e Reportivg Servkes drectoryi  CiYProgram FlesiMicrosoft SQL ServerMSRS10_S0.MSSQUSERVER,
Instalistion Configuration Rues
Reaady to Instal Instafed Instances:
Installation Progress. Instance Nama Instance 0 | Fastires | Edticn Version
Coepltn
S e T |
A

Click Next to accept the default settings. The Disk Space Requirements page
appears.
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18.

566

& SOL Serv 2 Setup

Disk Space Reguirements

Freview the disk space summary For the SOL Server eatures you selected.

Sehup Support Rules
Setup Role

Fanturs Selection
Irestallation Rules
Tnstance Configuration

Dsk Lisage Summnary:

= Drive C: 4040 ME required, 152329 M5 avalable
Sypstam Deive (C:1): 200 MB raquiced
Shared Irnstall Drextiry (C:AProgeam FlesiMicrosofl SOU Serverl: 20 MB revured
Instance Directory (C1\Progr SCN Servarl): 11

‘MIM’ Cancel l‘obl

Click Next. The Server Configuration page appears.

& SOL Serv 2 Setup

Server Conflguration

Specity the service sccounts and collstion configuration,

Sehup Support Rules

Setup Role

Featirs Selection

Irestallation Rules

Tnstance Configuration

Disk Space Requirements
Server Configuration
Database Engne Configuration
Analysis Services Configuration

SArvs ALEOLNES |m|

Microsoft recommmmmsds Uhat you use & separste sccourt for each SQL Server service,
| Password

| Seatup Type

£
i
;
%
z
e Lol le Lo

| NT AUTHORITYLOCAL S... | | Desatiert

Reporting Servces
Erree Reparting
Installstion Configuration Rules
Ready to Irstal

Installation Progress.

Complete

§
F
8
§
:
5
i
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19.

20.

21.

22.

23.

24.

Specify an account name and password for each of the SQL Server services
and click Next. The Database Engine Configuration page appears.

£ S0L Server 2008 R2 Setup i =l0lx]
Database Engine Configuration
Speciy Datsbase Engine eation security mode, advi nd data drectories.
Sehup Support Rulss Accourt Prowaonny | Data Cirectories | FILESTREAM |
Setup Role
Foature Seksction Speciy U aullmntication mode and ad fuor the Datsbase
Irestallation Rules Authertication Mode.
Instance Corfigurstion (% Windows authentication moda
Dl fosea T padenents - (50 Server ordl Widons
Server Configuration
Dpatabase Engine Confiquration Swecily U password Tor the SQU Server system adui (=8) accourt,
Anatysis Servioss Corfiguration Enter password: |
Reporting Services Configuration Confrm passord: |
Error Reparting
Instaliation Corfiguration Rules Joucly 3ok Servey akrick
Ready to Install SOL Server admanistratons
Feaves unrestricted access Lo
Installstion Progress mmmu' Engine.
Coeplete
< Pack I Mook = I Carcel ] Hep I

.

Click Add current user and then click Next to accept the default Windows
authentication mode option. The Analysis Services Configuration page
appears.

Click Add current user and then click Next. The Reporting Services Configura-
tion page appears.

Click Next to accept the default Install the native mode default configuration
option. The Error Reporting page appears.

Click Next to accept the default settings. The Installation Configuration Rules
page appears and checks to see whether an installation can proceed based
on the settings you supplied.

Click Show details to display the test results.
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W& SOL Server

Installation Conflguration Rules
Setup i running rules to determine ¥ the installstion process will be blocked. For more information, chck Help.

Sahup Support Rules Operation conpketed, Passed: 6. Faded U, Warning 0. Skpped 2.
seio ol [ e
Fenture Saksction
Installstion Rulss Hide detaly << Berun |
Irestance Configuration Wiew detaled caport
Disk Space Requirements
Server Configuration N [ s
R (& |FaTIZ Fie Systern Passed
Anshysis Services @ ok soobcoble
Reporting Services Configuration (& | 0L Server 2000 Anabysis Servives (64-Lit) irstal action ot souhcable
Error Reparting (@ |Fawitng chusterad o chisterprepared matance Eassed
e e @ Cross languags nistalatin Paszad
Instalaion Frogress (& | same srchitechure instalation Pazzed
Crenplete & |Reporting Services Catalog Database File Existence Ppagsed
(& | Reworting Servies Calsbog Temnparary Dt abase File Existene Pasped
<pod | meas | conca |

Click Next. The Ready To Install page appears.

= =lgixl
Ready to Install
Weriy the SOL Server 2000 RZ Features o be instaled.
Sehup Support Rukes Tteady to nstal SL Server 2008
Satup Roke =1 Summary -
Featirs Selection Feition: Sandard
Instation ules Action: Instal
z =] General Confguration
Instance Corfigurstion & Festores
Disk Space Requirements Catabacs Engine Services
Server Configuration Anahysis Sarvices
Database Engine Confiauration Popenting Services
Managemert Todls - Basc
Arntysis Services Configuration Management Took - Comglete
Reporting Services Configuration =1 Instance configuration
Error Reparting Irvstance Name: MSSCHLUSERVER
Instaliation Corfiguration Rules Tratenco 10 MSQLERYER
1) Instance D5
Sl S0L Distabase Dngine: MSSOLL0_50. MSSQLSIRVER:
Instaliation Progress Analysis Services: MSAS10_S0.MSSCLSERVER
Complite Reporting Services: MGRS| LML SERVER
Treskance Civecbory: C:\Program Files|Mirosolt 5G4 Serverl
11 Shared componssnt root deectary
dirachary: C:\Program FesiM S0L Server,
i CeiProgram Files (x SCL Server),
(= Error and Lisage Rsporting =

4] 1 ’

Configuration fle path:

:: P Fieel TL50L Servert1 001 B T 10573 Corin e

<ok Instal Concel b |
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26.

27.

Click Install. The wizard installs SQL Server 2008 R2 and displays the Com-
plete page, showing the overall results of the installation.

Complete
Your SOL Server 2000 A2 installation completed successhully.

Sehup Support Rules
Setup Role

Fasture Selection
Irestallation Rules
Tnstance Configuration

Summary bog il has been saved to the folowing location:
i

Information about the Setun operation o possiis et steps:
29 Your SQL Server 2008 R2 instalation compheted successiuly,

‘Supplemental Information:

[Tl s rrotes ety b Ui refesse of SGL Server ordy.

wwn.mmmmm“mmumﬁmmmnmm
SOL Server 2000 B2, se¢ the CodePlec Web she of
i Jid=6:7813. Ta road about suppeet For SOL Server sample dotabases and =

ﬂLLg

Click Close. The wizard closes.

Adding a Second Server
www.it-ebooks.info

CHAPTER 18 569


http://www.it-ebooks.info

www.it-ebooks.info


http://www.it-ebooks.info

Index

Symbols

@ sign, 460

A

access control
defined, 223
FAT file systems and, 223
print devices and, 292, 316-320
remote computers, 385-396
access control entries (ACEs), 222, 235-236
access control list (ACL), 222, 235
access restrictions, 62
ACEs (access control entries), 222, 235-236
ACL (access control list), 222, 235
Active Directory Certificate Services (AD
CS), 83,141
Active Directory Domains and Trusts con-
sole, 163
Active Directory Domain Services. See AD DS
Active Directory Domain Services Installation
Wizard
accessing, 142, 549, 553
Additional domain controller options
page, 555
Administrator password page, 143
Choose a deployment configuration
page, 553
Completing the Active Directory
Domain Services Installation Wizard
page, 143, 557
Delete the domain page, 143
Directory Services restore mode
administrator password page, 556
Location for database, log files, and
SYSVOL page, 556
Network credentials page, 554
Operating system compatibility
page, 553
Remove DNS delegation page, 143
Select a domain page, 554
Select a site page, 555
Summary page, 143, 556
Welcome page, 143, 553

Active Directory Sites and Services

console, 163

Active Directory Users and Computers

console
adding users to Backup Operators
group, 367
Advanced Features display, 408
default connection, 392
functionality, 156-159, 407-408

Active Server Pages (ASP), 491
AD CS (Active Directory Certificate

Services), 83, 141

Add a New Group Wizard

accessing, 194

Add a new group page, 194

A new group has successfully been
added to the network page, 196

Getting started page, 194

Select group members for new users
page, 195

Add a New User Account Wizard

accessing, 115, 163, 164

Add a new user account and assign a
user role page, 164

additional tasks, 167

Assign computer dialog box, 191

Create a password for accessing your
network page, 165

creating user account quotas, 271

creating user roles, 175

email setup, 466, 474

modifying user's computer
properties, 191

User account has been successfully
added to the network page, 166

Add a New User Role Wizard

accessing, 176

Choose e-mail settings page, 178

Choose remote access for this user role
page, 178

Choose security group membership
dialog box, 177

Choose shared folder access for this user
role page, 179
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Add a New User Role Wizard (continued)

572

Add a New User Role Wizard (continued)
Choose user role permissions (group
membership) page, 177
Specify a name and description for the
new user role page, 176
The new user role was added success-
fully to the network page, 180
Add a Trusted Certificate Wizard
accessing, 111
A request is in progress page, 114
Before you begin page, 112
Generate a certificate request page, 113
Get the certificate page, 112
Import the trusted certificate page, 114
purchasing certificates, 495
The trusted certificate is imported
successfully page, 115
Verify the information for your trusted
certificate page, 113
add command, 217
Add counters dialog box, 438-440, 445
Add exclusion dialog box, 304
Add features required for Active Directory
Domain Services? dialog box, 551
Additional drivers dialog box, 310
Add multiple new user accounts dialog
box, 169
Add Multiple New User Accounts Wizard
Add multiple new user accounts dialog
box, 169
All new user accounts have been
successfully added to the network
page, 170
Choose a user role and add new user
accounts page, 168
Add or remove snap-ins dialog box, 395
Add Printer Wizard
accessing, 299
AD DS and, 298
Choose an option page, 294, 299
Choose a printer port page, 295
Find a printer by name or TCP/IP ad-
dress page, 300
functionality, 293
Install the printer driver page, 295, 302
No printers were found page, 299
Printer sharing page, 297, 302, 306
Searching for available printers
page, 313
Select a printer page, 313
Type a printer hostname or IP address
page, 300

Type a printer name page, 296, 301
What type of printer do you want to
install? page, 295, 299, 312
Windows Printer Installation progress
indicator box, 313
You've successfully added the printer
page, 297,302, 313-314
Add role services and features required
for Remote Desktop Web Access dialog
box, 405
Add Roles Wizard
accessing, 402, 550
Active Directory domain services
page, 551
Add features required for Active
Directory Domain Services? dialog
box, 551
Add role services and features required
for Remote Desktop Web Access
dialog box, 405
Before you begin page, 402, 550
Confirm installation selections
page, 406, 552
creating scope, 411
Installation progress page, 406
Installation results page, 406, 552
Introduction page, 403
Select role services page, 404
Select server roles page, 403, 550
AD DS (Active Directory Domain Services)
authentication support, 83, 150, 220
authorization support, 150
domain controllers and, 150-151
domains and, 50, 83, 150-151
email support, 469
GPOs and, 154, 409
hierarchy and inheritance, 155-156
installing, 3
objects and attributes, 151-154
permissions support, 156
primary functions, 149-150
printer sharing and, 298, 306-311
security groups, 513
tools supported, 156-163
Windows SBS 2011 limitations, 528
Add threshold dialog box, 274, 279
administration
AD DS tools, 156-163
backups, 367
Windows SBS 2011, 11
Windows Server 2008 R2 tools, 407-415
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Administrators group, 167, 316
ADSI Edit console, 159-160
Advanced dialog box, 253, 254
Advanced Intelligent Tape (AIT), 352
Advanced security settings dialog box, 235,
238-239
Advanced settings dialog box, 105
Advanced sharing dialog box
NTFS permissions, 261
share permissions, 228, 259, 263
A (Host) resource record
functionality, 50
installation process and, 85
Internet Address Management
Wizard, 109
AIT (Advanced Intelligent Tape), 352
Alias (CNAME) resource record
functionality, 510
installation process and, 85, 493
Allow Full Control NTFS permission
Administrators group, 167
Deny permissions and, 238
inheritance and, 237
resource ownership and, 244
Allow Full Control share permission
Add a New User Account Wizard, 167
assigning to folder shares, 226, 262-263
Everyone special identity and, 223,
262-263
usage considerations, 225
Allow List Folder Contents NTFS
permission, 237
Allow Print permission, 316-317
Allow Read & Execute NTFS permission, 237
Allow Read NTFS permission, 237
Allow Read share permission, 261
Allow Take Ownership NTFS permission, 244
answer files
creating, 124-127
defined, 124
installing with, 127-130
Answer File Tool
accessing, 125
functionality, 124, 125-127
APOP (Authenticated Post Office
Protocol), 477
AppData folder, 264
Append Data NTFS permission
equivalent standard permission,
234-235
functionality, 232

backups

Application Data folder, 264
application layer (OSI model)
functionality, 16
protocols supported, 44,483
protocol stack and, 17
application pools, 492
Application Server role, 84
ASP (Active Server Pages), 491
ASP.NET, 491
Assign computer dialog box, 191
attenuation (signals), 66
attributes
AD DS support, 151-154
defined, 151
objects and, 151
audit policies, best practices, 437
Authenticated Post Office Protocol
(APOP), 477
Authenticated Users special identity, 223
authentication
AD DS support, 83,150, 220
defined, 150, 220
email considerations, 477
Kerberos, 150, 221
security considerations, 220-221
SMTP considerations, 462
authorization
defined, 150, 221
security considerations, 221-223

Backup Operators group, 367

backups
additional servers, 367
cataloging, 357
configuring for servers, 358-367
creating administrator role for, 367
creating strategies for, 348-358
default reports, 425
defined, 349
folder redirection and, 264
importance of, 347
media rotation schemes, 358
migration process and, 119
modifying, 364-367
scheduling, 354, 356-357, 359-363
selecting backup targets, 354
selecting medium for, 349-353
selecting software for, 355-358
SharePoint support, 518
Windows SBS Console monitoring, 418
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backup targets

574

backup targets
defined, 354
selecting, 354
third-party software and, 357
bandwidth utilization
deploying updates, 322
email spammers and, 462
selecting ISPs, 58-60
WSUS support, 325
Base 16 notation, 39
baseline, defined, 444
basic disks
converting from dynamic, 205
converting to dynamic, 204
defined, 204
partitions on, 204
Best Practices Analyzer (BPA)
functionality, 399
monitoring support, 448-449
bindings
configuring, 491
defined, 490
IS supported, 490-491
modifying, 491
biometrics technology, 220
BPA (Best Practices Analyzer)
functionality, 399
monitoring support, 448-449
broadband routers, 30, 60, 67
Browse for folder dialog box, 250
Builtin container object, 153

C

CAB format, 326
cables, network. See network cables
CA (certification authority), 83, 108
CALs (Client Access Licenses)
functionality, 3-4,7
pricing considerations, 7, 9, 528, 530
Remote Desktop Services and, 386
Windows SBS 2011 limitations, 529
Category 5 cabling, 22, 62
Category 5e cabling, 22, 62
CDFS (Compact Disk File System), 201
Certificate installation dialog box, 497
certificates
adding, 110-115
defined, 83,110
RWA sites, 495
self-signed, 495
certification authority (CA), 83, 108

Change directory server dialog box, 392
Change group membership dialog
box, 500-501, 506, 512
Change Permissions NTFS permission,
233,235
Change share permission, 225
Change the members of an update group
dialog box, 338
Choose security group membership dialog
box, 177
CIDR (Classless InterDomain Routing), 36
circuit-switching networks, 32
classful addressing system, 36
Classless InterDomain Routing (CIDR), 36
Client Access Licenses. See CALs
client deployment site (IIS), 493
clients
configuring update settings, 335
defined, 16
deploying printers on, 312-315
dynamic IP addresses and, 42
selecting, 56-57
WSUS update support, 326
client-side rendering (CSR), 292
CNAME (Alias) resource record
functionality, 510
installation process and, 85,493
Compact Disk File System (CDFS), 201
computer clocks, synchronizing, 120
Computer Management console
creating simple volumes, 205
Event Viewer support, 433
functionality, 393
initializing disks, 202
Computer name/domain changes dialog
box, 144, 545
computer networks. See networks
computers
access control, 172
assigning to users, 189-192
configuring update settings, 337
connecting to networks, 181-183
modifying user properties, 191-192
moving objects, 546-548
naming considerations, 69, 187,
544-546
permissions, 192, 222
Properties sheet, 191, 331
remote access, 385-396
running Connect Computer
program, 183-189
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Computers container object, 153
Computers OU, 153
Configure Internet Mail Wizard
accessing, 472
Before you begin page, 473
Configure Internet mail settings is
complete page, 474
Configuring Internet mail settings
page, 474
Specify settings for outbound Internet
mail page, 473
Configure Server Backup Wizard
accessing, 115, 359
Confirm backup details page, 362
Getting started page, 359
Label the destination drives page, 360
limitations, 350
Select drives to back up page, 361
Server backup configured page, 362
Specify the backup destination
page, 359
Specify the backup schedule page, 361
Connect Computer program
accessing, 181
copying, 182
running, 183-189
Connect Computers to Your Network Wizard
accessing, 115, 166
Connect Computer program and,
181-183
Connect Computer Wizard
accessing, 185, 484
accessing internal website, 510
accessing websites, 493
Choose how to set up this computer
page, 185
Computer requirements are verified
page, 185
configuration tasks, 189-190
Confirm your user data and settings
selection page, 188
Connect computer complete page, 189
Move existing user data and settings
page, 187
Restart the computer page, 188
Verify computer description page, 186
connectionless protocols, 43
connection-oriented protocols, 42
Connect to the Internet Wizard
accessing, 94
Before you begin page, 94-95
Configure your router page, 98-99
Detecting the existing network page, 95

datagrams

Detecting the router and configuring
your network page, 95
DHCP Server role, 67, 411, 541
functionality, 94, 96
Connect website, 484
Contacts folder, 264
container objects, 153
content filtering, 62
contiguous space, 215
Contribute SharePoint permission, 513
convert command, 217
Convert to dynamic disk dialog box, 205
Cookies folder, 264
Create custom view dialog box, 434
Create file screen dialog box, 281
Create Files NTFS permission
equivalent standard permission,
234-235
functionality, 232
Create Folders NTFS permission
equivalent standard permission,
234-235
functionality, 232
Create New Data Collector Set Wizard
accessing, 444
Add counters dialog box, 445
How would you like to create this new
data collector set? page, 444
Performance monitor dialog box, 447
What type of data do you want to
include? page, 444
Where would you like the data to be
saved? page, 446
Which performance counters would you
like to log? page, 445
create partition command, 217
Create quota dialog box, 280
Create quota template dialog box, 273, 279
Creator Owner group, 316
critical updates
defined, 321
WSUS synchronization, 326
CSR (client-side rendering), 292
Customer experience improvement program
dialog box, 99

D

data collector sets
creating, 443-448
Properties sheet, 447

datagrams, 34, 43
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data-link layer (OSI model)

576

data-link layer (OSI model), 32-34
data stores
moving, 246-249, 521
moving prerequisites, 246
SharePoint, 521
Date and time dialog box, 77, 539
DDS/DAT (Digital Data Storage/Digital Audio
Tape), 352
decimal notation, 38
Default Domain Controllers Policy GPO, 409
Default Domain Policy GPO, 165, 409
definition updates
defined, 321
WSUS synchronization, 326
delete command, 217
Delete NTFS permission
equivalent standard permission,
234-235
functionality, 233
Delete Subfolders and Files NTFS
permission, 233, 235
delta files, 358
Deny Full Control NTFS permission, 238
deploying printers
basic steps, 292
connecting print devices, 292-293
creating printers, 293-306
on clients, 312-315
deploying second domain controllers,
549-558
deploying second servers
determining system hardware require-
ments, 531-532
installation considerations, 532-538
planning deployment, 531
post-installation tasks, 538-548
roles supporting, 530-531
deploying SQL Server 2008 R2 for Small
Business
determining requirements, 559
installing SQL Server 2008 R2, 559-569
selecting applications, 558-559
deploying updates
configuring Windows Update
client, 340-346
configuring WSUS, 332-340
process overview, 322-332
release classifications, 321
deployment planning
second servers and, 531
selecting clients, 56-57
selecting server hardware, 51-56

Design SharePoint permission, 513-514
Desktop folder, 264-265, 267-268
Detailed network report
capture time, 425
contents of, 426
modifying, 427-429
Properties sheet, 428
scheduling, 427
device drivers
loading, 198
updating, 321
DFS (Distributed File System), 257
DHCP clients, 299, 302
DHCP console
accessing, 303
Action menu, 306
Add exclusion dialog box, 304
Address leases node, 304
Address pool node, 303
functionality, 411
New reservation dialog box, 305
Reservations node, 305
Unique ID value, 305
DHCP reservations
creating, 541-542
creating for printers, 302-306
defined, 302
second servers and, 541
DHCP servers
configuring, 97, 411
DHCP reservations for printers, 302-306
functionality, 30, 45, 84
IP address pool, 42
routers and, 61, 67
second servers and, 540-541
UDP support, 43
diagramming networks, 31-32, 64-66
dial-up connections, 59
differential backups, 357
digital certificates
adding, 110-115
defined, 83, 110
RWA sites, 495
self-signed, 495
Digital Data Storage/Digital Audio Tape
(DDS/DAT), 352
Digital Linear Tape (DLT), 352
digital subscriber line (DSL), 59
directory service, defined, 149
Disk Management snap-in
accessing, 200
converting basic to dynamic disks, 204
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creating volumes during installation,
68, 134, 199
Disk list view, 201
Graphical view, 202
partitions and, 204
Volume list view, 201
Diskpart.exe tool
creating volumes during installa-
tion, 199
functionality, 215-218
interactive mode, 216
partitions and, 204
script mode, 216
disks. See hard disks
Distributed File System (DFS), 257
distribution groups, 194
Distribution Groups OU, 153
DIX Ethernet, 33
DLT (Digital Linear Tape), 352
DNS clients, 47
DNS (Domain Name System)
configuration considerations, 108
functionality, 45, 47, 84
IP addresses and, 490
DNS Manager console, 411-413
DNS servers
as forwarders, 136
functionality, 41, 45, 47, 84, 412
name resolution, 47-50
UDP support, 43
documenting cable installation, 32
Documents folder, 264-265, 267-268
Domain Controller certificate, 83
domain controllers
defined, 151
demoting, 142-143
importance of, 83
primary servers as, 6
second servers as, 530, 549-558
Domain Controllers OU, 153
Domain Name System (DNS)
configuration considerations, 108
functionality, 45, 47, 84
IP addresses and, 490
Domain Name System servers. See DNS
servers
domains
functionality, 45-46, 83, 150
identifying in email addresses, 460
multiple GPOs and, 343
namespaces, 46

email administration

naming considerations, 70, 101
organizational units and, 152
removing source servers from, 144
second servers and, 544-546
Windows SBS 2011 limitations, 528
domain trees
defined, 150
designing structure, 151
Downloads folder, 264
DSL (digital subscriber line), 59
dual-booting technique, 205
dual IP stack, 39
dynamic disks
converting from basic, 204
converting to basic, 205
defined, 204
usage drawbacks, 205
Dynamic Host Configuration Protocol
servers. See DHCP servers
dynamic IP addresses, 42, 472

effective permissions, 238-241
EIA (Electronic Industries Alliance), 22
8P8C connector, 20, 23
elect Computer dialog box, 392
Electronic Industries Alliance (EIA), 22
email addresses
case sensitivity, 461
identifying domain, 460
local part, 460-461
@ sign in, 460
email administration
authentication methods, 477
configuring smart hosts, 472-474
default reports, 425
for email addresses, 460-461
email client functions, 467-468
email server functions, 461-467
enforcing quotas, 275
Exchange Server support, 4, 469-471
Internet email communications,
468-469
migration considerations, 136
moving data, 480-482
notification settings, 420, 422
POP3 Connector support, 474-478
setting mailbox quotas, 478-480
setting up Internet addresses, 99-110
SMTP support, 276, 459-460, 462-463
user accounts, 167,172
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email clients

578

email clients, 467-468
email servers, 461-467
EMF (Enhanced Metafile), 286-287
end-to-end protocols, 34-35
Enhanced Metafile (EMF), 286-287
eSATA interface, 350
Ethernet frames, 34
Ethernet protocol, 32-34
event logs
default reports, 425
enforcing user quotas, 276
Event Viewer support, 398, 433-434
Windows SBS Console monitoring, 418
Event Viewer
Create custom view dialog box, 434
functionality, 432-437
Server Manager and, 398
Everyone special identity
Allow Full Control permission,
223, 262-263
Allow Print permission, 316
Exchange Server
CAL Suite support, 4
case sensitivity and, 461
email support, 4, 469-471
functionality, 4-5, 466
IP addressing and, 40
migrating mailboxes and settings, 136
moving data, 480-482
performance counters, 440
pricing considerations, 9
primary servers and, 6
SMTP support, 109
uninstalling, 140
user accounts and, 167, 172
Windows SBS 2011 limitations, 529
Windows Server Backup and, 377
Execute File NTFS permission
equivalent standard permission,
233-234
functionality, 232
extend command, 217
extended partitions, 204
extending volumes, 214-215
Extend Volume Wizard, 215
external hard drives
for backups, 350, 355
capacity considerations, 354
Extract Compressed (Zipped) Folders
Wizard, 497

F

Fast Ethernet, 19, 34
FAT file systems
access control and, 223
extending volumes and, 215
shrinking volumes and, 214
fault tolerance
RAID technology and, 53-56, 212-214,
532
spanned volumes, 210
striped volumes, 210
Favorites folder, 264, 266
fax data, migrating, 138
feature packs, 321
features
adding, 402-406
Server Manager support, 396
file compression, 208
file screen exceptions, 283
File screen properties dialog box, 282
file screens
creating, 281-283
defined, 271, 281
File Server Resource Manager
Add threshold dialog box, 274, 279
Create file screen dialog box, 281
Create quota dialog box, 280
Create quota template dialog box,
273,279
creating additional quotas, 271
creating file screens, 281-283
creating quotas, 280-281
creating quota templates, 272-279
File screen properties dialog box, 282
functionality, 85, 271
generating storage reports, 284
launching, 271
Quota properties dialog box, 281-282
setting disk space quotas, 167
File Services role, 85, 257
file systems
FAT, 214-215, 223
NTFS, 208, 214-215
File Transfer Protocol (FTP), 45
filtering content, 62
firewalls
functionality, 30
routers and, 62
snap-ins and, 394
Windows Firewall, 394, 413-414
FireWire standard. See IEEE 1394 standard
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folder compression, 208
folder redirection
default settings, 266-269
defined, 130, 264
disk space quotas, 167
enabling, 269
functionality, 264-265
moving redirected folders, 270
Properties sheet, 267
reconfiguring, 130
ForeignSecurityPrincipals container
object, 153
forests, defined, 150
format command, 217
forwarders, defined, 136
FQDN (fully qualified domain name), 46, 470
frames, defined, 34
FTP (File Transfer Protocol), 45
Full Control NTFS permission
Add a New User Account Wizard
and, 167
equivalent social permissions, 235
functionality, 230
Full Control share permission, 225
Full Control SharePoint permission, 513-514
fully qualified domain name (FQDN), 46, 470

G

Getting Started pages, 174
Getting started tasks list
Add a New User Account Wizard,
115, 163
Add a trusted certificate task, 110-115
adding users and computers tasks, 115
Configure a smart host for Internet
email task, 110, 472
Configure server backup task, 115, 348
Connect to the Internet task, 94-99
Customer feedback options task, 99
functionality, 93
Set up your Internet address task,
99-110
Gigabit Ethernet. See IEEE 802.3ab standard
GPOs (Group Policy objects). See also Update
Services GPOs
AD DS and, 154, 409
applying to domains, 343
creating, 154-155
folder redirection, 265
GPT (GUID Partition Table) partition
style, 203

high-availability technology

Group Policy
folder redirection and, 131, 265
functionality, 154-155, 408
password security and, 221
Windows Update and, 325
Group Policy Management console
accessing, 343
functionality, 161-163, 408-410
Group Policy Management Editor console
Advanced audit policy configuration
node, 436
displaying GPO contents, 344
modifying GPO settings, 266, 410
Group Policy objects. See GPOs
groups
container objects and, 153
creating, 194-196
defined, 193
IS sites, 500-502
managing memberships, 196
permissions and, 222, 237, 316-320
Properties sheet, 196
security considerations, 193
SharePoint Foundation, 513
user accounts and, 167, 173

H

hard disks. See also Disk Management snap-
in; Diskpart.exe tool; partitions

converting basic to dynamic, 204
converting dynamic to basic, 205
enforcing quotas, 167, 270
extending volumes, 214-215
external drives, 350, 354-355
head crashes, 347
initializing, 202
installation considerations, 197-199
managing storage, 200-218
provisioning space for, 68
shrinking volumes, 214-215
types supported, 204-205

hard quotas, 167, 270

hardware. See networking hardware

hardware addresses, 33

hardware-based RAID, 214

head crashes, 347

hexadecimal notation, 38-39

hierarchy
AD DS support, 155-156
functionality, 156

high-availability technology, 53-56
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histograms
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histograms, 441-443
host adapters
defined, 55
RAID systems and, 55
Host (A) resource record
functionality, 50
installation process and, 85
Internet Address Management
Wizard, 109
Host field (HTTP), 491
host identifiers (IP addresses), 36-37
hosts
defined, 36
smart, 110
hot-pluggable drives, 53
HTML (Hypertext Markup Language), 483
HTTP (Hypertext Transfer Protocol)
application layer protocols and, 45, 483
email clients and, 468
IIS bindings, 491
transport layer protocols and, 43
hubs
comparing to switches, 24
functionality, 23-26
Hypertext Markup Language (HTML), 483
Hypertext Transfer Protocol (HTTP)
application layer protocols and, 45, 483
email clients and, 468
IIS bindings, 491
transport layer protocols and, 43

IANA (Internet Assigned Numbers
Authority), 37
ICANN (Internet Corporation for Assigned
Names and Numbers), 37, 46, 101
IEEE 802.3 standards, 32-34
IEEE 802.3ab standard
Ethernet UTP designations, 34
network interface adapters, 18-19, 25
speed considerations, 27
switched Ethernet ports and, 61
UTP cabling, 22
IEEE 802.3i standard, 19, 34
|IEEE 802.3u standard, 19, 34
IEEE 802.11 standards, 19, 26
IEEE 802.11a standard, 19
|IEEE 802.11b standard, 19
IEEE 802.11g standard, 19, 27-29
|IEEE 802.11n standard, 19, 27

IEEE 1394 standard
external hard drives and, 350-351
print devices and, 285, 292-293
|IEEE (Institute of Electrical and Electronics
Engineers), 19
1IS (Internet Information Services)
accessing websites, 492-498
architectural overview, 487-490
configuration considerations, 109
default website, 488
functionality, 5, 483
managing websites, 498-508
running multiple sites, 490-491
running web applications, 491-492
services supported, 483-487
IMAP4 (Internet Message Access Protocol
version 4), 463, 465
IMAP (Internet Message Access
Protocol), 45, 167
incremental backups, 357, 371
infrastructure networks, 28
inheritance
AD DS support, 155-156
functionality, 155
NTFS permissions and, 237, 239
Initial configuration tasks window
accessing, 538
adjusting time zone settings, 539-540
changing computer name, 544-546
configuring DHCP reservation, 541-542
configuring network settings, 540-544
configuring TCP/IP client, 542-544
Date and time dialog box, 539
joining domain, 544-546
moving computer object, 546-548
Provide computer information
section, 542
Time zone settings dialog box, 540
Initialize disk dialog box, 202
installation
with answer files, 127-130
clean, 71-82
creating volumes during, 68, 134, 199
hard disk considerations, 197-199
loading disk drivers, 198
Migration Preparation Tool, 120
network-attached printers, 298
network cables, 21-23, 63-64
network printers, 299-302
OEM, 82-83
planning deployment, 51-57
preparing for, 66-71
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printers, 293-298
process overview, 83-88
scheduling for updates, 338
second servers, 532-538
selecting network components, 57-71
server certificates, 496-497
server updates, 326-328
SQL Server 2008 R2, 559-569
updates, 119
Windows Internal Database feature, 325
Windows SBS 2011, 10-11, 71-88
Windows Server Backup, 367
Install Windows Wizard
accessing, 71,127,379, 532
Add a network administrator account
page, 80
Company information page, 78, 126
Connecting your server page, 78
Continue installation page, 76, 82
Date and time dialog box, 77
Expanding and installing files page, 81
Get important updates page, 78
Installation finished page, 129
Installing Windows page, 75, 127, 536
Install now page, 72,127, 380, 533
OEM installation, 82
Personalize your server and your
network page, 79
Please read license terms page, 73
Please read the license terms page,
127,534
Server network configuration page, 77
Source and destination server informa-
tion page, 128
Successful installation page, 81
That is all the information needed
page, 80
Verify the clock and time zone settings
page, 76
Where do you want to install Windows?
page, 74,127,198, 535
Which type of installation do you want?
page, 73,127,534
Institute of Electrical and Electronics
Engineers (IEEE), 19
Internet Address Management Wizard
Before you begin page, 100-101
Choose a different domain name
page, 103
Choose a domain name provider
page, 103

IP addresses

configuration options, 108-110
Configuring your server page, 106
Congratulations! page, 106
Do you want to register a new domain
name? page, 102, 107
email setup, 466
functionality, 100
How do you want to manage your
domain name? page, 107
Migration Wizard and, 135
MX resource records, 470
Register and purchase the domain name
page, 104
registering domains, 100-106
RWA site and, 494
Store your domain name information
page, 105
Type the domain name you want to
register page, 102
using existing domains, 107
Internet Assigned Numbers Authority
(IANA), 37
Internet Corporation for Assigned Names
and Numbers (ICANN), 37,46, 101
Internet Information Services. See IIS
Internet Information Services (lIS)
Manager, 488-490, 491
Internet Message Access Protocol
(IMAP), 45,167
Internet Message Access Protocol version 4
(IMAP4), 463, 465
Internet Protocol (IP), 34-35
Internet protocol suite. See TCP/IP
Internet Protocol version 4 (IPv4)
address considerations, 35-37
Properties sheet, 40-41, 543
Internet Protocol version 6 (IPv6), 38-41
Internet Server Application Programming
Interface (ISAPI), 491
Internet service provider (ISP)
routers connecting to, 26
selecting, 58-60
Intra-Site Automatic Tunnel Addressing
Protocol (ISATAP), 40
IP addresses
assigning, 40-41
components supported, 36
defined, 34
domains and, 45-50
dynamic, 42, 472
IIS bindings, 490
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IP addresses (continued)
IPv4, 35-37
IPv6, 38-40
name resolution, 47-50
print devices and, 299
private, 37-38, 100
second servers and, 540-541
static, 42, 302, 541
ipconfig /all command, 39
IP (Internet Protocol), 34-35
IPv4 (Internet Protocol version 4)
address considerations, 35-37
Properties sheet, 40-41, 543
IPv6 (Internet Protocol version 6), 38-41
ISAPI (Internet Server Application Program-
ming Interface), 491

ISATAP (Intra-Site Automatic Tunnel Address-

ing Protocol), 40
ISP (Internet service provider)
routers connecting to, 26
selecting, 58-60

K

Kerberos authentication, 150, 221

L

LAN protocols, 34
Launcher.exe program, 484
leaf objects
defined, 153
organizational units and, 153
Properties sheet, 157
LEDs (light emitting diodes), 23
licenses
additional servers and, 529-530

CAL Suite for Premium Users/Devices, 7

Premium Add-On package and, 8
SBS 2011 CAL Suite, 3

light emitting diodes (LEDs), 23

Linear Tape-Open (LTO), 352

Links folder, 264

list disk command, 216

List Folder Contents NTFS permission,

230, 234

List Folder NTFS permission

equivalent standard permission,
233-235

functionality, 232

Local administrator permission, 190, 192

local part (email addresses)
case sensitivity, 461
defined, 460
server restrictions, 461
Local Settings folder, 264
LTO (Linear Tape-Open), 352

M

MAC (Media Access Control) addresses,
33,302
magnetic tape drives, 351
Mail Exchanger (MX) resource record
FQDN support, 470
functionality, 50
Internet Address Management
Wizard, 109
managed backups, 353
Manage Documents printer permission, 316
Manage Printers printer permission, 316
MAPI (Messaging Application Programming
Interface), 167
MAPI/RPC (Messaging Application
Programming Interface/Remote Procedure
Call), 468
MBCA (Microsoft Baseline Configuration
Analyzer), 119, 448
MBR (Master Boot Record) partition
style, 203
Media Access Control (MAC) addresses,
33,302
media rotation schemes, 358
memory
selecting for clients, 57
selecting for servers, 52-53, 532
Messaging Application Programming
Interface (MAPI), 167
Messaging Application Programming
Interface/Remote Procedure Call (MAPI/
RPC), 468
Microsoft Baseline Configuration Analyzer
(MBCA), 119, 448
Microsoft Exchange Server. See Exchange
Server
Microsoft Management Console (MMC)
Active Directory Users and Computers
console, 156-159
advantages, 391
Connect to another computer menu
item, 391
creating custom consoles, 394-396
Disk Management snap-in, 68, 134,
200-202
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Event Viewer snap-in, 393, 433-437
functionality, 391-396
Group Policy Management
console, 161-163
Performance Monitor snap-in, 437-448
Update Services snap-in, 324
Microsoft .NET Framework, 560
Microsoft Open License Program
(MOLP), 530
Microsoft Open Value Licensing (MOVL), 530
Microsoft Update servers, 322
Migration Preparation Tool
functionality, 118
Get important updates page, 121
installing, 120
Prepare your source server for migration
page, 121
Preparing the source server for
migration page, 122
running, 121-124
Scan the source server for problems
page, 123
Source server prepared successfully
page, 123
migration process
backups and, 119
complications in, 117-118
creating answer files, 124-127
demoting domain controllers, 142-143
disconnecting printers, 142
editing Software Updates GPO, 145
installing with answer files, 127-130
Migration Wizard and, 131-146
preparing for, 118-124
pre-upgrade checker, 522
process overview, 118
reconfiguring folder redirection, 130
removing AD CS, 141
removing source servers from do-
mains, 144
repurposing migrated servers, 147
SharePoint Foundation, 519, 522-526
uninstalling Exchange Server, 140
Migration Wizard
accessing, 129,131
Change Where to Store Data on the
Destination Server task, 133
Configure the Internet Address
task, 135
Configure the Network task, 135
Finished the migration successfully
page, 146

Move SharePoint Foundation Data Wizard

Finish the migration page, 139, 145
functionality, 130, 133-146
Launch the DNS forwarders migration
task, 136
Migrate Exchange mailboxes and
settings page, 137
Migrate Exchange Mailboxes and
Settings task, 136
Migrate fax data page, 138
Migrate Network Settings task, 136
Migrate users’ shared data page, 137
Migrate Windows Server Update
Services data page, 139
Migrate your internal Web site
page, 138
Welcome page, 132
mirrored volumes
creating, 210
defined, 55, 203
MMC. See Microsoft Management Console
(MMC)
Modify NTFS permission, 230, 234
MOLP (Microsoft Open License
Program), 530
monitoring
Best Practice Analyzer support,
448-449
Event Viewer support, 398, 432-437
Performance Monitor support, 437-448
SharePoint functions, 517
Windows SBS Console support, 417-432
WSUS support, 329-332, 450-457
Move Data Wizard, 247-249
Move dialog box, 548
Move Exchange Server Data Wizard
accessing, 481
Choose a new location for the data
page, 481
Exchange server data was moved
successfully page, 482
Getting started page, 481
Server backup is not configured dialog
box, 481
Move SharePoint Foundation Data Wizard
Choose a new location for the data
page, 521
Getting started page, 521
Server backup is not configured dialog
box, 521
The Microsoft SharePoint Founda-
tion data was moved successfully
page, 521
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Move Users’ Redirected Documents Data
Wizard, 270

MOVL (Microsoft Open Value Licensing), 530

.msi files, 448

Music folder
default settings, 267
folder redirection and, 266
user profile supported, 264

MX (Mail Exchanger) resource record
FQDN support, 470
functionality, 50
Internet Address Management Wiz-

ard, 109
MyBusiness OU, 153
My Documents folder, 264, 265

N

name resolution process, 47-50
namespaces, 46
naming conventions
computers, 69, 187, 544-546
domains, 70, 101
user, 71
NAT (Network Address Translation), 38, 62
NetHood folder, 264
Network Address Translation (NAT), 38, 62
Network Administrator role, 175
network cables
bandwidth considerations, 59
documenting, 32
functionality, 20-21
installation, 21-23, 63-64
selecting, 62-63
Network connections window, 542-544
Network File System (NFS), 252
network identifiers (IP addresses), 36-37
networking hardware
determining SQL Server require-
ments, 559
diagramming networks, 31-32, 64-66
selecting cables, adapters, switch-
es, 62-64
selecting for clients, 56-57
selecting for second servers, 531-532
selecting for servers, 51-56
selecting ISPs, 58-60
selecting routers, 60-62
selection considerations, 57
wired networking, 18-26
wireless networking, 26-31

network interface adapters
for client hardware, 57
functionality, 18-19
MAC addresses and, 33
print devices and, 288-291, 293, 299
selecting, 52,57, 63
for server hardware, 52
network interface cards (NICs), 19, 63
network layer (OSI model), 34-45
Network Policy and Access Services role, 86
Network Policy Server role service, 86
network printers
deploying, 292-311
deploying on clients, 312-315
designing solution, 288-292
disconnecting, 142
installing, 298
installing manually, 299-302
managing with Windows SBS Con-
sole, 315-320
printing process, 286-287
networks
circuit-switching, 32
client/server, 16
connecting computers to, 181-183
defined, 16
diagramming, 31-32, 64-66
domains and, 45-50
expanding, 527-530
infrastructure, 28
OSI model and, 16-18
packet-switching, 32
peer-to-peer, 16
protocols and, 17
reconfiguring, 119
setting up, 135
New host dialog box, 412
New Mirrored Volume Wizard, 211
New reservation dialog box, 305
New Scope Wizard, 411
New Simple Volume Wizard
accessing, 205
Assign drive letter or path page, 206
Completing the new simple volume
wizard page, 208
Format partition page, 207
Specify volume size page, 205
NFS (Network File System), 252
NICs (network interface cards), 19, 63
Notification settings dialog box
accessing, 420
E-Mail address tab, 423
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Event log errors tab, 422
Performance counters tab, 421
Services tab, 420

NTFS file system
extending volumes, 215
file and folder compression, 208
shrinking volumes, 214

NTFS permissions
AD DS permissions and, 156
Advanced sharing dialog box, 261
assigning, 241-244
effective permissions, 238-241
establishing policies, 224
file and folder access, 223
groups and, 237
inheritance and, 237, 239
modifying, 241
resource ownership, 244
shared folders and, 263
share permissions and, 223
types supported, 230-237
usage considerations, 229
user accounts and, 167

(o)

objects
AD DS support, 151-154
attributes and, 151
container, 153
creating, 153
defined, 151
leaf, 153
Properties sheet, 407
offsite storage, 352
100BASE-TX, 19, 34
1000BASE-T, 18, 34
online backups, 353
Optimize backup performance dialog
box, 370, 372
organizational units. See OUs
OSl reference model
application layer, 16-17, 44, 483
data-link layer, 32-34
functionality, 16-18
network layer, 34-45
physical layer, 16, 17, 18-32
presentation layer, 44
protocol stack and, 17, 18
session layer, 44
transport layer, 42-44
OUs (organizational units)
defined, 152

Performance Monitor

leaf objects and, 153
prebuilt, 153

Qutlook Web Access (OWA)
configuring permissions, 502
email transaction process, 468
Exchange Server support, 4, 466
functionality, 485

P

packets
defined, 32
encapsulating, 32, 43
IP addresses, 35
transmitting, 32-33, 43
UDP support, 43
packet-switching networks, 32
page description language (PDL), 286
parallel connections, 293
parity value, defined, 212
partitions
basic disk support, 204-205
formatting, 207
selecting styles, 203-204
passwords
authentication considerations, 220
best practices, 166
enforcing requirements, 165
patch panels, 25-26
PCL (Printer Control Language), 287
PDL (page description language), 286
peer-to-peer networks, 16
performance considerations
Performance Monitor tool, 437-448
Windows Server Backup settings,
370-372
performance counters
adding, 438-440
capturing statistics, 444-448
creating effective displays, 443
defined, 422
displaying long-term trends, 441
Performance Monitor
Add counters dialog box, 438-440

adding performance counters, 438-440

creating data collector sets, 443-448
creating effective displays, 443
functionality, 437-438

graph view, 440

histogram view, 441-443

Properties sheet, 441, 443

report view, 441-443
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Performance monitor dialog box, 447
Permission entry dialog box, 236
permissions. See also NTFS permissions;
share permissions
AD DS considerations, 156
combining, 223
computers, 192, 222
configuring for IIS sites, 500-502
defined, 193, 222
establishing policies, 224
groups and, 222, 316-320
printers and, 292
security principles, 219-224
SharePoint Foundation, 513
users/user accounts and, 167, 190, 222,
316-320
Permissions dialog box
NTFS permissions, 241-242
share permissions, 226, 228, 255, 260
physical layer (OSI model)
functionality, 16
protocol stack and, 17
wired networking, 18-26
wireless networking, 26-31
Pictures folder
default settings, 267
folder redirection and, 266
user profile supported, 264
planning deployment
second servers, 531
selecting clients, 56-57
selecting server hardware, 51-56
Plug and Play interface, 293
POP3 Connector, 474-478
POP3 mailbox accounts dialog box, 476-478
POP3 (Post Office Protocol version 3), 167,
463-465
POP (Post Office Protocol), 45
port numbers
email clients, 468
functionality, 44
IIS bindings and, 490
SMTP servers, 462
Post Office Protocol (POP), 45
Post Office Protocol version 3 (POP3), 167,
463-465
Premium Add-On (SBS)
functionality, 2
installing second servers, 527
pricing considerations, 8-9, 528
SharePoint Foundation and, 6

SQL Server 2008 support, 6

Windows Server Backup and, 367
preparing for installation

connecting routers, 67

physical security, 66

provisioning disk space, 68

selecting names, 69-71
presentation layer (OSI model), 44
pre-upgrade checker, 522
pricing considerations

for backup media, 349

Client Access Licenses, 7,9, 528, 530

Exchange Server 2010, 9

with ISPs, 59

Premium Add-On, 8-9, 528

SQL Server, 528

Windows SBS 2011, 8

Windows Server 2008 R2, 9, 528
primary partitions, 204
primary servers. See also second servers

configuring RRAS, 415

depicted, 2

functionality, 6

IIS support, 5

limitations, 12

role support, 402

SQL Server database and, 510

Windows SBS 2011 limitations, 528
print devices

access control, 316-320

access control to, 292

connecting, 288-291, 292-293

creating DCHP reservations, 302-306

defined, 285

direct-attached, 299

maintenance considerations, 292

in printing process, 286-287
Printer Control Language (PCL), 287
printer drivers

defined, 286

obtaining from manufacturer, 296

in printing process, 286-287
printers. See also network printers

access control, 316-320

creating, 293-306

creating DHCP reservations, 302-306

defined, 286

installing manually, 293-298

permissions and, 292

in printing process, 286-287

Properties sheet, 307-311, 317-320
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printer sharing
AD DS and, 298, 306-311
deploying network printers, 292-311
deploying printers on clients, 312-315
designing solution, 288-292
functionality, 285
main components, 285-286
managing printers with Windows SBS
Console, 315-320
printing process, 286-287
PrintHood folder, 264
Print Operators group, 316
Print print permission, 316
print servers
defined, 286
design considerations, 288-291
in printing process, 286-287
second servers as, 530
selecting, 291-292
private IP addresses
default configuration, 100
functionality, 37-38
processors
selecting for clients, 57
selecting for servers, 52-53
% Processor Time performance counter,
437-438
Properties sheet. See also Systems Properties
sheet
computers, 191, 331
data collector sets, 447
Detailed network report, 428
files or folders, 231, 235, 239, 241-242
folder redirection, 267
Group Policy settings, 163
groups, 196
IPv4, 40-41, 543
IPv6, 41
leaf objects, 157
local area connection, 543
new reports, 429-432
objects, 407
Performance Monitor, 441, 443
printers, 307-311, 317-320
Remote Web Access, 500, 502, 504-507
security principals, 222
server backups, 364-367
shared folders, 226-227, 249, 259-261
users/user accounts, 151, 158, 160, 190,
196, 269, 271, 479, 502
volumes, 208
websites, 499, 508, 510-513

RAID technology

protocols. See also specific protocols
application layer and, 44
connectionless, 43
connection-oriented, 42
defined, 17
end-to-end, 34-35
LAN, 34
wireless, 61

protocol stack
defined, 17
OSI model and, 17-18

Provision a Shared Folder Wizard
accessing, 249
Advanced dialog box, 253
Browse for folder dialog box, 250
Confirmation page, 258
DFS namespace publishing page, 256
File screen policy page, 256
functionality, 224, 249, 262
NTFS permissions page, 241, 251
Permissions dialog box, 229, 255
Quota policy page, 255
Review settings and create share

page, 257

Shared folder location page, 250
Share protocols page, 251
SMB permissions page, 225, 254
SMB settings page, 252

Provision Storage Wizard, 251

Public share, 249

purchasing Windows SBS 2011, 56

Q

queued print jobs, 315
Quota properties dialog box, 281-282
quotas
creating, 280-281
creating templates, 272-279
enforcing disk space, 167, 270-271
mailbox, 478-480
quota templates
creating, 272-279
defined, 272
predefined, 272

R

RAID-5 volumes
creating, 211-214
defined, 55, 204
RAID technology, 53-56, 212-214, 532

587
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RDC. See Remote Desktop Connection (RDC)
RDP (Remote Desktop Protocol), 391
Read Attributes NTFS permission
equivalent standard permission,
233-235
functionality, 232
Read Data NTFS permission
equivalent standard permission,
234-235
functionality, 232
Read & Execute NTFS permission, 230, 233
Read Extended Attributes NTFS permission
equivalent standard permission,
233-235
functionality, 232
Read NTFS permission, 230, 233
Read Permissions NTFS permission
equivalent standard permission,
233-235
functionality, 233
Read share permission, 225
Read SharePoint permission
AD DS groups and, 514
functionality, 513
re-creating, 525
Recent folder, 264
Recovery Wizard
accessing, 373
Confirmation page, 378
Getting started page, 373
Recovery progress page, 378
Select application page, 376
Select backup date page, 373
Select items to recover page, 375
Select location for system state recovery
page, 377
Select recovery type page, 374
Select volumes page, 375
Specify recovery options page,
375-377
RedirectedFolders share, 249, 270
Re-Image Your Computer Wizard
accessing, 381
Choose additional restore options
page, 382
Select a system image backup
page, 381
Remote Access Service, 86
remote backups, 353
remote computers
accessing with Microsoft Management
Console, 391-396

accessing with Remote Desktop, 90,
385-391
Remote Desktop clients
Remote Desktop Connection
program, 90, 386, 389-391
Windows support, 385
Remote Desktop Connection (RDC)
accessing, 389
accessing Windows SBS Console
from, 90
Display tab, 390
functionality, 386
Remote Desktop Protocol and, 391
Windows security dialog box, 390
Remote Desktop Protocol (RDP), 391
Remote Desktop servers
built-in capability, 385
enabling functions, 386-389
limitations, 12
second servers as, 531
Windows support, 385
Remote Desktop Services role
functionality, 386
primary server limitations, 12
Remote Desktop Web Access role
service, 405
Windows Server 2008 R2 and, 386
Remote Desktop Users dialog box, 388
Remote Desktop Users group, 388
Remote Desktop Web Access role
service, 405
Remote Service Management firewall
exception, 394
Remote Web Access. See RWA
Remote Web Workplace (RWW) site, 90
Remove Roles Wizard, 141
reports
BPA-generated, 449
creating and viewing, 424-432
Performance Monitor support, 441-443
storage-based, 284
Windows SBS supported, 93
WSUS-generated, 450-457
resource ownership, 244
resource records
caching, 50
creating, 47, 412
functionality, 85
Internet Address Management Wizard
and, 109
resource utilization, server hardware and, 52
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restoring data
recovering entire systems, 379-384
SharePoint support, 518, 524
third-party software, 358
Windows Server Backup, 372-379
RJ-45 connector, 20
roles
adding, 402-406
adding hardware specific to, 532
managing, 397-402
Server Manager support, 396
user, 175-181
Windows SBS support, 3
routers
broadband, 30, 60, 67
configuring, 98-99, 494
connecting, 67
functionality, 26
selecting, 60-62
SMTP support, 470
Routing and Remote Access Server Setup
Wizard, 415
RRAS (Routing and Remote Access
Service), 86,414
Run dialog box, 142, 271, 394
RWA (Remote Web Access)
accessing SharePoint Foundation
site, 510
accessing websites, 493-497
configuring site content, 503-507
customizing site, 502
functionality, 485
managing user properties, 171
Properties sheet, 500-502, 504-507
RWW (Remote Web Workplace) site, 90

S

SATA (Serial AT Attachment), 350, 532
satellite connections, 59
Saved Games folder, 264
SBSComputers OU, 153, 155
SBSMONITORING database, 529
SBSServers OU, 153, 155
SBSUsers OU, 153
scheduling
backups, 354, 356-357, 359-363
default reports, 427
update installations, 338

server certificates

schemas
defined, 152
modifying, 152
scope, defined, 42
SCSI (Small Computer System Interface),
350, 532
Searches folder, 264
second domain controllers, 549-558
second servers. See also primary servers
deploying, 530-548
deploying second domain control-
lers, 530, 549-558
deploying SQL Server for Small
Business, 558-569
expanding networks, 527-530
licensing considerations, 529-530
Windows SBS 2011 limitations, 529
Secure Password Authentication (SPA), 477
Secure Sockets Layer (SSL), 465, 495
security. See also permissions
default reports, 425
Event Viewer monitoring, 434
preparing for installation, 66
private IP addresses and, 38
SharePoint support, 519
Windows SBS Console monitoring, 417
Windows SBS principles, 219-224
working with groups, 193, 513
security groups, 194, 513
Security Groups OU, 153
Security log, 435, 437
security principals
defined, 222
effective permissions and, 238
NTFS permissions, 230-231, 233
Properties sheet, 222
security updates
defined, 321
WSUS synchronization, 326
segments, defined, 43
select disk command, 217
Select users, computers, service accounts, or
groups dialog box, 240, 243, 318
Select users dialog box, 388
self-signed certificates, 495
Send To folder, 264
Serial AT Attachment (SATA), 350, 532
serial port connections, 293
Server backup is not configured dialog
box, 481, 521
server certificates, 496-497
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server farms, 515
Server Manager
adding roles and features, 402-406
advanced tools, 400
Best practices analyzer, 399
Configure Remote Desktop in the server
summary section, 388
DFS considerations, 257
Event Viewer console, 398
functionality, 396-397
managing roles, 397-402
Remote Server Administration Tools
feature, 393
resources and support links, 401
role services support, 400
Roles node, 397, 402, 549
Services console, 399
SMTP Server feature, 276
snap-in support, 402
Windows Server Backup and, 367
Server Operators group, 316
servers. See also primary servers; second
servers; web servers
backing up additional, 367
configuring backups, 358-367
configuring update settings, 335
defined, 1, 16
installing updates manually, 326-328
purchasing considerations, 1
repurposing migrated, 147
selecting hardware, 51-56
static IP addresses and, 42
WSUS update support, 326
service packs
defined, 321
installing, 119
update considerations, 337
WSUS synchronization, 326
Services console, 399
Services for Network File System role
service, 252
Service (SRV) resource record, 110
session layer (OSI model), 44
Setup support rules dialog box, 560, 562
Share and Storage Management
Console, 249
Shared folders dialog box, 262-263
shared folders (shares)
assigning permissions, 226
creating, 249
creating using Windows Explorer,
259-261

creating using Windows SBS
Console, 250-258
default, 249
managing, 261-263
migrating, 137
permissions and, 223, 263
Properties sheet, 226-227, 249,
259-261, 261
user accounts and, 173
viewing, 261
share permissions
configuring with Windows Explorer, 263
configuring with Windows SBS
Console, 261-263
establishing policies, 224
NTFS permissions and, 223
usage considerations, 225-229
SharePoint Central Administration site
accessing, 508, 514
Application management page, 515
Backup and restore page, 518
Configuration Wizards page, 520
creating, 486
Databases page, 516
General application settings page, 519
Monitoring page, 517
Security page, 519
Service applications page, 516
Site collections page, 515
System Settings page, 517
Upgrade and migration page, 519
Web applications page, 515
SharePoint Designer, 519
SharePoint Farm Configuration Wizard, 520
SharePoint Foundation
accessing internal website, 510
default permissions, 513
functionality, 5-6, 486, 509
managing internal website proper-
ties, 510-521
migrating website, 138, 522-526
moving data stores, 521
performance counters, 440
SQL Server database, 5
Windows Server Backup and, 377
sharing printers. See printer sharing
shrink command, 217
Shrink dialog box, 214
shrinking volumes, 214-215
Simple Mail Transfer Protocol. See SMTP
simple volumes
creating, 205-208
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SQL Server 2008 Setup Wizard

defined, 203 NTFS supported, 232-233
dynamic disks and, 205 speed considerations
partitions and, 204 backup devices, 349
Site bindings dialog box, 491 IEEE 802.3ab standard, 27
site collections, 515 spooler, defined, 287
sites (IIS) SQL Server
client deployment site, 493 CAL Suite for Premium Users/Devices
configuring group memberships, license, 7
500-502 determining requirements, 559
defined, 488 functionality, 6-7
enabling/disabling, 498 performance counters, 440
Properties sheet, 499, 508, 510-513 pricing considerations, 528
RWA supported, 493-497, 502-507 primary server and, 510
shortcuts and links to, 493 second servers and, 531
WSUS website, 498 selecting applications, 558-559
6to4 mechanism, 40 SharePoint Foundation requirements, 5
Small Business Server Folder Redirection typical implementation, 7
Policy GPO Windows Internal Database feature,
creation of, 265, 269 5,325
modifying settings, 266 SQL Server 2008 R2 for Small Business
Root Path setting, 269, 270 deploying, 558-569
Small Computer System Interface (SCSI), Setup support rules dialog box, 560
350, 532 SQL Server installation center
smart hosts window, 560
configuring, 472-474 System configuration checker, 560
defined, 110 User account control dialog box, 560
SMTP (Simple Mail Transfer Protocol) Windows SBS 2011 limitations, 529
email considerations, 276, 459 SQL Server 2008 Setup Wizard
email support, 460, 462-463 accessing, 562
Exchange Server support, 109 Analysis services configuration
functionality, 45, 462-463 page, 567
router support, 470 Complete page, 569
snap-ins. See also specific snap-ins Database engine configuration
defined, 391 page, 567
firewalls and, 394 Disk space requirements page, 565
Server Manager support, 402 Error reporting page, 567
soft quotas, 167, 270 Feature selection page, 564
software-based RAID, 214 Installation configuration rules
Software update settings dialog box, page, 567
337-338 Installation rules page, 565
Software Updates Group Policy object Instance configuration page, 565
(GPO), 145 License terms page, 562
spanned volumes Product key page, 562
creating, 209 Ready to install page, 568
defined, 203 Reporting services configuration
fault tolerance, 210 page, 567
SPA (Secure Password Authentication), 477 Server configuration page, 566
special identity, defined, 223 Setup role page, 564
special permissions Setup support files page, 563
defined, 231 Setup support rules dialog box, 562
equivalent standard permissions, Setup support rules page, 563
233-235
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SQL Server installation center window
accessing, 560-561
Installation page, 561
SQL Server Management Studio Express
console, 523
SQL (Structured Query Language), 6
SRV (Service) resource record, 110
SSL (Secure Sockets Layer), 465, 495
standard permissions
defined, 230
equivalent special permissions, 233-235
NTFS supported, 230
Standard user permission, 190, 192
Standard User role, 175
Standard User with Administration Links
role, 175
Start Menu folder, 264
Startup folder, 266
static IP addresses
dynamic addresses vs., 42
print devices and, 302
second servers and, 541
storage considerations
for backups, 349
changing location, 133
client hardware, 57
default configuration, 245-249
enforcing quotas, 167, 270-271
File Server Resource Manager, 271-284
folder redirection and, 264-270
generating storage reports, 284
hard disks, 200-218
offsite storage, 352
Security log, 437
server administration rules, 245-246
server hardware, 52-56
setting mailbox quotas, 478-480
user accounts, 167, 173
working with shares, 249-263
striped volumes
creating, 210
defined, 55, 203
fault tolerance, 210
Structured Query Language (SQL), 6
Stsadm.exe program, 522
subnet masks, 36-37
Summary network report
capture time, 425
contents of, 425
modifying, 427-429
switched Ethernet ports, 60

switches
comparing to hubs, 24
functionality, 23-26, 30
selecting, 64
uplink negotiation feature, 64
synchronization
computer clocks and, 120
WSUS support, 324-325, 339, 451
Synchronize NTFS permission
equivalent standard permission,
233-235
functionality, 233
system hardware. See networking hardware
System Information utility, 33
System Properties sheet
accessing, 144, 387
Computer name/Domain changes
dialog box, 545
enabling Remote Desktop, 387-389
removing source servers from
domains, 144
Windows security dialog box, 546
System Recovery Options Wizard
accessing, 380
Choose a recovery tool page, 381
system requirements, Windows SBS
2011, 10,13
system volume, 69, 379

T

Take Ownership NTFS permission, 233, 235
Task Scheduler, 363
TCP/IP (Transmission Control Protocol/Inter-
net Protocol)
configuration settings, 40-41
domains and, 45-50
functionality, 34-35
installing network printers, 298
IPv4 addresses, 35-37
IPv6 addresses, 38-40
private IP addresses, 37-38
second servers and, 542-544
static vs. dynamic address configura-
tion, 42
transport layer protocols, 42-44
TCP (Transmission Control Protocol), 42-44
Telecommunications Industry Association
(TIA), 22
Telnet protocol, 45
Templates folder, 264
10Base-T, 19, 34
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Teredo mechanism, 40
Text (TXT) resource record, 110
TIA/EIA-568-C standard, 22
TIA (Telecommunications Industry Associa-

tion), 22
time zone settings, 539-540
Time zone settings dialog box, 540
TLS (Transport Layer Security), 465
tools, defined, 321
Transmission Control Protocol/Internet

Protocol. See TCP/IP
Transmission Control Protocol (TCP), 42-44
transport layer (OSI model), 42-44
Transport Layer Security (TLS), 465
Traverse Folder NTFS permission

equivalent standard permission, 233,
234
functionality, 232

trusts, Windows SBS 2011 limitations, 528
tunneling technique, 414
TXT (Text) resource record, 110

U

UDP (User Datagram Protocol), 42
UIDL (Unique Identification Listing), 464
Ultrium technology, 352
Uniform Resource Locator (URL), 47, 325
uninterruptible power supply (UPS), 66
Unique Identification Listing (UIDL), 464
Universal Plug and Play (UPnP), 61, 110
universal serial bus (USB)
external hard drives, 350-351
network interface adapters and, 19
print devices and, 285, 292-293
update repository, 332-334
update rollups
defined, 321
WSUS synchronization, 326
updates
approving, 339
configuring Windows Update cli-
ent, 340-346
default reports, 425
defined, 321
installing, 119
process overview, 322-332
release classifications, 321
scheduling installations, 338
Windows SBS Console monitoring, 417
WSUS support, 332-340, 452-457

users/user accounts

Update Services GPOs
Client Computers Policy, 154, 155, 325,
340, 342
Common Settings Policy, 325, 340-342,
343, 409
Server Computers Policy, 325, 340, 342
Update Services snap-in
accessing, 450
Reports pane, 450
Synchronization report window, 451
WSUS support, 324-325, 450
uplink negotiation feature (switches), 64
UPnP (Universal Plug and Play), 61, 110
UPS (uninterruptible power supply), 66
URL (Uniform Resource Locator), 47, 325
USB (universal serial bus)
external hard drives, 350-351
network interface adapters and, 19
print devices and, 285, 292-293
User account control dialog box
accessing Connect Computer
Wizard, 185
accessing SQL Server installation center
window, 560
accessing Update Services console, 450
starting Windows SBS Console, 90
User Datagram Protocol (UDP), 42
user profiles, defined, 264
user roles
creating, 175-181
defined, 175
Users container object, 153
Users group, 237
UserShares share, 249, 270
Users OU, 153
users/user accounts
AD DS support, 150
assigning computers to, 189-192
authenticating, 220-221
authorizing, 221-223
creating, 164-168
creating multiple, 168-170
customized Getting Started pages, 174
enforcing disk space quotas, 167,
270-271
managing properties, 170-174
modifying computer properties,
190-191
naming considerations, 71
password considerations, 165-166
permissions and, 167, 190, 222, 316-320
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users/user accounts (continued)

Properties sheet, 151, 158, 160, 190,
196, 269, 271, 479, 502

working with, 163

UTP cabling
Ethernet protocol and, 34
functionality, 20
industry standard for, 22

Vv

variable-length subnet masking (VLSM), 36
Videos folder, 264, 266-267
virtual directories, 490
virtual private networking (VPN)
access control, 86
functionality, 62, 414
user accounts and, 171
VLSM (variable-length subnet masking), 36
volumes
creating, 197, 203-214
creating during installation, 68, 134,
199
extending, 214-215
formatting for backups, 355
Properties sheet, 208
server administration rules and, 246
shrinking, 214-215
types supported, 203-204
VPN (virtual private networking)
access control, 86
functionality, 62, 414
user accounts and, 171

w

WAPs (wireless access points)
functionality, 28-31
physical security and, 66
routers and, 61
web browsers
application layer protocols and, 45
Certificate Error page, 495-496
transport layer protocols and, 43
Web Server certificate, 83
Web Server (lIS) role, 87,487
web servers
application layer protocols and, 45
functionality, 30, 483
primary servers as, 6
print devices and, 299
roles and role services, 405
second servers as, 530

SQL Server databases and, 7
transport layer protocols and, 43
websites. See also SharePoint Foundation
access control, 174
accessing client deployment site, 493
configuring permissions, 500-502
default, 483-487
enabling/disabling, 498
1IS default, 488
migrating, 522-526
Properties sheet, 499, 508, 510-513
running multiple, 490-491
RWA supported, 493-497, 502-507
shortcuts and links to, 493
WSUS supported, 498
WEP (Wired Equivalent Privacy), 61
WHOIS service, 101, 104
Wi-Fi Protected Access (WPA) protocol, 61
Wi-Fi (wireless network interface), 19
Windows environment
client requirements, 56-57
email clients, 467
IPv6 addressing, 39
permissions in, 222
Remote Desktop server support, 385
Windows Eventing engine, 433-434
Windows Explorer
configuring share permissions, 263
creating shares, 259-261
Windows Firewall
functionality, 413-414
snap-ins and, 394
Windows Firewall with Advanced Security
console, 413
Windows Installer, 560
Windows Internal Database feature
functionality, 5
installation, 325
SharePoint Foundation and, 509
Windows PowerShell 2.0, 119
Windows SBS 2003 server, 526
Windows SBS 2011
administration, 11
clean installation, 71-82
components supported, 2-7
default storage configuration, 245-249
functionality, 1
IIS support, 5
installing, 10-11, 71-88
installing with answer files, 127-130
limitations, 11-12, 528-529
new features, 12-13
OEM installation, 82-83
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pricing considerations, 8
purchasing considerations, 56
role support, 3
system requirements, 10, 13
Windows SBS Console
AD DS tools, 156-163
Backup and server storage page, 93,
115, 247, 333, 348, 481
Configure Server Backup Wizard, 350
configuring RWA, 502-507
configuring share permissions, 261-263
configuring software update
settings, 334-339
configuring website permissions,
500-502
configuring WSUS, 332-340
controlling printer access, 316-320
creating shares, 250-258
creating user accounts, 164-168
enabling/disabling websites, 498
Exchange Server support, 4
functionality, 3, 89
Home page, 91, 92
managing internal website proper-
ties, 510-521
managing printers with, 315-320
managing queued print jobs, 315
monitoring support, 417-432
Move Users' Redirected Documents
Data Wizard, 270
moving data stores, 246-249
Network essentials summary pane,
417-419
Network page, 92, 115, 419
Notification settings dialog box,
419-424
post-installation tasks, 93-116
Remote Desktop Connection and, 90
Reports page, 93, 424-432
Security page, 93
server backups, 358-359
Shared folders and web sites page,
93, 250, 261, 498
starting, 90
Updates page, 330-331
Users and groups page, 92, 115, 164,
168, 170, 176, 479
viewing shares, 261
WSUS support, 324
Windows SBS POP3 Connector dialog
box, 475
Windows SBS Remote Web Access Users
group, 501

Windows Update

Windows SBS SharePoint_MembersGroup
functionality, 501, 513
permissions and, 514
Windows SBS SharePoint_OwnersGroup
functionality, 501, 513
permissions and, 514
Windows SBS SharePoint_VisitorsGroup
functionality, 501, 513
permissions and, 514
Windows security dialog box, 390, 546
Windows Server 2008 R2
administration tools, 407-415
backup support, 347
Best practices analyzer, 399
Client Access License (CAL) Suite, 3-4
creating volumes during installa-
tion, 199
functionality, 3-4
IPv6 addressing, 39
pricing considerations, 9, 528
Remote Desktop Services role, 386
Windows Internal Database feature,
5,325
Windows SBS Console and, 3, 89
Windows Server Backup
accessing, 368
backup targets and, 354
configuring performance settings,
370-372
Exchange Server and, 377
File Recovery message, 379
functionality, 347, 355-356, 358
installing, 367
limitations, 349
Messages section, 368
Optimize backup performance dialog
box, 370
performing restores, 372-379
Scheduled backup section, 370
SharePoint Foundation and, 377
simultaneous backups, 352
Status section, 369
Windows SBS Console and, 348
Windows Server Update Services. See WSUS
(Windows Server Update Services)
Windows Server Update Services Configura-
tion Wizard, 325
Windows Update
configuring settings, 322, 335
Group Policy and, 325
processing, 327-328
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Wired Equivalent Privacy (WEP)
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Wired Equivalent Privacy (WEP), 61
wired networking
hubs and switches, 23-26
network cables, 20-23
network interface adapters, 18-19
routers, 26
wireless access points (WAPs)
functionality, 28-31
physical security and, 66
routers and, 61
wireless networking, 26-31
wireless network interface (Wi-Fi), 19
worker process application mode, 492
WPA (Wi-Fi Protected Access) protocol, 61
Write Attributes NTFS permission
equivalent standard permission,
234-235
functionality, 232
Write Data NTFS permission
equivalent standard permission,
234-235
functionality, 232

Write Extended Attributes NTFS permission

equivalent standard permission,
234-235
functionality, 232
Write NTFS permission, 231, 234

WSUS (Windows Server Update Services)

accessing website, 498

approving updates, 339

configuring software update
settings, 334-339

default settings, 325-326

functionality, 6, 88, 154, 484

installing server updates manually,
326-328

migrating data, 139

monitoring support, 329-332, 450-457

moving update repository, 332-334

provisioning disk space, 69

synchronization support, 324-325,
339,451

update support, 323-324, 452-457

Windows SBS 2011 limitations, 529

XML Paper Specification (XPS), 287
XPS (XML Paper Specification), 287
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